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ADDENDUM NO 01 - TO THE BIDDING DOCUMENT 

 

INVITATION FOR BIDS No: CERT/GOSL/SER/NCB/2025/34 

 

This Addendum to the Bidding Document of above procurement incorporates following amendments. All 

bidders shall comply with these amendments in addition to the clarifications issued. 
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Amendments 
 

Sr.No. RFP Reference RFP Clause Query SL Cert Response  

1 

2.1.1 Technical 
Specifications – WAF 
Solution à 35 
 
Pg. No:50 
 
 
 

  

The solution must support 
integration of additional threat 
campaign feeds containing 
targeted signatures 
to protect the organization from 
sophisticated attacks. 

Why is support for integrating 
external threat intelligence 
feeds required when most 
WAF/WAAP solutions already 
include their own built-in threat 
feeds? 

As a national cybersecurity entity, Sri 
Lanka CERT must be able to ingest 
threat intelligence from multiple 
trusted sources beyond a single 
vendor’s proprietary feeds. This 
includes intelligence from national 
CERTs, ISACs, government 
agencies, and international partners. 
Supporting external feeds ensures 
broader visibility into emerging 
threats, aligns with global standards 
such as NIST and MITRE, and 
avoids dependency on a single 
intelligence provider. Therefore, the 
ability to integrate external threat 
feeds is essential for national-level 
cybersecurity readiness 

2 

2.1.1 Technical 
Specifications - WAF 
Solution à 45 
Pg. No: 53 

The solution should include 
support for manage at least two 
200 DNS zones through the 
platform. 

Why is it necessary for the 
platform to support at least 200 
DNS zones? Wouldn’t DNS 
records be sufficient instead of 
DNS zones? 

This requirement is based on the 
operational needs of Sri Lanka CERT 
and the planned onboarding of 
multiple government institutions 
under the NCSOC. Each organization 
may use several domains and 
subdomains for production, DR, 
staging, and API services, which 
collectively can exceed 200 DNS 
zones over time. The intention is to 
ensure scalability, centralized 
management, and future expansion 
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without needing platform changes or 
license revisions.  

3 

2.1.1 Technical 
Specifications - WAF 
Solution à 70 
Pg. No: 55 

The solution should identify and 
baselines the authentication state 
of the APIs within Sri Lanka 
CERT environment. Discovered 
authentication types should be 
based on HTTP authentication 
or API-Keys 

Why is there a requirement for 
the solution to identify API 
authentication types based on 
HTTP authentication or API 
keys? We are not certain 
whether this can be 
accommodated by a WAF 
solution. 

Sri Lanka CERT needs the ability to 
detect and baseline the authentication 
status of APIs to ensure they are not 
exposed without appropriate 
protection. HTTP-based 
authentication and API keys are the 
most commonly used methods across 
government systems today, so they 
are included as the minimum 
baseline. This does not exclude other 
mechanisms like OAuth, JWT, or 
mTLS the intent is to ensure the 
solution can identify and monitor 
authentication states for security 
visibility, compliance, and risk 
mitigation. 

4 

2.1.1 Technical 
Specifications - 
Ticketing System à 40 
Pg. No: 53 

The solution should retain and 
provide access log details for a 
minimum duration of seven (7) 
days. 

Why is there a requirement for 
the solution to retain and 
provide access log details for at 
least seven (7) days? 

Retaining access logs for at least 
seven (7) days is important for 
incident investigation, threat 
correlation, and SOC monitoring. 
Since cyberattacks are not always 
detected immediately, having access 
to historical logs is critical for proper 
analysis and response. However, 
based on vendor feedback, Sri Lanka 
CERT has agreed to revise the 
requirement and reduce the minimum 
log retention period from seven (7) 
days to forty-eight (48) hours. Logs 
beyond this period may still be 
retained through external SIEM or 
storage integration where applicable. 
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5 

2.1.1 Technical 
Specifications - 
Ticketing System à 63, 
64 and 73 
Pg. No: 54 and 55 

63. The platform should support 
API testing in the pre production 
environment to validate API 
security and scan for 
vulnerabilities prior to 
deployment. 
 
64. The solution should be 
capable of discovering all API 
endpoints, including those not 
observable through runtime 
traffic, by analysing code 
repositories. 
 
73. The platform should support 
tracking and management of 
vulnerabilities associated with 
API endpoints. 

The requirements related to API 
pre-production testing, 
discovery of non-runtime APIs, 
and endpoint vulnerability 
tracking seem dependent on 
how each vendor handles these 
functions. Since methods differ 
across products, can these 
requirements be revised or 
clarified? 

These requirements are not intended 
to mandate a specific method or 
technology. The objective is to ensure 
the solution can support API security 
validation before deployment, 
identify API endpoints beyond 
runtime traffic, and track related 
vulnerabilities. Vendors may meet 
these requirements through their own 
mechanisms such as CI/CD 
integration, traffic analysis, code 
integration, documentation-based 
discovery, or vulnerability 
management tools.  
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Price Schedule 

Item 
No  
(1) 

Description of Goods 
or 

related services 
(2) 

Qty. and 
Unit (slab) 

(3) 

CIF 
Price in 

USD 
(4) 

CIF 
Price in 

LKR 
(5) 

All Other local 
chargers in LKR 

(6) 

Unit price 
Excluding 
VAT (LKR) 
(7)=(5)+(6) 

 

Total Price 
Excluding VAT 

(LKR)  
 (8)=(3)x(7) 

VAT 
(LKR) 

(9) 

Total Price 
Including VAT 

(LKR) 
(10)=(8)+(9) 

1 

 

Full Package 01: Five 
(05) institute (This 
will consider as one 
Slab) – 

The WAF solution 
must provide the 
complete feature set 
including API 
Discovery, API 
Protection, Rate 
Limiting, and all 
other functionalities 
specified in the RFP 
and should support to 
minimum 7 FQDNs 
within each institute. 1 

   

 

   

2 

Basic Package 02: 
Five (05) institute 
(This will consider as 
one Slab) – 

A basic WAF 
solution for each 
institute, should 1 
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support to minimum 
seven (7) 
FQDNs/Applications 
within each institute, 
excluding API 
Discovery, API 
Protection, and Rate 
Limiting, while 
ensuring that all other 
features comply with 
the RFP 
requirements. 

3 

Package 03(This will 
consider as one Slab): 
API Protection for 50 
million good API 
requests per year 

1 

   

 

   

4 

Package 04 (This will 
consider as one Slab) 
250 Mbps Throughput 
bandwidth 

1 

   

 

   

5 

Package 05 (This will 
consider as one Slab) 
50 Mbps Throughput 
bandwidth 

1 

   

 

   

 Total       

 

*** Note 1 has been revised as follows, and all other points will remain unchanged. 

Note 1: Initially, Sri Lanka CERT will purchase only one (01) slab under ‘Full Package 01: Five (05) Institutes’ and Package 04 ‘250 Mbps 
Throughput’. Based on future requirements, additional slabs will be purchased as outlined in Note 2, Note 3, Note 4, and Note 10 below. 
The bidder shall agree to supply these slabs at the prices quoted in the pricing schedule for a period of three (03) years. 
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Note 10: Supplier is required to provide “Package 05: 50 Mbps Throughput bandwidth” in slabs. Upon the usage of the “Package 05: 50 
Mbps Throughput bandwidth”, the purchaser shall request to provide additional slabs up to Five (05) “Package 05: 50 Mbps Throughput 
bandwidth” during the 3-year contract period. However, suppliers shall agree to provide the same price for each slab during the contract 
period (pricing for each slab shall be fixed). 

 

 

 


