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,yq;if CERT typAWj;JfpwJ

,yq;if fzpdp mtru jahu;epiy FO (Sri Lanka
CERT) 2025 Mk; Mz;by; r%f Clf J\;gpuNahfk; 

kw;Wk; irgu; ghJfhg;G rk;gtq;fs; njhlu;ghd 12650 f;Fk; 

Nkw;gl;l Gfhu;fisg; ngw;Ws;sJ. Gfhu;fspy; fzprkhd 

tpfpjk; Nghyp fzf;F> Hack nra;ag;gl;l fzf;Ffs; 

kw;Wk; r%f Clf jsq;fs; %yk; Nkw;nfhs;sg;gLk; epjp 

Nkhrbfs; Mfpait mlq;Fk;. 

ntWf;fj;jf;f my;yJ jtwhd cs;slf;fk; kw;Wk; 

ngupatu;fspd; ghypay; Jd;GWj;jy;fs; kw;Wk; 

cs;slf;fk; Mfpait Gfhu;fspy; mjpfkhf 

,lk;ngw;Ws;sd vd;W Sri Lanka CERT ,d; Kd;dzp 

jfty; ghJfhg;G nghwpahsu; rhUfh jKDNghy 

$wpdhu;. jdpegu;fs; kw;Wk; nghJkf;fs; ,UtiuAk;

ghjpf;Fk; nghJthd Nkhrbfs; kw;Wk; jtwhd 

jfty;fisg; gug;GtJk; ,q;F mjpfupj;Js;sJ 

vd;Wk; mtu; $wpdhu;.

jfty; njhlu;G> tu;j;jfk; kw;Wk; epjp eltbf;iffSf;F

b[pl;ly; jsq;fis gad;gLj;JtJ mjpfupj;J tUtijg;

gad;gLj;jpf; nfhs;s> irgu; Fw;wthspfs; njhlu;e;J 

mjpetPd kw;Wk; Nkhrb Kiwfisg; 

gad;gLj;Jfpd;wdu;. Fwpg;ghf ghjpf;fg;glf;$ba FOf;fs;> 

mjhtJ Md;iyd; ghJfhg;G eilKiwfs; Fwpj;J 

NghJkhd msT jfty; ,y;yhj ,isQu;fs;> tajhd 

gadu;fs; kw;Wk; Kjy; Kiwahf ,iza gadu;fs; 

Nghd;wtu;fs; mbf;fb ghjpf;fg;gLfpd;wdu;.

nghJkf;fs; tpopg;Gld; ,Uf;fTk;> jdpg;gl;l

my;yJ epjpj; jfty;fis Md;iydpy; 

gfpu;tijj; jtpu;f;fTk;> re;Njfj;jpw;fplkhd 

nra;jpfs; kw;Wk; ,izg;Gfisr; rupghu;f;fTk;> ,uz;L 

fhuzp mq;fPfhuk; kw;Wk; ghJfhg;ghd flTr;nrhw;fs; 

Nghd;w tYthd ghJfhg;G eltbf;iffis 

nray;gLj;jTk; Nfl;Lf;nfhs;fpwhu;. tpiuthd 

gjpyspg;igAk; jzpg;igAk; vspjhf;Ftjw;fhf> 

irgu; rk;gtq;fis Sri Lanka CERT f;F cldbahfg;

Gfhuspf;FkhW nghJkf;fSf;F typAWj;jg;gLfpd;wJ.
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irgu; Fw;wq;fSf;F vjpuhd If;fpa ehLfspd; 

khehl;il mq;fPfupg;gjw;fhd ,yq;ifapd; Kaw;rpfs; 

Fwpj;J gq;Fjhuu;fspd; cs;sPl;ilg; ngWtjw;fhf> 

b[pl;ly; nghUshjhu mikr;rpd; topfhl;Ljypd; fPo;> 

Sri Lanka CERT Kjy; gq;Fjhuu; MNyhrid mku;it 

brk;gupy; elj;jpaJ.

ntspAwT mikr;rfk;> ePjp mikr;rfk;> nghJ 

ghJfhg;G mikr;rfk;> ghJfhg;G mikr;rfk;> rl;lkh 

mjpgu;> Njrpa Foe;ijfs; ghJfhg;G Mizak;> yQ;rk; 

my;yJ Coy; tprhuiz Mizafk;> b[pl;ly; ng-

hUshjhu mikr;rfk;> kw;Wk; ,yq;if fhty;Jiw 

mjpfhupfs; fye;J nfhz;l gq;Fjhuu; MNyhridf; 

$l;lj;jpw;F b[pl;ly; nghUshjhu mikr;rfj;jpd; 

gjpy; nrayhsu; jpU. tUz ];uP jdghy jiyik 

jhq;fpdhu;.
 

$l;lj;jpd; njhlf;fj;jpy;> Sri Lanka CERT jiytu; 

jpyf; gj;jpuNf $l;lj;jpw;F te;jpUe;j midtiuAk; 

tuNtw;whu;. Sri Lanka CERT rl;lk; kw;Wk; xOq;F

Kiw tptfhuq;fs; gpupT Nkyhsu; jpUkjp rkpyh 

Nrdehaf;f gq;Fjhuu; fUj;J mku;it epu;tfpj;jhu;.

irgu; Fw;wq;fs; njhlu;ghd ru;tNjr rl;l 

fl;likg;Gfspd; gupzhkk; kw;Wk; ,yq;ifapy; rl;l 

kw;Wk; xOq;FKiw epyg;gug;gpy; mtw;wpd; jhf;fk; 

Fwpj;j njhopy;El;g kw;Wk; rl;l epiyg;ghl;il %j;j 

tof;fwpQu; n[ae;j ngu;dhz;Nlh toq;fpdhu;. irgu; 

Fw;wq;fSf;F vjpuhd If;fpa ehLfs; rigapd; khehL 

kw;Wk; ,yq;ifapy; jw;Nghija rl;l fl;likg;NghL 

mij vt;thW xUq;fpizf;f KbAk; vd;gJ Fwpj;J

rl;lkh mjpgu; jpizf;fsj;jpd; %j;j muR 

tof;fwpQu; jpU. nr`hd; nrha;rh tpupthd 

gFg;gha;it toq;fpdhu;.

irgu; Fw;wq;fSf;F vjpuhd I.eh. 

khehl;il mq;fPfupg;gJ Fwpj;j Kjy; 

gq;Fjhuu; MNyhridia ,yq;if 

CERT elj;JfpwJ
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Njrpa fzf;fha;T mYtyfj;jpw;fhd ehd;F 

ehs; irgu; ghJfhg;G fzf;fha;T gapw;rp

,yq;if fzpdp mtru jahu;epiyf; FO (CERT)> 
muR epWtdq;fspy; irgu; ghJfhg;G Kaw;rpfisj;

fzf;fha;T nra;tJ Fwpj;J Njrpa fzf;fha;T

mYtyfj;jpd; Njrpa fzf;fha;T mjpfhupfSf;F 

ehd;F ehs; gapw;rpj; jpl;lj;ij elj;jpaJ. nghJ 

epWtdq;fSf;Fs; irgu; Mgj;J Nkyhz;ik>

 

juT ghJfhg;G> ,zf;fk; kw;Wk; epu;thf 

fl;likg;Gfis kjpg;gpLtjw;fhd 

jzpf;ifahsu;fspd; jpwid tYg;gLj;JtNj 

,e;j jpl;lj;jpd; Nehf;fkhFk;. b[pl;ly; mikg;Gfs; 

murhq;f Nritfspy tsu;e;J tUk; gq;if 

tfpf;Fk; epiyapy;> irgu; ghJfhg;Gf;fhf 

xJf;fg;gl;l nghJ epjpapd; tYthd Nkw;ghu;it> 

nghWg;Gf;$wy; kw;Wk; jpwk;gl gad;ghl;il cWjp 

nra;a ,e;j Kaw;rpKay;fpwJ.

,yq;if fzpdp mtru jahu;epiyf; FO (,yq;if 

CERT)> brk;gu; khjk; nfhOk;gpy; cs;s SLIDA 
Mbl;Nlhupaj;jpy;> mr;R> kpd;dZ kw;Wk; b[pl;ly; 

Clf epWtdq;fisg; gpujpepjpj;Jtg;gLj;Jk; 35f;Fk; 

Nkw;gl;l gj;jpupifahsu;fspd; gq;Nfw;Gld; 'Clf 

ty;Yeu;fSf;fhd b[pl;ly; rfhg;jj;jpy; irgu; 

mr;RWj;jy;fis vjpu;nfhs;tJ" vd;w jiyg;gpy; 

xU ehs; gl;liwia ntw;wpfukhf elj;jpaJ.

mjpfupj;J tUk; rpf;fyhd b[pl;ly; R+oypy; 

tsu;e;J tUk; irgu; mr;RWj;jy;fs;> b[pl;ly; 

ghJfhg;G kw;Wk; nghWg;ghd mwpf;ifaply; Fwpj;j 

gj;jpupifahsu;fspd; Gupjiy tYg;gLj;JtNj ,e;jg; 

gl;liwapd; Nehf;fkhFk;. irgu; Fw;wg; Nghf;Ffs;> 

Md;iyd; ghJfhg;G mghaq;fs;> jtwhd jfty;fs; 

kw;Wk; irgu; ghJfhg;G tpopg;Gzu;tpy; Clfq;fspd; 

gq;F Mfpatw;iw cs;slf;fpa ClhLk; mku;Tfspy; 

gq;Nfw;ghsu;fs; <Lgl;ldu;.

,e;j epfo;tpy; b[pl;ly; nghUshjhu mikr;rpd; 

gjpy; nrayhsu; jpU. tUz = jdghy fye;J 

nfhz;L> gq;Nfw;ghsu;fSf;F rhd;wpjo;fis 

toq;fpdhu;. jdJ fUj;Jf;fspy;> ,yq;ifapd; 

b[pl;ly; cUkhw;wg; gazj;jpy; b[pl;ly; kPs;jd;ik 

kw;Wk; nghJ tpopg;Gzu;it Cf;Ftpg;gjpy; Clf 

ty;Yeu;fspd; Kf;fpa gq;if mtu; vLj;Jiuj;jhu;.

,yq;if CERT Clf ty;Yeu;fSf;fhd 

irgu; ghJfhg;G gl;liwia ntw;wpfukhf 

elj;jpaJ

rkPgj;jpa ehl;fspy; r%f Clf jsq;fs; topahf 

Md;iyd; Nkhrb kw;Wk; gzNkhrb Kaw;rpfs; mjpfupj;J 

tUtjhy;> gz;biff; fhyj;ijAk;> jw;Nghija fhyepiy 

khw;w epiyikfisAk; irgu; Fw;wthspfs; rhjfkhfg; 

gad;gLj;jpf; nfhs;tjhy;> nghJkf;fs; kpfTk; tpopg;Gld; 

,Uf;FkhW Nfl;Lf; nfhs;sg;gLfpwhu;fs;. nghJkf;fspd; 

ek;gpf;ifiaAk; thdpiy mghaq;fisAk; Ruz;l 

Kaw;rpfs; Nkw;nfhs;sg;gLtjhfTk; fz;lwpag;gl;Ls;sJ.

muR epWtdq;fs;> nghJ Nritj; Jiwfs;> gy;nghUs; 

mq;fhbfs; kw;Wk; ed;F mwpag;gl;l tzpf epWtdq;fisg; 

Nghy Ms;khwhl;lk; nra;Ak; Nkhrb nra;gtu;fs; Fwpj;J 

Sri Lanka CERT f;F fzprkhd vz;zpf;ifapyhd Gfhu;fs; 

fpilj;Js;sd. ,e;j Nkhrb nra;gtu;fs; re;Njfj;ijj; J}

z;lhky; kf;fis jtwhf topelj;j Nghyp rYiffs;> epjp 

ntFkjpfs; kw;Wk; gupRfis ,LifapLfpwhu;fs;.

ehl;bd; gy gFjpfspy; gutyhd Nrjj;ij Vw;gLj;jpa 

rkPgj;jpa R+whtsp kw;Wk; fdkioiaj; njhlu;e;J> epthuzk; 

kw;Wk; kPl;G Kaw;rpfspy; <Lgl;Ls;s muR epWtdq;fs;

kw;Wk; mikg;Gfspd; ngau;fis irgu; Fw;wthspfs; 

Nkhrbahf Ms;khwhl;lk; nra;J tUfpd;wdu;. mtu;fs; 

Vkhw;Wk; ,izg;Gfis (Links) tpepNahfpj;J> ,e;j 

,izg;Gfs; %yk; gzj;ij ed;nfhilahf toq;f 

nghJkf;fis ftu;e;jpOf;fpd;wdu;> ,jd; tpisthf gy 

ghjpf;fg;gl;ltu;fs; jq;fs; tq;fpf; fzf;FfspypUe;J 

Neubahf epjpia ,of;fpd;wdu;.

mtu;fs; Vkhw;Wk; ,izg;Gfis (Links) tpepNahfpj;J> 

,e;j ,izg;Gfs; %yk; gzj;ij ed;nfhilahf toq;f 

nghJkf;fis ftu;e;jpOf;fpd;wdu;> ,jd; tpisthf gy 

ghjpf;fg;gl;ltu;fs; jq;fs; tq;fpf; fzf;FfspypUe;J 

Neubahf epjpia ,of;fpd;wdu;- tq;fpj; jfty;fisNah 

my;yJ xUKiw gad;gLj;jf;$ba flTr;nrhw;fisNah 

(OTP) njupahj egu;fSf;Nfh my;yJ rupghu;f;fg;glhj 

tiyj;jsq;fSf;Nfh xUNghJk; ntspapl Ntz;lhk;

vd;Wk; Sri Lanka CERT nghJkf;fSf;F fLikahf

epidT+l;LfpwJ.

gz;biff; fhyk; kw;Wk; Nguplu; njhlu;ghd 

r%f Clf Nkhrbfs; mjpfupj;J tUtjhf 

,yq;if CERT nghJkf;fis vr;rupf;fpwJ.


