
wka;¾cd, ysßyer yd jxpd 
ms<sn|j úuis,af,ka isák f,i 
Sri Lanka CERT uyck;djf.ka 
b,a,d isà 
ihsn¾ wdrlaIdj ms,sn| isoaëka iy iudc udOH wksis
Ndú;h iïnkaOfhka Sri Lanka CERT fj; 
2025 jif¾§ meñKs,s 12650 lg jvd ,eî ;sfí¡ 
meñKs,sj,ska ie,lsh hq;= m%;sY;hla jHdc .sKqï> 
.sKqï i|yd wkjirfhka m%fõYùï iy iudc udOH 
fõÈld yryd isÿ lrk ,o uQ,H jxpd iïnkaOfhka jQ 
tajd fõ¡ 

Sri Lanka CERT ys m%Odk f;dr;=re wdrlaIl 
bxðfkare pdrel ouqKqfmd, uy;d i|yka lrkafka 
ffjÍ fyda wk¾:ldÍ wka;¾.;hka iy jeäysáhkag 
wod, ,sx.sl ysßyer ms<sn| wka;¾.;hka o meñKs,s 
w;r by< uÜgul mj;sk njhs¡  mqoa.,slj fukau 
idudkH ck;djg o n,mdk wkaofï idudkH 
iajrEmfha jxpd iy wi;H f;dr;=re fnod yeÍfï o 
lemS fmfkk jeäùula ta w;r olakg ,efnk nj Tyq 
mejiSh¡

wka;¾cd,h ;=, iqmÍlaIdldÍj isák f,i;a> mqoa.,sl 
fyda uQ,H f;dr;=re wka;¾cd,h Tiafia fnod 
.ekSfuka j<lsk f,i;a> iel iys; mKsúv iy ine¢ 
i;Hdmkh ^verify& lrk f,i;a> oaú-idOl i;Hdmkh
(Two factor authentication) iy wdrlaIs; uqrmo 
jeks Yla;su;a wdrlaIl mshjrhka il%Sh lrk f,i;a 
pdrel ouqKqfmd, uy;d uyck;djf.ka b,a,d isà¡ 

läkï m%;spdr ie,iSu myiq lsÍug;a> wjodku wvq 
lsÍu i|yd;a ihsn¾ wdrlaIdj iïnkaOfhka jk 
isoaëka yels blaukskau Sri Lanka CERT fj; 
jd¾;dlrK f,i uyck;djg oekqï fokq  ,efí¡ 
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ihsn¾ wmrdOj,g tfrys tlai;a cd;Skaf.a iïuq;sh 
wmrdkqu; lsßu i|yd Y%S ,xldj f.k hk jevms<sfj< 
ms<snoj md¾Yajlrejkaf.a woyia ,nd.ekSfï wruqKska 
md¾Yajlrejkaf.a m<uq WmfoaYk ieish äðg,a wd¾Ól 
wud;HdxYfha uÕ fmkaùu hgf;a Sri Lanka CERT 
wdh;kh miq.sh foieïn¾ udifha§ mj;ajk ,§¡ 

úfoaY lghq;= wud;HdxYh> wêlrK wud;HdxYh>
uyck wdrlaIl wud;HdxYh> wdrlaIl wud;HdxYh> 
kS;sm;s fomd¾;fïka;=j> cd;sl <ud wdrlaIK wêldßh> 
w,a,ia fyda ÿIK úu¾Yk fldñIka iNdj iy Y%S ,xld
fmd,sish hk wdh;kj, ks,OdÍka iyNd.S jQ 
md¾Yajlrejkaf.a WmfoaYk /iaùfï uq,iqk fydnjk 
,oafoa äðg,a wd¾Ól wud;HdxYfha jevn,k f,alï 
jreK Y%S Okmd, uy;d úisks¡

/iaùu wdrïNfha§ Sri Lanka CERT iNdm;s ;s,la 
m;srf.a uy;d> /iaùug meñKs ish¨ fokd idorfhka  
ms<s.;a w;rSri Lanka CERT kS;s iy kshduk lghq;= 
wxYfha l<ukdldr pñ,d fiakdkdhl uy;añh 
md¾Yjlrejkaf.a woyia oelaùï ieish fufyhjQjdh¡

fcHIaG kS;s{ chka; m%kdkaÿ uy;d ihsn¾ wmrdO 
ms<sn| cd;Hka;r kS;s rduq j, úldYh iy Y%S ,xldfõ
kS;suh iy kshduk lafIa;%h flfrys tajdfha n,mEu 
ms<sn|j ;dlaIKsl iy kS;suh ;;a;ajh bÈßm;a lf<ah¡ 
kS;sm;s fomd¾;fïka;=fõ fcHIaG rdcH kS;s{ fiydka 
fidhsid uy;d úiska ihsn¾ wmrdOj,g tfrys tlai;a 
cd;Skaf.a iïuq;sh iy th Y%S ,xldfõ j;auka kS;s 
rduqj iuÕ taldnoaO l< yels wdldrh ms<sn| mq¿,a  
úYaf,aIKhla imhk ,§¡

ihsn¾ wmrdOj,g tfrys tlai;a 
cd;Skaf.a iïuq;sh wmrdkqu; lsÍu 
ms<sn| md¾Yajlrejkaf.a m<uq ieish 
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cd;sl ú.Kk ld¾hd,h i|yd isõ Èk 
ihsn¾ wdrlaIK ú.Kk mqyqKqjla 

Y%S ,xld mß.Kl yÈis m%;spdr ixioh ^CERT& úiska 
rdcH wdh;kj, ihsn¾ wdrlaIK uq,msÍï ú.Kkh 
lsÍu ms<sn|j cd;sl ú.Kk ld¾hd,fha cd;sl ú.Kk 
ks,OdÍka i|yd Èk y;rl mqyqKq jevigykla mj;ajk 
,§¡

tfiau wud;H uKav,h úiska wkqu; lrk ,o rdcH 
wdh;k ioyd jk f;dr;=re yd ihsn¾ wdrlaYK 
moaO;sh rdcH wdh;k ;=< l%shd;aul ùu wëlaIKh 
ioyd cd;sl ú.Kk wdh;kfha ks,OdÍka mqyqKq lsÍu tys 
wruqK úh¡ rcfha fiajdjkays äðg,a moaO;s j¾Okh jk 
ld¾hNdrhla bgq lsÍu;a iuÕ" ihsn¾ wdrlaIdj i|yd 
fjka lr we;s rdcH wruqo,a Yla;su;a wëlaIKh" j.ùu 
iy M,odhS f,i Ndú;d lsÍu iy;sl lsÍug fuu.ska 
wfmalaId flf¾¡ 

uqøs;> úoHq;a iy äðg,a udOH wdh;k ksfhdackh lrk 
udOHfõ§ka 35 lg wêl ixLHdjlf.a iyNd.S;ajfhka 
'udOH jD;a;slhka i|yd äðg,a hq.hl ihsn¾ 
;¾ckj,g uqyqK §u" hk uefhka jQ tlaÈk jevuq¿jla
Sri Lanka CERT úiska miq.sh foieïn¾ udifha§ fld<U 
SLIDA Y%jKd.drfha§ id¾:lj mj;ajk ,§¡ 

b;d ixlS¾K äðg,a mßirhla ;=< ke.S tk ihsn¾ 
;¾ck> äðg,a wdrlaIdj iy j.lsjhq;= jd¾;dlrKh
ms<sn| udOHfõ§kaf.a wjfndaOh Yla;su;a lsÍu fuu 
jevuq¿fõ wruqK úh¡ ihsn¾ wmrdO m%jK;d>ud¾..; 
wdrlaIK wjodkï> ÿia f;dr;=re iy ihsn¾ wdrlaIK 
oekqj;aNdjh i|yd udOHfha ld¾hNdrh hk ud;Dld  
wdjrKh lrñka l%shdldÍ ieis lsysmhla tys§ iyNd.Sj
kakka ioyd meje;aúKs¡ 

fuu wjia:djg iyNd.S jQ> äðg,a wd¾Ól wud;HdxYfha
jevn,k f,alï jreK Y%S Okmd, uy;d> jevuq¿j 
id¾:lj ksu l< udOH jD;a;slhkag iy;sl m;a m%odkh 
lf<ah¡ Y%S ,xldfõ äðg,a mßj¾;k l%shdodufha§ uyck 
oekqj;aNdjh j¾Okh lsÍfï§ udOH jD;a;slhkaf.a 
;SrKd;aul ld¾hNdrh fyf;u ish woyia oelaùfï§ 
biau;= lr oelaùh¡ 

Sri Lanka CERT udOH
jD;a;slhka i|yd ihsn¾ 
wdrlaIK jevuq¿jla mj;ajhs 

miq.sh Èkj,§ iudc udOH fõÈld yryd ud¾..; 
jxpd iy uqo,a jxpd lsÍfï W;aidyhka jeäùula 
olakg ,efnk neúka" w;sYhskau iqmÍlaIdldÍj 
isák f,i Y%S ,xld mß.Kl yÈis m%;spdr 
ixioh ^Sri Lanka CERT& uyck;djf.ka b,a,d 
isà¡ fuu ihsn¾ wmrdOlrejka W;aij iuh yd 
mj;sk foaY.=Ksl úm¾hdi ;;a;ajhka m%fhdackhg 
.ksñka uyck úYajdih iy ld,.=Ksl wjodku 
.idlEfï W;aidyhl ksr;j isák njo ksÍlaIKh 
lr we;¡ 

fuf,i rdcH wdh;k" rdcH fiajd fomd¾;fïka;=" 
iqmsß fj<|ie,a iy m%isoaO jHdmdßl wdh;k f,i 
jHdc f,i fmkS isák jxpkslhka iïnkaOfhka 
Sri Lanka CERT fj; ie,lsh hq;= meñKs,s 
ixLHdjla ,eî ;sfí¡ fuu jxpkslhka ielhla 
we;s fkdjk mßÈ mqoa.,hska fkduÕ heùu i|yd 
jHdc §ukd" uQ,H ;Hd. iy ;Hd. ,nd fok njg 
f;dr;=re m< lr;s¡ 

rfÜ m%foaY lsysmhl mq¿,a ydkshla isÿ l< uE; 
ld,Sk iq<s l=Kdgqj iy oreKq j¾Idfjka miqj 
ihsn¾ wmrdOlrejka iyk iy m%;sidOklghq;=j, 
kshe,S isák rcfha wdh;k iy ixúOdkj, kï 
jxpksl f,i wkqlrKh lr we;¡ Tjqka /já,sldr 
ine¢ ^Links& fnod yßk w;r fuu ine¢ yryd 
uqo,a mß;Hd. lsÍug uyck;dj fmd<Ujk w;r" 
tys m%;sM,hla f,i fndfyda úkaÈ;hskag Tjqkaf.a 
nexl= .sKqïj,ska iDcqju wruqo,a wysñ fõ¡ 

iel iys; ine¢ u; la,sla fkdlrk f,i;a" 
mqoa.,sl f;dr;=re fnod fkd.kakd f,i;a" 
fkdokakd mqoa.,hska fyda i;Hdmkh fkdl< fjí 
wvú iuÕ nexl= f;dr;=re fyda tla jrla Ndú;d 
l< yels uqrmo ^OTP& lsis úfgl;a fy<s fkdlrk 
f,i;a Sri Lanka CERT uyck;djg ;rfha u;la 
lr fohs¡  

W;aij iuh iy wdmod wdY%s; iudc udOH 
jxpd by< hdu ms<sn|j Sri Lanka 
CERT uyck;djg wk;=re wÕjhs 


