
Ng];Gf; N`f; nra;ag;gl;lhy; 

vd;d nra;tJ?

IBM mwpf;ifapd;gb> juT kPwy;fspd; nryTfisAk; 

thbf;ifahsu;fs; Vw;fpd;wdu;.

cq;fs; Facebook fzf;F N`f; nra;ag;gl;lhy;> tpiuthf 

cq;fs; fzf;ifg; ghJfhg;gNjhL;> cq;fs; jdpg;gl;l 

jfty;fisAk; ghJfhf;f Ntz;Lk;. 

ePq;fs; nra;a Ntz;baJ fPo;tUkhW:

1. cq;fshy; ,d;Dk; cq;fs; fzf;if mZf KbAkh vd;W 

ghu;f;fTk;

cq;fspd; tof;fkhd rhd;WfSld; cs;Eioa Kaw;rpf;fTk; 

ntw;wpaile;jhy;> cldbahf cq;fs; flTr;nrhy;iy khw;wp 

cq;fs; fzf;F mikg;Gfis kjpg;gha;T nra;aTk;.

flTr;nrhy; kPl;likg;G: cq;fshy; cs;Eioa Kbahtpl;lhy

cq;fs; kpd;dQ;ry; my;yJ njhiyNgrp vz; topahf 

cq;fs; flTr;nrhy;iy kPl;likf;f Facebook cs;EioT 

gf;fj;jpy; 'flTr;nrhy;iy kwe;Jtpl;Bu;fs;" vd;gij  

gad;gLj;jTk;.

[_iy khjk; ntspaplg;gl;l IBM ,d; 2024 juT kPwy; 

mwpf;ifapd;gb> juT kPwypd; ruhrup nryT $4.88 kpy;ypadhf 
cau;e;Js;sJ - ,J Ke;ija Mz;il tpl 10% mjpfupg;G. Ma;T> 

Ponemon epWtdj;jhy; elj;jg;gl;lJ kw;Wk; IBM My; gFg;gha;T 

nra;ag;gl;lJ> 604 cyfshtpa epWtdq;fspd; juT kPwy;fs; gw;wpa 

Mokhd ghu;itia toq;FfpwJ. ,e;j rk;gtq;fis mDgtpj;j 

3>500f;Fk; Nkw;gl;l ghJfhg;G kw;Wk; tzpf epGzu;fsplkpUe;J 

Ez;zwpT Nrfupf;fg;gl;lJ.

mwpf;ifapd; Kf;fpa fz;Lgpbg;G vd;dntd;why;> tzpfq;fs; juT 

kPwy;fspd; nryTfis jq;fs; nghUl;fs; kw;Wk; NritfSf;F 

khw;Wtjhy;> Efu;Nthu; epjpr; Rikapd; xU gFjpiar; Rkf;fpwhu;fs;. ,e;j Mz;L> 63% tzpfq;fs; juT kPwy;fshy; Vw;gLk; 

,og;Gfis <Lfl;l tpiyfis cau;j;j Ntz;Lk; vd;W njuptpj;jd> ,J fle;j Mz;L 57% Mf ,Ue;jJ. ,e;j tpiy 

cau;Tfs; mjpf cw;gj;jp nryTfs;> rp];lk; Ntiyapy;yh Neuk; kw;Wk; thbf;ifahsu;fs; Nghl;bahsu;fSf;F khWtjhy; 

thbf;ifahsu; Fog;gk; Mfpatw;wpypUe;J cUthfpwJ.

r%fg; ghJfhg;G vz;fs;> kpd;dQ;ry;fs;> njhiyNgrp vz;fs; kw;Wk; tPl;L Kftupfs; cl;gl thbf;ifahsu;fspd; jdpg;gl;l 

jfty;fis fpl;lj;jl;l 46% kPwy;fs; cs;slf;fpaJ. $Ljyhf> 43% kPwy;fs; mwpTrhu; nrhj;J kw;Wk; tu;j;jf ufrpaq;fs; 

Nghd;w Kf;fpakhd fhu;g;gNul; juTfis cs;slf;fpaJ.

,e;j kPwy;fSf;F Kjd;ikahd fhuzq;fspy; xd;W jpwikahd ,iza ghJfhg;G gzpahsu;fspd; gw;whf;Fiw MFk;. 

fzf;nfLf;fg;gl;l epWtdq;fspy; ghjpf;Fk; Nkw;gl;lit jq;fs; ghJfhg;Gf; FOf;fspy; fLikahd gzpahsu; 

gw;whf;FiwAld; Nghuhb tUtjhff; Fwpg;gpl;Ls;sd. ghJfhg;ig epu;tfpg;gjw;F gyu; Gjpa AI njhopy;El;gq;fis 
gpd;gw;wpdhYk;> ,e;j FOf;fs; Vw;fdNt Fwpg;gplj;jf;f mOj;jj;jpy; cs;sd. @ The National Cybersecurity Alliance

2. cq;fs; flTr;nrhy;iy khw;wTk;
 

Gjpa flTr;nrhy;: cq;fs; fzf;if mZf Kbe;jhy;> 

cq;fs; flTr;nrhy;iy tYthd kw;Wk; jdpj;Jtkhdjhf 

khw;wTk;. nghJthd flTr;nrhw;fs; my;yJ ePq;fs; kw;w 

jsq;fspy; gad;gLj;jpaij Kw;whf jtpu;f;fTk;. 

,U-fhuzp mq;fPfhuj;ij ,af;Fq;fs;: $Ljy; ghJfhg;G 

mLf;F Nru;f;f ,U fhuzp mq;fPfhuj;ij (2FA) mikf;fTk;. 

,J xt;nthU KiwAk; ePq;fs; xU Gjpa rhjdj;jpypUe;J 

cs;EioAk;NghJ cq;fs; njhiyNgrp my;yJ 

kpd;dQ;rYf;F xU FwpaPl;il mDg;Gk;.

3. cq;fs; kpd;dQ;ry; fzf;ifr; rupghu;j;J ghJfhf;fTk;

kpd;dQ;ry; mZfy;: Facebook cld; njhlu;Gila cq;fs; 

kpd;dQ;ry; fzf;F ghJfhg;ghdJ vd;gij cWjpg;gLj;jTk;. 

N`f;fu;fs; cq;fs; kpd;dQ;riy mZfpdhy;> mtu;fshy; 

cq;fs; Facebook fzf;iff; fl;Lg;gLj;j KbAk;.

kpd;dQ;ry; flTr;nrhy;iy khw;wTk;: Njitg;gl;lhy;> cq;fs; 

kpd;dQ;riy khw;wTk; flTr;nrhy; kw;Wk; mq;F ,uz;L 

fhuzp mq;fPfhuj;ij ,af;fTk;.

4. Hack [ Facebook ,y; Gfhuspf;fTk;
 

Facebook ,d; cjtp ikak; %yk; Gfhuspf;fTk;: 

Facebook ,d; cjtpf;Fr; nry;yTk; 'N`f; nra;ag;gl;l 

fzf;F" vd;gij ikag;gLj;jp NjlTk;. cq;fs; fzf;F 

jpUlg;gl;ljhf Gfhuspf;f> topKiwfisg; gpd;gw;wTk;.

Facebook MjuT: cq;fshy; cq;fs; fzf;if mZf 

Kbatpy;iy vd;why;> N`f; nra;ag;gl;l fzf;FfSf;F 
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irgu; fpiukpdy;fs; Phishing nra;a 

tpUk;Gfpwhu;fs;> Mdhy; ePq;fs; gypahf 

Ntz;bajpy;iy.

fk;g`htpy; ,iza ghJfhg;G 

mikg;Gfspy; jpwd; tsu;g;G jpl;lk;

Phishing Kaw;rpia milahsk; fz;Lnfhz;lhy;> mjpy; 

tpOtijj; jtpu;f;fyhk;. ,izg;Gfisf; fpspf; nra;tjw;F 

Kd; my;yJ ,izg;Gfisg; gjptpwf;Ftjw;F Kd;> rpy 

tpdhbfs; (cjhuzkhf 4 tpdhbfs;) kw;Wk; kpd;dQ;ry; 

Kiwahdjhf ,Ug;gij cWjpg;gLj;jTk;. Phishing
kpd;dQ;riy vt;thW njspthff; fz;lwptJ vd;gjw;fhd 

rpy tpiuthd cjtpf;Fwpg;Gfs; ,q;Nf:
 

cz;ikahf ,Uf;f Kbahj msTf;F ey;y rYif ,jpy; 

cs;sjh?
  

mtrukhd> Mgj;jhd my;yJ mr;RWj;Jk; nkhop ,jpy; 

cs;sjh? 

vOj;Jg;gpiofs; kw;Wk; jtwhd ,yf;fzq;fshy; rpf;fyhf 

vOjg;gl;l vOj;jh?
 

tho;j;J njsptw;wjh my;yJ kpfTk; nghJthdjh?

 

fk;g`h khtl;lr; nrayhsu; khtl;l MSeu; jpU.yype;j 

fkNf jiyikapy;> fk;g`h khtl;lr; nrayf Nfl;Nghu; 

$lj;jpy;> mur epWtdq;fSf;fhd ,izag; ghJfhg;G 

Kiwikfs; njhlu;ghd jpwd; Nkk;ghl;L epfo;r;rp mz;ikapy; 

eilngw;wJ

,yq;if fzpdp mtruepiyg; gjpyspg;Gf; FO (Sri Lanka 
CERT) kw;Wk; cs;ehl;lYty;fs; mikr;rpd; xj;Jiog;Gld; 

,e;j epfo;r;rp elj;jg;gl;lJ. ,jpy; fk;g`h khtl;lj;ij 

Nru;e;j gpuNjr nrayhsu;fs; cl;gl jfty; njhopEl;gk; 

njhlu;ghd mjpfhupfs; fye;Jnfhz;ldu;.

Picture Story

Facebook ,d; MjuT tpUg;gq;fisg; gad;gLj;jTk;. 

ID [ rku;g;gpg;gjd; %yk; cq;fs; milahsj;ijr; 

rupghu;f;Fk;gb mtu;fs; Nfl;fyhk;.

5. fzf;F nray;ghl;il kjpg;gha;T nra;aTk;

rkPgj;jpa nray;ghl;ilr; rupghu;f;fTk;: rkPgj;jpa cs;EioT 

,lq;fs; kw;Wk; rhjdq;fisg; ghu;f;fTk;. ePq;fs; VNjDk; 

re;Njfj;jpw;fplkhd nray;ghl;ilf; fz;lhy;> kw;w vy;yh 

mku;TfspypUe;Jk; ntspNawTk; (Security kw;Wk; Login settings 
topahf ,ijr; nra;ayhk;). 

,izf;fg;gl;l Apps fis kjpg;gha;T nra;aTk;: cq;fSld; 

,izf;fg;gl;Ls;s mwpag;glhj Apps fs; my;yJ 

Nritfis rupghu;f;fTk; Ng];Gf; fzf;if ePf;fTk;.

6. cq;fs; njhlu;GfSf;Fj; njuptpf;fTk;

ez;gu;fs; kw;Wk; FLk;gj;jpdiu vr;rupf;fTk;: fzf;F Hack 
nra;ag;gl;lJ cq;fs; njhlu;GfSf;Fj; njupag;gLj;Jq;fs;. 

,J N`f;fupd; ve;j nra;jpfSf;Fk; my;yJ ,LiffSf;Fk; 

gypahfhky; jLf;fpwJ.

7. re;Njfj;jpw;fplkhd nraiy fz;fhzpf;fTk;

Phishing Kaw;rpfisf; ftdpAq;fs;: jdpg;gl;l jfty;fisf; 

Nfl;Fk; kpd;dQ;ry;fs; my;yJ nra;jpfs; Facebook ,y; 
,Ue;J te;jjhfj; Njhd;wpdhYk;> vr;rupf;ifahf ,Uq;fs;.

fzf;if jtwhky; kjpg;gha;T nra;aTk;: VNjDk; 

tof;fj;jpw;F khwhd nray;ghL ,Ue;jhy; cq;fs; fzf;ifj; 

njhlu;e;J fz;fhzpf;fTk;.

8. $Ljy; ghJfhg;G eltbf;iffisf; ftdpAq;fs;

milahsj; jpUl;Lg; ghJfhg;G: Kf;fpakhd jfty; 

mk;gyg;gLj;jg;gl;lhy;> milahsj; jpUl;Lg; ghJfhg;Gr; 

Nritfisg; gad;gLj;Jtijf; ftdpAq;fs;.

ghJfhg;G mikg;Gfis jtwhky; GJg;gpf;fTk;: cq;fs; 

fzf;ifg; ghJfhg;ghf itj;jpUf;f> cq;fs; ghJfhg;G 

mikg;Gfis mt;tg;NghJ kjpg;gha;T nra;J GJg;gpf;fTk;.

9. vjpu;fhy N`f;Ffisj; jLf;fTk ;

tYthd> jdpj;Jtkhd flTr;nrhw;fisg; gad;gLj;jTk;: 

gy jsq;fspy; xNu flTr;nrhy;iyg; gad;gLj;Jtijj; 

jtpu;f;fTk;.

re;Njfj;jpw;fplkhd ,izg;Gfisg; gw;wp vr;rupf;ifahf 

,Uq;fs;: kpd;dQ;ry;fspy; cs;s ,izg;Gfs; my;yJ 

nra;jpfs; rl;lG+u;tkhdit vd;W ePq;fs; cWjp nra;ahj        

tiu Click nra;ahjPu;fs;.

jdpg;gl;l jftiy mDg;Gtjw;fhd Nfhupf;iffs; ,jpy; 

cs;sjh? 

mwpKfkpy;yhj xd;iwf; Click nra;tJ mtruj;ij 

typAWj;Jfpwjh?
 

,J xU tprpj;jpukhd my;yJ jpBu; tzpff; Nfhupf;ifah? 

mDg;Geupd; kpd;dQ;ry; Kftup mJ tUk; epWtdj;Jld; 

nghUe;Jfpwjh?  pavpal.com my;yJ anazon.com 

Nghd;w rpwpa vOj;Jg;gpiofisj; NjLq;fs;.
 

X! ehd; xU Phishing kpd;dQ;riyg; ghu;f;fpNwd;. ehd; vd;d 

nra;tJ? 

ftiyg;gl Ntz;lhk;> ePq;fs; Vw;fdNt fbdkhd gFjpia 

nra;Js;sPu;fs;> mjhtJ xU kpd;dQ;ry; NghypahdJ kw;Wk; 

xU Fw;wthspapd; Phishing gazj;jpd; xU gFjp vd;gij 

mq;fPfupg;gJ. 
 

ePq;fs; mYtyfj;jpy; ,Ue;jhy;> cq;fs; gzp kpd;dQ;ry; 

Kftupf;F kpd;dQ;ry; te;jpUe;jhy;> mij cq;fs; IT 
Nkyhsu; my;yJ ghJfhg;G mjpfhupaplk; tpiutpy; 

Gfhuspf;fTk;.
  

cq;fs; jdpg;gl;l kpd;dQ;ry; Kftupf;F kpd;dQ;ry; 

te;jpUe;jhy;> mJ nrhy;tijr; nra;a Ntz;lhk;. ve;j 

,izg;GfisAk; Click nra;ahjPu;fs; - FOtpyFk; 

,izg;igf; $l - my;yJ kpd;dQ;rYf;Fg; gjpyspf;fTk;. 

me;j ePf;F nghj;jhid kl;Lk; gad;gLj;jTk;. epidtpy; 

nfhs;Sq;fs;> ,izg;Gfspy; fpspf; nra;a Ntz;lhk;> 

ePf;fTk;.
  

cq;fs; ghJfhg;ig xU gb NkNy nfhz;L nrd;W cq;fs; 

kpd;dQ;ry; jpl;lj;jpy; ,Ue;J mDg;Gk; Kftupiaj; 

jLf;fyhk;. (Outlook. Gmail. Mac Mail. Yahoo! Mail)


