
Tnf.a Facebook .sKqu 
Hack fj,do @

o;a; fidrlï ksid jk msßjeh mdvqj;a mdßfNda.slhkag 
oeÍug isÿjk nj IBM jd¾;djla lshhs¡  

Tnf.a Facebook .sKqu yela lr we;akï" Tnf.a .sKqu 
iqrlaIs; lsÍug iy Tnf.a mqoa.,sl f;dr;=re wdrlaId lsÍug 
blaukska l%shd lsÍu jeo.;a fõ¡ Tn wkq.ukh l,hq;= uq,sl 
lreKq fufia ioyka l, yelshs¡

1¡ Tng ;ju;a Tfí .sKqug m%fõY úh yelsoehs mÍlaId lrkak'

f,d.ska jkak# Tng iqmqreÿ wdldrhg f,d.a ùug W;aidy lrkak¡ 
id¾:l kï" jydu Tnf.a uqrmoh fjkia lsÍug iy Tnf.a 
.sKqï ieliSï iudf,dapkh lsÍug bÈßhg hkak¡ Tng f,d.a 
úh fkdyels kï" Tfí úoHq;a ;emEf,ka fyda ÿrl:k wxlfhka 
Tfí uqrmoh h<s msysgqùug Facebook msúiqï msgqfõ we;s 
“Forgot Password”  úl,amh Ndú;d lrkak¡

cq,s udifha§ IBM wdh;kh ksl=;a lrk ,o 2024 kj;u o;a; lvlsÍfï 
jd¾;djg wkqj isÿù we;s msßjeh mdvqj fvd,¾ ñ,shk 4¡88 ls¡ th fmr 
jirg jvd 10] l úYd, jeäùuls¡ fuu wOHhkh Ponemon wka;¾cd;sl 
wdh;kh úiska isÿ lrk ,o w;r IBM úiska úYaf,aIKh lrk ,§¡ th 
f,dj mqrd wdh;k 604l o;a; lvlsÍï"fidrd.ekSï ms<sn|j mq¿,a 
wOHkhls¡ Tjqka wNHka;r f;dr;=re ,nd .ekSu i|yd fuu o;a; lvlsÍï 
j,g fidrd.ekSï j,g uqyqKÿka 3"500 lg wêl wdrlaIl iy jHdmdßl 
m%cdjla iu. idlÉpdlr we;¡ fuu.ska fy<sjk jeo.;a lreKla jkafka 
fuu wysñjQ msßjeh mdvqj tu wdh;kj, NdKav yd fiajd fj; mejÍfuka 
tys mSvkh mdßfNda.slhkag oeÍug isÿj we;s njhs¡ fï jif¾ jHdmdrj,ska 
63] la lshd isáfha o;a; lvlsÍï fya;=fjka isÿjQ mdvqj msßuid .ekSug ñ, 
by< oeóug isÿjk njhs¡ miq.sh jif¾ 57] l jeäùug idfmalaIj ksIamdok ñ, wêl ùug fuu o;a; wysñùfï mdvqj 
fy;=ú;sfí¡ moao;s wl%sh ld,h jeäùu iy mdßfNda.slhska fjk;a wdh;k fj; udreùu jeks fya;= ksid isÿjk mdvqj fuu ñ, 
jeälsÍï j,g n,md ;sfí¡ fuu o;a; meyer.ekSï j,ska wvlg wdikak ^46]& m%udKhla iudc wdrlaIK wxl Email ÿrl:k 
wxl iy ksjfia ,smsk jeks mdßfNda.sl mqoa.,sl f;dr;=re we;=<;a nj jd¾;dj wkdjrKh lrhs¡ nqoaêuh foam," fj<| ryia jeks" 
ixfõ§ o;a; W,a,x>kh lsÍï 43] ls¡ 

fufia o;a; myr .ekSïj,g tla úYd, fya;=jla jkafka m%udKj;a ihsn¾ wdrlaIK lKavdhï fkdue;s luhs¡ iólaIKhg ,la 
lrk ,o iud.ïj,ska wvlg jvd lshd isáfha Tjqka ;u wdrlaIl fomd¾;fïka;=j, oeä ld¾h uKav, ysÕhla iuÕ fmdrnoñka 
isák njhs¡ fuu iud.ï kj AI ;dlaIKhka wkq.ukh lsÍu wrUd we;s kuq;a oekgu;a fuu lKavdhï u; u; megù we;s mSvkh 
ord.; fkdyels njhs¡

2¡ Tfí uqrmoh fjkia lrkak'
Tng Tnf.a .sKqug m%fõY úh yels kï" Tnf.a uqrmoh 
Yla;su;a iy Tngu wdfõksl wdldrhlg fjkia lrkak¡ fmdÿ 
uqrmo fyda Tn fjk;a fõÈldj, Ndú;d lr we;s ´kEu fohla 
Ndú;d lsÍfuka j<lskak¡

oaú-idOl i;Hdmkh il%Sh lrkak#
wu;r wdrlaIs; Wmdhla; f,i oaú-idOl i;Hdmkh ^2FA& 
ilikak¡ fï ioyd Tn kj Wmdx.hlska f,d.a jk iEu 
wjia:djlu Tnf.a ÿrl:khg fyda úoHq;a ;emE,g  mKsjqvhla 
,nd.ekSug fmdÿ  fla;hla wjYH fõ¡

3¡ Tnf.a Email .sKqu mÍlaId lr iqrlaIs; lrkak¡

Facebook yd iïnkaO Tnf.a Email Access wdrlaIs; nj 
iy;sl lr.kak¡ yel¾jreka Tnf.a úoHq;a ;emE,g m%fõYh 
,nd .;fyd;a Tjqkag Tnf.a Facebook .sKqu md,kh l< yel¡
wjYH kï" Tfí úoHq;a ;eme,a uqrmoh o fjkia lr tys 
oaú-idOl i;Hdmkh il%Sh lrkak¡

4¡ yela lsÍu f*ianqla fj; jd¾;d lrkak¡

Facebook ys Help Center yryd jd¾;d lrkak¡tys we;s 
“hacked account.” fukqj fidhkak¡ Tnf.a .sKqu wjodkug 
,laj we;s nj jd¾;d lsÍug tys we;s Wmfoia wkq.ukh 
lrkak¡

Tng Tnf.a .sKqug lsisfia;au m%fõY úh fkdyels kï yela 
lrk ,o .sKqï i|yd Facebook ys support option iydh 
úl,am Ndú;d lrkak¡ ye÷kqïm;la bÈßm;a lsÍfuka Tfí 
wkkH;djh ;yjqre lrk f,i Tjqka Tfnka b,a,d isáh yel¡

2024l,dmh 06



www.cert.gov.lk
www.onlinesafety.lkreport@cert.gov.lk

Tn ihsn¾ wmrdOlrejkaf.a  
weula úh hq;= ke;¡ ihsn¾ wdrlaIl moaO;s ms<sn| Odß;d 

ixj¾Ok jevigykla .ïmy§;;=nEï^Phishing&hkq jerÈ ine¢hla link la,sla lsÍug 
fyda wksIag weuqKqula nd.; lsÍug Tnj fmd<Ujd .ekSfï 
wruqKska wmrdOlrejka jHdc Bfï,a iudc udOH m< lsÍï 
fyda iDcq mKsúv Ndú;d lrñka isÿlrk ihsn¾ jxpdjls¡ Tn 
jerÈ ;;=nEï ine¢hla fyda f.dkqjla la,sla l<fyd;a Tn Tfí 
mqoa.,sl f;dr;=re ihsn¾ wmrdOlrejkag újrlr §ula jkq  
we;¡ tu.ska ;;=nEï ^Phishing& l%uhlg Tfí Wmdx.hg 
wksIag uDÿldx. we;=,;aúh yelsh¡

flfia fj;;a Tng ,efnk Email ,sms j,g ìh úh hq;= ke;¡ 
jdikdjlg fuka jxpksl úoHq;a ;emE,la j<lajd .ekSu 
fïjkúg myiq ù we;¡ kuq;a th rodmj;skafka Tng ta ms,sn| 
we;s wjfndaoh wkqjhs¡ hï oekqula Tng we;akï Tn fuu 
ihsn¾ jxpdlrejkag ^phishers& ìhùug wjYH fkdjkq we;¡
 
Tn th Click la,sla fkdl, hq;af;a wehsoehs is;kak¡

Tjqkaf.a Wml%u ishqï úh yel kuq;a Tn ;;=nEï phishing
W;aidyhla y÷kd.;a miq Tng thg yiqfkdú isáh yelsh¡ 
lsishï ine¢hla la,sla lsÍug fyda weuqKqï nd.; lsÍug fmr 
;;amr lsysmhla .; lr Bfï,a kS;Hdkql+, tlla oehs iy;sl 
lr .kak¡ tjeks ;;=nEï úoHq;a ;emE,la meyeÈ,sj y÷kd 
.kafka flfiao hkak ms<sn| my; Wmfoia ie,ls,als,g .kak¡
tys ioyka lreKq fld;ru i;H oehs is;d n,kak¡ thg yÈi 
;e;s.kajk fyda ;¾ckd;aul NdIdjla we;=<;a fõo@

th jerÈ wlaIr úkHdihka iy jerÈ jHdlrK j<ska msÍ we;s 
ÿ¾j, f,i ilia lr we;s ,shú,a,lao @
iqnme;=ï wmeyeÈ,so ke;fyd;a b;d idudkHo@

mqoa.,sl f;dr;=re  b,a,Sï thg we;=<;ao@

kqyqre kqmqreÿ yhsm¾,skala ^hyperlink& fyda weuqKqula u; la,sla 
lsÍfï yÈis wjYH;djla wjOdrKh lrhso@

th wuq;= fyda yÈis jHdmdßl b,a,Sulao@

tjkakdf.a úoHq;a ;eme,a ,smskh iy tys ioyka  iud.ug 
.e<fma oehs tlúg yÿkd.; fkdyels  ir, wlaIr úkHdihka 
iu. iiokak¡ 

tjeks Bfï,a mKsúvhla jHdc tlla iy wmrdOlrefjl=f.a 
;;=nEï .fõIKfha fldgila nj y÷kd.;a miq Tn l<hq;af;a 
l=ulao@¡

Tn ld¾hd,fha isà kï iy Tnf.a ld¾hd, Bfï,a ,smskhg 
úoHq;a ;emE, meñKsfha kï yels blaukska th Tnf.a f;dr;=re 
;dlaIK l<ukdlreg fyda ihsn¾ wdrlaIl ks,Odßhdg jd¾;d 
lrkak¡

úoHq;a ;emE, Tfí mqoa.,sl úoHq;a ;eme,a ,smskhg meñKsfha 
kï th lshk foa fkdlrkak¡ lsisÿ ine¢hla la,sla fkdlrkak 
odhl;ajfhka bj;a ùfï ine¢h ^unsubscribe link& fyda
Bfï,a fj; wdmiq ms<s;=re §u fyda fkdlrkak¡ tu ulk Delete 
fnd;a;u Ndú;d lrkak¡ u;l ;nd .kak ine¢ u; la,sla 
fkdlrkak, Delete lrkak¡

Tng Tfí wdrlaIdj ;j;a mshjrla bÈßhg f.k f.dia Tfí 
Bfï,a jevigyfkka heùfï ,smskh wjysr l< yel¡
Outlook ,Gmail ,Mac Mail,Yahoo ys we;s sending address
wjysr lrkak¡
 
iuyr Bfï,a fõÈld Tng Tfí phishing ;;=nEï W;aidyhka 
jd¾;d lsÍug bv fohs¡ úoHq;a ;emE,la Tfí ;;=nEug W;aidy  
lrk njg Tn iel lrkafka kï th blaukska jd¾;d lsÍu 
^report phishing attempts& jvd;a iqÿiqh¡ ;;=nEï mKsúvh 
Tfí ld¾hd, úoHq;a ;emE,g meñKsfha kï Tfí f;dr;=re 
;dlaIK fomd¾;fïka;=jg yels blaukska ;;a;ajh ms<sn|j 
okajkak¡@@The National Cybersecurity Alliance

rdcH wdh;k i|yd jk ihsn¾ wdrlaIl moaO;s ms<sn| Odß;d 
ixj¾Ok jevigykla .ïmy Èia;%sla f,alï$ Èidm;s ,,skao 
.uf.a uy;df.a m%Odk;ajfhka miq.shod  .ïmy  Èia;%sla f,alï 
ld¾hd,hSh Y%jKd.drfha§ meje;aúKs¡ 

Y%S ,xld mß.Kl yÈis m%;spdr ixioh ^Sri Lanka CERT& 
iajfoaY lghq;= wud;HxYh yd taldnoaOj isÿ lrkq ,nk fuu 
jevigyk i|yd .ïmy Èia;%slalfha m%dfoaYSh f,alïjreka 
we;=¨ f;dr;=re ;dlaIKh yd iïnkaO ks,OdÍka msßila talaj 
isáhy¡

Picture Story

5¡.sKqï l%shdldrlï iudf,dapkh lrkak¡

uE; ld,Sk login locations and devices n,kak¡ Tn lsishï 
iel lghq;= l%shdldrlula ÿgqjfyd;a" wfkl=;a ish¨u ieisj,ska 
bj;a jkak ^Tng fuh security and Login settings yryd l< 
yel&¡ Tnf.a Facebook .sKqug iïnkaO lr we;s fkdokakd 
apps or services ;sfíoehs mÍlaId lr tajd bj;a lrkak¡

6¡ Tfí iïnkaO;d j,g okajkak¡

Tfí .sKqu yela lr we;s nj Tfí iïnkaO;dj,g okajkak¡ 
tu.ska yel¾ úiska lrk ´kEu mKsúvhlg fyda fmdaiaÜ j,g 
f.dÿre ùu j<lajhs¡

7¡iel iys; l%shdldrlï i|yd ksÍlaIKh¡

mqoa.,sl f;dr;=re b,a,d isák Bfï,a fyda mKsúv Facebook 
fj;ska tk nj fmkqk;a tajd .ek m%fõYï jkak¡ lsishï 
widudkH l%shdldrlula isÿjkjdoehs ksrka;rfhka 
mßlaIdldßj isákak¡
  
8¡ wu;r wdrlaIl mshjrhka i,ld n,kak¡

ixfõ§ f;dr;=re fy<sorõ ù we;akï, identity theft protection 
services fiajd Ndú;d lsÍu i,ld n,kak¡Tfí .sKqu iqrlaIs;j 
;nd .ekSug Tfí wdrlaIl mshjr  jßka jr iudf,dapkh lr 
hdj;ald,Sk lrkak¡

9¡ wkd.; yela lsÍï j,lajkak¡

ihsn¾ Ndú;fha§ iEuúgu Yla;su;a uqrmo Ndú;dh" tlu 
uqrmoh wfkl=;a fõÈld ioyd Ndú;d fkdlÍu" mqreoaola 
f,i mj;ajd.khdu jeo.;afõ ¡tfukau iel iys; ine¢ .ek
m%fõYï jkak¡ Bfï,a fyda mKsúvj, we;s ine¢ kS;Hdkql+, 
nj Tng úYajdi kï ñi tajd click fkdlrkak¡fuu mshjr 
.ekSfuka Tng Tfí Facebook .sKqfï md,kh kej; ,nd 
.ekSug iy wkd.; wkjirfhka we;=¿ùfï W;aidyhkaf.ka 
th wdrlaId lr .ekSug WmldÍ fõ¡


