
,yq;iff;fhd Njrpa irgu; ghJfhg;G ikak;
Kf;fpakhd b[pl;ly; cs;fl;likg;ig toq;Fk; mur 

epWtdq;fspd; ,izag; ghJfhg;ig cWjp 

nra;tjw;fhf ,izag; ghJfhg;G epiyaj;ij 

epWTtjw;F ,yq;if nru;l; epWtdk; eltbf;if 

vLj;J tUfpwJ. ,e;j ikak; epWtg;gl;l gpwF> xNu 

Neuj;jpy; Kf;fpakhd cs;fl;likg;G epWtdq;fs; 

kPjhd irgu; jhf;Fjy;fisf; fz;lwpe;J gjpyspf;f 

KbAk;.

,e;j ikaj;jpw;F Njitahd nkd;nghUs; kw;Wk; `hu;LNtu; 

Vw;fdNt thq;fg;gl;L ,Wjp fl;lkhf Cyber Security rk;gt 
fz;fhzpg;G ikak; mikf;fg;gl;L tUfpwJ. mj;jifa irgu; ghJfhg;G ikak; (SOC) ,iza mr;RWj;jy;fis 

milahsk; fhzTk;> rk;gtq;fis epu;tfpf;fTk;> gFg;gha;T nra;aTk;> njhlu;G nfhs;sTk; kw;Wk; rhj;jpakhd irgu; 

jhf;Fjy;fisf; fz;lwpaTk; KbAk;. ,J rhj;jpakhd jhf;fj;ij kjpg;gplTk; cjTk;. mLj;j rpy Mz;Lfspy;> 

Kf;fpakhd b[pl;ly; cs;fl;likg;ig toq;Fk; mur epWtdq;fSf;F ,e;jr; Nritia toq;f ,yq;if rhd;wspg;G 

mjpfhurig nraw;gLfpwJ. Ntfkhf b[pl;ly; kakhf;fg;gLk; ,yq;ifapd; vjpu;fhy vjpu;ghu;g;Gfisg; G+u;j;jp nra;t-

jw;fhf irgu; ghJfhg;Gj; Jiwapy; mjd;njhlu;r;rpahd Mjuit ];uPyq;fh nru;l; NkYk; cWjpg;gLj;JfpwJ.

ez;gu; Nfhupf;iffshf tUk; 

Phishing Nkhrbf;fhuu;fs;

,d;lu;nel; %yk; gy;NtW ,iza Nkhrbfs; te;J 

NghtJ ,d;iwa fhyj;jpy; ru;t rhjhuzk;. jdpg;gl;l 

Nfhupf;iffs;> tzpfk; kw;Wk; Ntiytha;g;G> gupRfs; 

kw;Wk; gzg; gupRfs; Mfpait ,jpy; mlq;Fk;. ,e;j 

,iza Nkhrbfs; cq;fis vg;gbg; ngWfpd;wd 

vd;gijg; Gupe;Jnfhs;tJ mtrpak;.

1. Nghyp Ratptuq;fs;: Fake Profiles 

Nkhrb nra;gtu;fs; ngUk;ghYk; cz;ikahd egu;fisg; 

Nghy Njhw;wkspf;Fk; Nghyp r%f Clf Ratptuq;fis 

cUthf;Ffpwhu;fs;> jpUlg;gl;l Gifg;glq;fs;> ngau;fs; 

kw;Wk; gpw tptuq;fis rl;lg;G+u;tkhfj; Njhd;wg; 

gad;gLj;Jfpwhu;fs;. ,e;j Ratptuq;fs; cz;ikahd 

egu;fs; my;yJ epWtdq;fisg; Nghy Ms;khwhl;lk; 

nra;ayhk; my;yJ mtu;fs; el;G me;epau;fshfj; 

Njhd;wyhk;. 

2. ez;gu; Nfhupf;ifia mDg;Gjy;: Friend Request

Nghyp Ratptuq;fis mikj;j gpwF> ,e;j Nkhrb 

nra;gtu;fs; ngupa mstpy; gadu;fSf;F ez;gu; 

Nfhupf;iffis mDg;Gfpwhu;fs;. cq;fs; jdpg;gl;l 

jftiyg; ngw;W> cq;fs; ez;gu;fs; gl;baiy mZf 

mtu;fis mDkjpg;gNj Fwpf;Nfhs;. 

3. ek;gpf;ifiag; ngWjy;: Gaining Trust; 

ez;gu; Nfhupf;ifia Vw;Wf;nfhz;l gpwF> ek;gpf;ifia 

tsu;f;f Nkhrb nra;gtu; cq;fSld; njhlu;G nfhs;sj; 

njhlq;Fthu;. cwit ,d;Dk; cz;ikahdjhff; fhl;l 

cq;fs; Gifg;glq;fspy; fUj;Jfs; Nghd;wtw;iwr; 

Nru;f;fyhk;. 

4. /gp\pq;fpd; Jtf;fk;: Phishing Attempt
ek;gpf;ifia epWtpaTld;> Nkhrb nra;gtu; 

cq;fSf;F Kf;fpakhd my;yJ mtrukhdjhff; $wp 

jPq;fpiof;Fk; ,izg;Gld; Neubr; nra;jpia mDg;gyhk;. 

",e;jg; Gifg;glq;fisg; ghUq;fs;!" Nghd;w VjhtJ 

,Uf;fyhk; my;yJ "ePq;fs; xU gupir ntd;Ws;sPu;fs;> 

mijg; ngw ,q;Nf Click nra;aTk;!" 

me;j ,izg;G Facebook Nghd;w gpugykhd 

Nritapd; Nghyp cs;EioTg; gf;fkhf ,Uf;fyhk;> mq;F 

cq;fs; gadu;ngau; kw;Wk; flTr;nrhy;iy cs;spLkhW 

Nfl;fg;gLtPu;fs;. ePq;fs; nra;jhy;> Nkhrb nra;gtu; 

cq;fs; vy;yh jfty;fisAk; ifg;gw;Wthu;.

5. NkYk; Ruz;ly; 

me;jj; jftypd; %yk; cq;fs; cs;EioT tptuq;fisf; 

nfhz;L> Nkhrb nra;gtu; cq;fs; fzf;ifg; gad;gLj;jp 

cq;fs; fzf;if mZfyhk;> NkYk; jfty;fisj; 

jpUlyhk; kw;Wk; cq;fs; ez;gu;fSf;F /gp\pq; 

nra;jpfis mDg;gyhk;> NkYk; Nkhrbia NkYk; 

gug;gyhk;. 
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ez;gu;fsplkpUe;J tUk; /gp\pq; Nkhrbfspy; ,Ue;J cq;fis vt;thW 

ghJfhj;Jf; nfhs;tJ? 

1. mwpag;glhj Nfhupf;iffs; Fwpj;J [hf;fpuij 

cq;fSf;Fj; njupahj xUtuplkpUe;J ez;gu; 

Nfhupf;ifiag; ngw;why; ftdkhf ,Uq;fs;> Fwpg;ghf 

Ratptuk; Gjpajhf ,Ue;jhy; my;yJ ,Liffs; kpff; 

Fiwthf ,Ue;jhy;. Nkhrb nra;gtu;fs; ngUk;ghYk; 

cz;ikahd cs;slf;fk; ,y;yhky; Nghyp 

Ratptuq;fis cUthf;Ffpwhu;fs;.

2. Ratptuj;ij rupghu;f;fTk; 

Nfhupf;if cq;fSf;Fj; njupe;j xUtiug; Nghy; 

Njhd;wpdhy;> mJ Kiwahdjh vd;gij cWjpg;gLj;j 

mtuJ Ratptuj;ij ,UKiw rupghu;f;fTk;. kw;w 

nray;ghLfs; ,y;iy vd;gij rupghu;f;fTk;. kw;nwhU 

topapy; ez;gu;fis miog;gjd; %yk; cWjpg;gLj;jTk;.

3. re;Njfj;jpw;fplkhd ,izg;Gfisf;  Click nra;tijj; 

jtpu;f;fTk;
 

cq;fSf;Fj; njupe;j xUtuplkpUe;J Nfhupf;if 

te;jhYk;> ,izg;Gfisf; nfhz;l vjpu;ghuhj nra;jpfs; 

Fwpj;J vr;rupf;ifahf ,Uf;fTk;> Fwpg;ghf nra;jp 

tof;fj;jpw;F khwhdjhf ,Ue;jhy; my;yJ me;j egu; 

,izg;igg; ghu;f;ftpy;iy vd;why;. 

4. re;Njfj;jpw;Fupa nray;ghl;ilg; Gfhuspf;fTk;

ez;gu; Nfhupf;ifahdJ /gp\pq; Nkhrbapd; xU gFjpahf 

,Ug;gjhf ePq;fs; re;Njfpj;jhy;> r%f Clf kd;wj;jpy; 

Ratptuj;ijg; Gfhuspf;fTk;. ,J Nkhrb nra;gtu; 

kw;wtu;fis NkYk; Fwpitg;gijj; jLf;f cjTfpwJ.

cly; ghJfhg;igg; NghyNt ,izag; 

ghJfhg;Gk; Kf;fpakhdJ 

cq;fs; ,izg;Gfs; MNuhf;fpakhdit vd;gjw;F 

irgu;];Ng]; MNuhf;fpak; kw;nwhU cj;juthjkhFk;. 

iffis fOTjy;> itl;lkpd;fs; cl;nfhs;tJ my;yJ 

clw;gapw;rp nra;tJ Nghd;w Kd;ndr;rupf;if 

eltbf;iffis vLf;Fk; NghJ $l kf;fs;

Neha;tha;g;gLtijg; NghyNt> ePq;fs; ,iza ghJfhg;Gr; 

rpwe;j eilKiwfisg; gpd;gw;wpdhYk; cq;fs; Md;iyd; 

mikg;Gfs;jhf;fg;glyhk;. irgu; gpd;dilT vd;gJ 

cq;fshy; Kbe;j rpwe;j cj;jpfis nray;gLj;JtjhFk;. 

,d;W> irgu; ghJfhg;G vd;gJ xU Kf;fpakhd 

fUj;jhFk;> ,J ,iza jhf;Fjy;fisj; jhq;Fk; kw;Wk; 

kPs;tjw;Fk;> mj;Jld; Gjpa mr;RWj;jy;fSf;F Vw;g 

khw;wpaikf;Fk; jpwid typAWj;JfpwJ. jdpegu;fs;> 

tzpfq;fs; kw;Wk; gpw epWtdq;fs; jq;fs; nrhe;j 

gpd;dilit kjpg;gplyhk; kw;Wk; mtu;fspd; ,iza 

gpd;dilT cj;jpfis tYg;gLj;jyhk;. 

irgu; ghJfhg;G vjpu;j;njwpjiy Gupe;Jnfhs;tJ 

nghJthf> irgu; nrf;A+upl;b vjpu;j;njwpjiy vd;gJ 

mtrpakhd nray;ghLfis ghJfhg;ghf guhkupf;fTk;> 

,iza rk;gtq;fspy; ,Ue;J tpiuthf kPsTk; xU 

epWtdj;jpd; jpwdpd; KJnfYk;ghFk;. ,jpy; nray; 

gbfs;> rk;gt kWnkhop jahu;epiy kw;Wk; jw;nray; 

kPl;G cj;jpfs; Mfpait mlq;Fk;.

gaDs;s vjpu;j;njwpjy;> jhf;Fjy;fspd; jhf;fj;ijf; 

njd; khfhz murhq;f mjpfhupfs; kw;Wk; jfty; 

njhopy;El;g mjpfhupfSf;fhd xU ehs; ,iza 

ghJfhg;G tpopg;Gzu;T nrayku;T mz;ikapy; fhyp njd; 

khfhz Kfhikj;Jt kw;Wk; mgptpUj;jp epiyaj;jpy; 

,lk;ngw;wJ. ,yq;if nru;l; epWtdk; kw;Wk; njd; 

khfhz gpujk nrayfk; ,ize;J Vw;ghL nra;j ,e;j 

nrayku;tpy; Rkhu; 150 Ngu; fye;J nfhz;ldu;.

Fiwf;fTk;> Ntiyapy;yh Neuj;ijf; Fiwf;fTk;> 

Kf;fpakhd juitg; ghJfhf;fTk;> thbf;ifahsu; 

ek;gpf;ifiag; guhkupf;fTk; kw;Wk; xOq;FKiwj; 

NjitfSf;F ,zq;fTk; cjTk;. ,J epWtdj;jpd; 

ew;ngaiuAk; epjp ];jpuj;jd;ikiaAk; ghJfhf;fpwJ.

cq;fs; nrhe;j irgu; vjpu;j;njwpjy kjpg;gpLq;fs; 

cq;fis ePq;fNs Nfl;Lf;nfhs;Sq;fs;: 

ehd; ePz;l> rpf;fyhd kw;Wk; jdpj;Jtkhd 

flTr;nrhw;fisg; gad;gLj;JfpNwdh? 

xt;nthU fzf;fpw;Fk; MFA gy fhuzp mq;fPfhuj;ij 

ehd; ,af;fpAs;Nsdh? 

ehd; nkd;nghUis njhlu;e;J GJg;gpf;fpNwdh? 

re;Njfj;jpw;fplkhd ,izg;Gfisf; fpspf; nra;a 

kWf;fpNwdh my;yJ njupahj ,izg;Gfisg; 

gjptpwf;FfpNwdh? 

Kf;fpakhd juit vt;thW fhg;Gg; gpujp vLg;gJ kw;Wk; 

,izar; rk;gtj;jpd; NghJ mij vt;thW kPl;nlLg;gJ 

vd;gJ vdf;Fj; njupAkh? 
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