
 Y%S ,xldjg cd;sl ihsn¾ wdrlaIK uOHia:dkhla
;SrKd;aul äðg,a há;, myiqlï imhk 
rcfha wdh;kj, ihsn¾ wdrlaIdj ;yjqre lsÍu 
ioyd ihsn¾ wdrlaIK uOHia:dkhla ia:dms; 
lsßug Y%S ,xld i¾Ü wdh;kh mshjr .ksñka 
isáhs¡ fuu uOHia:dkh msysgqùfuka miq 
;SrKd;aul há;, myiqlï imhk wdh;k 
fj; t,a,jk ihsn¾ m%ydr tu fudfydf;au 
yÿkd .ekSu yd tajdg m%;spdr oelaùug yelsfõ¡  

fuu uOHia:dkh ioyd wjYHjk uDÿldx. iy oDvdx. oekgu;a ñ,§f.k we;s w;r fuys wjika mshjr f,i ihsn¾ 
wdrlaIK isÿùu ksÍlaIK uOHia:dkh msysgqùfï lghq;= isÿfjñka mj;S¡ fujka ihsn¾ wdrlaIK uOHia:dkhlska (SOC) 
ihsn¾ ;¾ck y÷kd .ekSu" isÿùï l<ukdlrKh lsÍu" úYaf,aIKh lsÍu" ikaksfõokh lsÍu isÿlrkq ,nk w;r isÿúh 
yels ihsn¾ m%ydrhla l,a;sh y÷kd .ekSu;a tu.ska isÿúh yels n,mEu ;lafiare lsÍug;a yelshdj ,efí¡ bÈß jir lSmh 
;=< ;SrKd;aul äðg,a há;, myiqlï imhk rdcH wdh;k ioyd fuu fiajdj ,nd§ug Y%S ,xld i¾Ü wh;kh lghq;= 
lrkq ,efí¡ iS.%fhka äðg,alrKh jk Y%S ,xldfõ wkd.; j¾OkSh wfmalaIdjka  imqrd,Su ioyd ihsn¾ wdrlaIK wxYfha 

wLKav iyh Y%S ,xld i¾Ü wdh;kh fuu.ska  ;jÿr;a ;yjqre lrhs¡  

ys; ñ;=re fjiska tk ihsn¾ 
jxpdldrfhda 
ñ;=refjiska meñK wka;¾cd,h yryd isÿflfrk 
úúO ihsn¾ jxpdjka fïÈkj, nyq,j olakg ,efí¡   
mqoa.,sl b,a,Su jHdmdßl yd /lshd ;E.s yd uqo,a 
Èkqï fï w;r fõ¡ fuu ihsn¾ jxpd l=uk wdldrfhka 
Tnfj; meñfkaoehs jgyd .ekSu jeo.;a¡    

1¡ jHdc me;slv( Fake Profiles
jxpdlrejka fndfyda úg kS;Hdkql+,j fmkS isàug 
fidrlï lrk ,o PdhdrEm" kï iy fjk;a úia;r 
Ndú;d lrñka  ienE mqoa.,hka f,i fmfkk jHdc 
iudc udOH me;slv ks¾udKh lrhs¡ fuu me;slv 
ienE mqoa.,hska fyda ixúOdk wkqlrKh l< yelsh 
ke;fyd;a Tjqka yqfola ñ;%YS,S wd.ka;=lhka f,i 
fmfkkakg mq¿jk¡ 

2¡ ñ;=rkaf.a b,a,Sï( Friend Request

jHdc me;slv ieliQ miq fuu jxpdldrhka úid, 
jYfhka mßYS,lhska fj; ñ;=re b,a,Sï hjhs¡ b,lalh 
jkafka Tfí mqoa.,sl f;dr;=re ,nd.ekSu iy Tfí 
ñ;=rka ,ehsia;=jg Tjqkag m%fõYùug Tn u.ska 
wjia:dj Wodlr .ekSuhs¡  

3¡ úYajdih oskd.ekSu( Gaining Trust 
ñ;=re b,a,Su ms<s.;a miq jxpdldrhd úYajdih
f.dvke.Su i|yd Tn iuÕ woyia yqjudre lr.ekSug  
mgka .kS¡ iïnkaO;djh jvd;a wjHdc njla 
fmfkkakg Tfí PdhdrEmj,g woyia oelaùu w.h 
lsÍï jeks foaj,a we;=<;a úh yelsh¡ 

4¡ ;;=nEï( Phishing Attempt  

úYajdih ;yjqrejQ miq Tng jeo.;a fyda yÈis fohla 
hehs lshñka jxpdldrhd Tng wksIag ine¢hla 
malicious link iuÕ iDcq mKsúvhla túh yelsh¡ 
mKsúvh —fuu PdhdrEm n,kakæ˜ jeks fohla úh yel¡ 
fyda —Tn ;Hd.hla Èkdf.k we; thg ysñlï mEug 
fuys la,sla lrkakæ˜ 

tu ine¢h f*ianqla jeks ckm%sh fiajdjl jHdc 
msúiqï msgqjlg iïnkO jkakla úh yelsh¡ tys§ Tfí 
mßYS,l kduh iy uqrmoh we;=<;a lsÍug Tfnka 
wikq ,efí¡ Tn tfia l<fyd;a jxpdldrhd  Tnf.a 
ish¨  f;dr;=re .%ykhÜ .kshs¡  

5¡ iQrdlEu ;jÿr;a

tu f;dr;=re yryd  Tfí msúiqï úia;r iuÕska 
jxpdldrhdg Tfí .sKqug m%fõY ùug jeä f;dr;=re 
fidrlï lsÍug iy Tfí ñ;=rkag ;;=nEï mKsúv 
phishing messages heùug Tfí .sKqu Ndú; l< 
yels w;r jxpdj ;jÿrg;a jHdma; lrhs¡ 
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ñ;=re fjiska tk ;;=nEï jxpd j<ska (phishing ) Tnj 
wdrlaId fjkafka flfiao@ 

1¡ fkdokakd b,a,Sï .ek m%fõYï jkak 

Tn fkdokakd flfkl=f.ka Tng ñ;=re b,a,Sula 
,efnkafka kï úfYaIfhka me;slv w¨;a kï fyda m< 
lsÍï fmdiaÜ b;d wvq kï m%fõYï jkak¡ jxpdlrejka 
fndfyda úg ienE wka;¾.;hla fkdue;s jHdc me;slv 
ks¾udKh lrhs¡ 

2¡ me;slv i;Hdmkh lrkak Verify the Profile 
b,a,Su Tn okakd flfkl=f.a fia fmfka kï th 
kS;Hdkql+, nj iy;sl lsÍug Tjqkaf.a me;slv fojrla 
mÍlaId lrkak¡ tys we;s fjk;a l%shd ldrlï ienE 
tajd oehs mßlaId lrkak¡ fjk;a l%uhlska ñ;=rka wu;d 
;yjqre lr.kak¡  

3¡ iel iys; ine¢ la,sla lsÍfuka j<lskak 

b,a,Su Tn okakd flfkl=f.ka jqjo ine¢ wvx.= 
´kEu wkfmalaIs; mKsúvhla .ek m%fõYï jkak 
úfYaIfhka mKsúvh widudkH fyda tu mqoa.,hdg 
ineÈhdjla fkdfmfkakï bj;ajkak¡  

4¡ iel iys; l%shdldrlï jd¾;d lrkak 

ñ;=re b,a,Sula ;;=nEï jxpdjl fldgila hehs Tn 
iel lrkafka kï tu me;slv ms<sn|j iudc udOH 
fõÈld jg jd¾;d lrkak¡ tauÕska jxpdldrhd hg 
;jÿrg;a wka wh b,lal lsÍu je<elaùug WmldÍ fõ¡  

YdÍßl wdrlaIdj jf.au 
ihsn¾ wdrlaIdj;a jeo.;a 

wms wmf.a YdÍßl fi!LHh .ek is;kjdfiau ihsn¾ 
wdrlaIdj .ek is;Suo jeo.;anj wka;¾cd;sl ihsn¾ 
wdrlaIK ikaOdkh (The National Cybersecurity Alliance) 
fmkajdfohs¡ ihsn¾ wjldYfha ksfrda.snj Tfí ine¢ fydÈka 
mj;sk njg ;j;a iy;slhla jkq we;¡ñksiqka w;a fia§u 
úgñka .ekSu fyda jHdhdu lsÍu jeks mQ¾jdrlaIdjka 
,ndf.k isáh§ mjd wikSm úh yels fiau Tn ihsn¾ 
wdrlaIK fyd|u Ndú;hka wkq.ukh l<;a Tfí ine¢ 
moaO;sj,g myr t,a,úh yelshs¡ ihsn¾ Tfrd;a;= §fï 
yelshdj hkq Tn jvd;a iqÿiq l%fudamdhka l%shd;aul lsÍuhs¡ 
thg wu;r fj¿ï máhla fyda Y,Hl¾uhla wjYH úh 
yelsh kuq;a Tng iqjh ,eìug th fya;=jla jkq we;¡ Tng 
ie,iqula ;sìh hq;af;a tneúks¡

wo ihsn¾ wdrlaIdj hkq ihsn¾ m%ydrj,g Tfrd;a;= §fï iy 
m%lD ;su;a ùfï yelshdj fukau kj ;¾ckj,g wkqj¾;kh 
ùfï yelshdj wjOdrKh lrk ;SrKd;aul ixl,amhls¡ 
mqoa.,hkag jHdmdrj,g iy fjk;a ixúOdkj,g Tjqkaf.au 
Tfrd;a;= §fï yelshdj ;lafiare lr Tjqkaf.a ihsn¾ 
Tfrd;a;= §fï Wmdh ud¾. Yla;su;a l< yelsh¡ 

ihsn¾ wdrlaIK Tfrd;a;= §fï yelshdj wjfndaO lr 
.ekSu 

idudkHfhka ihsn¾ wdrlaIK Tfrd;a;=§fï yelshdj hkq 
w;HjYH l%shdldrlï wdrlaIs;j mj;ajd .ekSug iy ihsn¾ 
isÿùïj,ska blaukska m%lD;su;a ùug ixúOdkhlg we;s 
yelshdfõ fld÷ kdráhhs¡ th l%shdldÍ mshjr isoaê m%;spdr 
iQodku iy h;d;;ajhg m;aùfï m%;sidOk Wmdh ud¾. 
we;=<;a fõ¡ 

M,odhs Tfrd;a;= §fï yelshdj m%ydrj, n,mEu wju lsÍug 
wl%sh ld,h wvq lsÍug ixfõ§ o;a; wdrlaId lsÍug 
mdßfNda.sl úYajdih mj;ajd .ekSug iy kshduk 
wjYH;dj,g wkql+, ùug WmldÍ fõ¡ th ixúOdkfha 
lS¾;sh iy uQ,H ia:djr;ajh wdrlaId lrhs¡ 

Tfí Tfíu ihsn¾ Tfrd;a;= §fï yelshdj ;lafiare lrkak¡
wms idudkHfhka ixúOdk i|yd ihsn¾ wdrlaIdj ms,sn| 
Wmdh ud¾. .ek l;dlrk w;r mqoa.,fhl= f,i Tfí 
ihsn¾ Tfrd;a;= §fï yelshdj ms<sn| Tnu we.hSu fyd| 
wNHdihls¡ fuh Tfí jHdmdrh ,dN fkd,nk ixúOdkhla 
fyda lKavdhula Yla;su;a lsÍfï  ie,eiaula wdrïN lsÍug 
fmr m<uq mshjr úh yelsh¡ Tfíu äðg,a mqreÿ wdrlaIl 
Ndú;hka iy we;súh yels ;¾ck ms<sn| oekqj;aNdjh 
i,ld n,kak¡ Tfnkau fufia wikak¡ 

uu È.= ixlS¾K iy woaú;Sh uqrmo Ndú;d lrkjdo@ 

uu iEu .sKqula i|ydu MFA nyq i;Hdmk il%Sh lr 
;sfío@ 

uu ks;sm;d uDÿldx. hdj;ald,Sk lrkjdo@ 

uu iel iys; ine¢ la,sla lsÍu fyda fkdokakd weuqKqï 
nd.; lsÍu m%;slafIam lrkjdo@ 

uu jeo.;a o;a; Wmia: (Backup) lr ihsn¾ isoaêhl§ th 
h:d;;ajhg m%;sidOk lrkafka flfiaoehs okafkao@ 

@ The National Cybersecurity Alliance

ol=Kq m<d;a rdcH ks,Odßka yd f;dr;=re ;dlaIK ks,Odßka 
ioyd ihsn¾ wdrlaIdj ms,sn| oekqj;a lsÍfï tlaÈk 
jevuq¿jla .d,a, ol=Kq m<d;a l<ukdlrk yd ixj¾Ok 
uOHia:dkfha§ miq.shod meje;aúKs¡ Y%S ,xld i¾Ü wdh;kh 
iy ol=Kq m<d;a m%Odk f,alï ld¾hd,h tlaj ixúOdkh l, 
fuu jevuq¿jg 150 lg wdikak msßila iyNd.sjqy¡

ol=Kq m<d;a ihsn¾ wdrlaIK 
jevuq¿jla 
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