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la » ,..-.'F? hlication for your online safety

Felpd 2arl_H BIDIFIRHT SMHHI
&eomiend CERT aFsfibans

allboHGleTarH!

LUeLBMI QUMIEB6T, THHH B BIIGTHIG6T OBBID
FJeuCha MHBIeuaIBIGEMTEL SIILLILGD GuTel GFuiglsei
GBHEH TFFHHMNBUITS SHBGTH CLITSHIDESSHM6NT
@evmienad CERT BGal (bohOsmendmal. Qbsh Gorgigsel
(BTN Hpielemiseilen QUWFHemeTl LweTLBSH)
HEITOBTENL_H6IT, LWLl LIfladbeT, DAHGL & GeIdbH60H61
wBuId Cauenevd STUIG duwleuBens 2 mig5uler d e enmse.

mFLT GBmeuTeriasl GUTe) EenemTUIHeNBIG6T, Fpd 2eml_&b
Honmidbet, SMS 1oBpid Whatsapp cpsold HeslibLiTaHemer
CaTLIY Qsmsiten (WWBHESBenT. RbHF OCFUIF H6Me0
QaTBaHSLLL (B6iTen  EenenIlILHEmeT  DIIG0IHET (LH6VLD,
SIRNTH6T Bemielldbei LoB@ID GomenLisd GuTsiiseilsy @ mbal
HIemeld HHLeVTD, Rl LLBauml auendwITer HiagllFGuirasid
OBEID B CrFigsEnda@ L@ dELD.

RbDH UMHBWITET GHBMBIB6T FIOLISTEOOTS ANHBFHSH
QUMHOSTHAD, LTSS L 6)TH61M6d  6l6uT6uldendd
SFHsfHH amaUSTHEaD Sevmend CERT Qphflaldbaleneng.
BGorgp GFUILAITHeT QUBLDLITEVID BHdUl WBMID bH
UsmigenaHmenF sl OFWeOLBEBTTH6T, Sbd SHTLHIB6NED
QUITEHIDEH6T6 [HIDLIBMHEMUI  &iJ U ([HAIBTT H6iT.

baI&eiT eSpo rts &a Shgammuwins

HHBHITED TFFIIHMHUITD EDIHMIBD6IT

o mIH6T eSports o miseT GoTenLisllsd &6
BIOL BIBHeD6TEH OBTEONBT DI6VEVSHI L6V
el CHIMIBEHEHE (LPIYaIeL6TSH SHBLINE
LOEWTL_ 60 HMSH DIl HHTeID, Online Gaming e
al@buTsal] wry? @mullaid, Bhisel
LeTeflaemend @GllILISHTe0 2 BIGH6T S)eneuorull
LTSHISBTUMLIS GHNBEBS Gnl TH 6I6ILINSH
Blenearelled CBTETEHRISEIT. HHIH6ITLETEMEV6N 6D
UTHISTUIUTES SMUUSDBE simiseaien 10 (phHalul
GPIlLseT Rmbs!

SRILANKA

CERT|cC

RHBE& USHeVIQUITS,
Gevriena CERT obmitd

@sw’r SAFE/
ONLINE
BEFAVV/AREN

This is the new way of
Bank fraud

elfleurer NP IL|EwTT6)]
L& FTImhigener

Dearsir,
you have been approved an
income tax refund of Rs 17,580/,

the amount will be credited to
your.

Don’t click on the link '

(pwBdEei
Bmhs6UTSsuID,
SIPWITenLD  oBHID
LImdoemillIL] SHTJeRTond
. LT BBLILIL L 611 61T 601
- Lsmiseie elenmenildsemea

in the message.

OBTL b JASHBRHS MBS BH.

@evmienad CERT h8HaHABGIW CFUISHEmen DibdHbdH
Boleuemiselen 2 &aHCUTHLLT6 EenemildSH6eNmhId6ThdE)F
QFeiml, 2 HHCwsLTel CHTene06LF EeVHHMIGBET (LPVLD
SeUTHMENH OHTLTLCBTETOUSHE (LPEILD DIEL6VEHI EEMEIIULILD
IDBEID Felpd D6ML_HHIB6IMED DHHMBU CFU1F)HEHSHELI
ugevelllLgBE (el elgmyenamiaemsn GLBOHT6TEHLOTB
CUITHIDSSEDHHES INBTUBISHBBH. Qb CLOTFYSEDHSE
adrmes elfiiL 61 Qmbe CouamiguisHer (PpoHESHHInHMSH
W mIsHd), Curedwmenr OFuIFsHemend SSMLiILIenSHEuwIm
Slevevd!| LigeveliiuenasBuwin Helijoba@oms @somiens CERT
QuraIsHemen Bovid BHl (BHHOHTHTSBSE

1. sugieumenr SL 6 &FGlETmEEemeTLl LIweTL(HSSaLD:

HewiL, FlbHeoTer HL6YFOFTBHMET 61(DHHIHEHEN, 6T6NTH6I
LOBBID FETUMBIBETE HEVMIUIL 65T (SHMBHHH 12
STRHSHIB6T) 2 _(HEUTHERID. QPeUCRUTH HeMBSBEGHD SHeoTlLILIL L
BLeFOFTeLMEVLI LILISTLIBGSHSAID OBEBID IFHdHTH
BLaFCFTeL MiyauTdlenuid HHHHe0 CbTeenaiD.

2. 2 BIGET Game S606T L TTUBISET:

QM UHwW Boemwll UHBESGD (6, il HLOLISLOTET Dl
eBLTHl60 RBHHBTeVID, WHILMTHmeNF FHLITTHEHI
UMV HUTTUIFS CFUIeNSHE (LPEVID DIGH60T
FULLLTOIDTEN  Heitenosnll  FFILTTdHea|LD.

3. Multi-Factor gjEigamSma (MFA) Qs @migsei:

Biometric oisvsvs @m s @nluibsst GuTes (LpenmBH6IT
apsuid MFA 2 _missit senidb@send@ gnbBH6e0

UTEHIBTIDUEF CFTHAMSI. 2 MIH6T HWIHGL LUTHISTLI6HLI
CubLpBsHS, &G BUTOHEEITD MBI LIWGTLIHSHSHRLD.

4. greflwbg UgIiIliLSmeT omn&sea]L:

o_missit Gafim Hardware wmmib Software ysiiiss
Blemsvuiled enaIHS(HedH, HTemIE LGILLILEmerT
QUISGIHE  LP6VLD,FLOLIGSHUI LITEHIBTLIL| ENem6wTLIL|B6D6NTL
QU se6iT.

@ ERT



5. Phishing @ er&aflsmawns @\ mmiser:
FH8HBHHBAL T enemiisenend Click GauisusngsGuim
SIevevdl OHFuITg  cpevmisaiedmbal CHTLILIEGme6NLI
uFHeIBEGamBHEWT HelJobsa|b, 66earalsd Simel HDEUTH6IT
Sievevgl BorFigsemen Buiel o misemen eompuid Phishing
PWBHAHeTTS S([HEHSH6E0MLD.

6. Credit Card semerl) LwetTUI(HSS6LD:

Fpbed Cuorgigll UTHISTUL OBBID FJFmFdH H6) STIEmILOTD
U EIMEET CBTHHHET auThiBsTBEhHE Credit smiGsmend
CaIHOGHHEBLD.

7. sefliul L Sseimeull LITGIST &g 60:

GOBHBHULF SONULLL aleuJmhIBmeT U6Tn6evsTsd LIS T,
2 MIGH6IT SIHLWTENMD LBHID Heluflenoenulll LITSHISHTS
SIBHWTHEHEEGH HBaIOBHM6T OoueMuiBeugdlsd s1FFfldemnauins
G)(HBIFHGIT.

LITGHISBITLILITEOT el O H IDMMIID
dlema)i_ 2 elTai I eNIDLIL]

2 _MIG6T 19 L6 CFTHHIG6MT HSLLF LITHISTLIHLI

2 mF CFUIMSBHTS 2 MmiseT OBl CeuTd BpID &lereayl
2 61l Leniolienl! eIsVIILIBHS BIHIS6T DATLILISHNSHSHITEETTLD.
uTHLEBmend Sl BlousBars ellfleurer LTSHISTIL
HUIBHMmeT QIPHIGSCBITD oBHID DieUBeB  SIMBLDLIL
BauTshs Uil algaIemDSEILL L &6 Hen6l
QUIYEUEMLDSH S GBTID.  QIGVIGUTEN DIBISHTTID LOBBID  DIEIIFHED

S BUUTL (B aUP(LPeDBEHET, LODBE&GMBIWLTSSLILL L HI6)
ufliomBm BBID BHPEHY ANFHBIHHED HEMILFH0
SIMLOLILBENET  OFUWLIsOLIBHHINNH60 6IRIG6T [BIL|60TIdHSHInILD

2 6tengl. b HEML (LPMBEHTED HeUID O\F6VIdSHIcIFHe0n
CPEULD, DHISHFBSLILLTH DIamIH60 LOBBID HT6Y LIBELHEM6ITH
s®&s Firewall, Router wimib Cloud umgiemig
BFemeldBmMEN 2 _6ITENENIOGEH] 3600185601885 GBITLD.  6THIg ETHL 60T
Fnl_ HCFTOUSHI (6D, 2 MIHeT OBl Ceumyds BMID Slena|
2 61l LenioliL] FTHEHUIOTET QNemenTUl DNFFBISHHEVHEHEHE
TAITS UL L UL L SHTH [HRHIGT [BLOLISOTID, @& 2 mIsH6iT
QUM BHNS BLOLIHMBUIL GID D6 DIV DID BL HSH
2 Ha|dBaH. D& FIOUBSIONEH, 6THIGET BHBIOISTD QILPHIGHLID
Bxemeumsit &6 GMIULIL UL (BsiTerment

o 2T Lmmd Qeuefliym QELGeuryd urdliy waiiss.

o om(\(meusd Gamgemen,

o dlomey urgismiy wdlliyemrser. auwijGeed QrLCeuryéd
urgISTiY wllLmTSeT.

o OB QeuTTs sLigL S&Hme eTEFTRIST /LIWITeuTed
alldl gigliuemLulleomser LdlliLemrser.

o dlmaalser wmmid sel sasefler 2 6ferenioe
wdliLmy&er.

o &ijeul (YEH S Ll wlliymrsar.

o 56 MW 2 L 60 LTSI LSILeDTEeT.

§© report@cert.gov.lk

{’5 Serlee

Sri Lanka Computer Emergency Rediness Team
Coort tre

8. urgsmiumer Gaii QuwiTsemerL uu_lstr'ru@e_'f,g,éuﬂ;:c

© MGG 2 6WINIDWIT DL UITeMHmSES OeueillLBHHTH
LWeTOUWITSH6N6T 2 (HeUTHSHRID OBMILD SHeonlILL L
LenaLILIL BIGEhSEGL Ldsores Avatar uwsiu@®dsen.
SEMNILL L BB LB ToIeNHH HolJobHe|lD.

9. 5058 UsTrefléEse]i:

CauOmrm offf 2 WmeEndd NCFHHUISHma

IBLIGSHBH TV, DUTHM6NSH HBHS!, HLOLIGLOTET
QuilwenmebHH Csflelbaalb. CHTHMOUILBHHILIAITSHM6NEH
MSBWITENO|D 2 _MRIG6ET D6 [HEVENEIILI LITHIBTEHSHNLD
elewenuim’ (bdh HOBLIL DIDFBIGEM6NL LILIGTLGSHSHNLD.

10. seflyflenn gmwlysmers sflGlFuiwea|Lb:

BrEisen LB Game osvevg Console GuBme 61 Si606v8)
yaw Caemo (puBFHHHa|L 6T, G SHefluflend wBBID
LUTHIBTLIL DIEDLDLILIBENET DIeDIDHEBALD. [HHIGB6T 61hHS
QUMBWITET HIevalll LET QmebaENSTaelr eerengll LW
FbFHu|BIsHeIT.

B enaU] LIMGHISHITIIL] AFUIOLITL (b
enouad (NCSOC)

BHFuI endFU] LIMHIBITLIL] OFUIEOLITL b
amuwHand (NCSOC) himiar

V S Information Systems (Pvt) Ltd mHmib
Dialog Broadband Networks &pdluianar
&evmian®d CERT 2_1 a1 &aneanthgl

O1BITaIT T .

i www.cert.gov.lk

mm www.onlinesafety.lk



