
r%f Clf Nkhrbfs; Fwpj;J 

,yq;if CERT vr;rupf;if 

tpLj;Js;sJ
gy;NtW tq;fpfs;> tu;j;jf epWtdq;fs; kw;Wk; 

ru;tNjr epWtdq;fshy; mDg;gg;gLk; Nghyp nra;jpfs; 

Fwpj;J vr;rupf;ifahf ,Uf;FkhW nghJkf;fis 

,yq;if CERT Nfl;Lf;nfhs;fpwJ. ,e;j Nkhrbfs; 
Kiwahd epWtdq;fspd; ngau;fisg; gad;gLj;jp 

ed;nfhilfs;> gzg; gupRfs;> mjp\;lf; FYf;fy;fs; 

kw;Wk; Ntiyf; fhg;gPL Mfpatw;iw cWjpaspf;fpd;wd. 

irgu; Fw;wthspfs; Nghyp ,izajsq;fs;> r%f Clf 

jsq;fs;> SMS kw;Wk; Whatsapp %yk; jdpegu;fis 

njhlu;G nfhs;s Kaw;rpf;fpd;wdu;. ,e;jr; nra;jpfspy; 

nfhLf;fg;gl;Ls;s ,izg;Gfis mZFtjd; %yk;> 

mtu;fs; fzpdpfs; kw;Wk; nkhigy; Nghd;fspy; ,Ue;J 

juitj; jpUlyhk;> ,J gy;NtW tifahd J\;gpuNahfk; 

kw;Wk; epjp NkhrbfSf;F toptFf;Fk;.

 

,e;j tifahd Fw;wq;fs; rkPgfhykhf mjpfupj;J 

tUtjhfTk;> ghjpf;fg;gl;ltu;fspd; vz;zpf;if 

mjpfupj;J tUtjhfTk; ,yq;if CERT njuptpj;Js;sJ. 
Nkhrb nra;gtu;fs; ngUk;ghYk; Njrpa kw;Wk; kj 

gz;biffisr; Rw;wp nray;gLfpwhu;fs;> ,e;j fhyq;fspy; 

nghJkf;fspd; ek;gpf;ifia Ruz;Lfpwhu;fs;.

,jw;F gjpybahf> 

,yq;if CERT kw;Wk; 
Vida epWtdq;fs; 

tpupthd tpopg;Gzu;T 

gpur;rhuq;fis 

Kd;ndLj;Js;sd. ,e;j 

Kaw;rpfs; 

,Ue;jNghjpYk;> 

mwpahik kw;Wk; 

Gwf;fzpg;G fhuzkhf 

ghjpf;fg;gl;ltu;fspd; 

Gfhu;fspd; vz;zpf;if 

njhlu;e;J mjpfupj;J tUfpwJ. 

,yq;if CERT re;Njfj;jpw;Fupa nra;jpfis me;je;j 

epWtdq;fspd; cj;jpNahfG+u;t ,izaj;jsq;fSf;Fr; 

nrd;W> cj;jpNahfG+u;t njhiyNgrp ,yf;fq;fs; %yk; 

mtu;fisj; njhlu;Gnfhs;tjd; %yk; my;yJ ,izak; 

kw;Wk; r%f Clfq;fspy; mj;jifa nra;jpfSf;Fg; 

gjpyspg;gjw;F Kd; tprhuizfis Nkw;nfhs;SkhW 

nghJkf;fSf;F mwpTWj;JfpwJ. ,e;j NkhrbfSf;F 

vjpuhf tpopg;Gld; ,Uf;f Ntz;bajd; Kf;fpaj;Jtj;ij 

typAWj;jp> Nghypahd nra;jpfisj; jpwg;gijNah 

my;yJ gjpyspg;gijNah jtpu;f;FkhW ,yq;if CERT 
nghJkf;fis NkYk; Nfl;Lf;nfhs;fpwJ

ePq;fs; eSports f;F mbikahf 

,Ue;jhy; vr;rupf;ifahf ,Uq;fs;

cq;fs; eSports cq;fs; nkhigypy; rpy 

epkplq;fisf; nfhy;tjh my;yJ gy 

kzpNeuq;fSf;F Kbtpy;yhj fw;gid 

kz;lyj;ij mDgtpj;jhYk;> Online Gaming [ 
tpUk;ghjtu; ahu;? ,Ug;gpDk;> ePq;fs; 

Gs;spfisf; Ftpg;gjhy; cq;fs; ,izag; 

ghJfhg;igf; Fiwf;ff; $lhJ vd;gij 

epidtpy; nfhs;Sq;fs;. ePq;fs;Md;iydpy; 

ghJfhg;ghf ,Ug;gjw;F vq;fspd; 10 Kf;fpa 

Fwpg;Gfs; ,q;Nf!  

1. tYthd flTr;nrhw;fisg; gad;gLj;jTk;:

ePz;l> rpf;fyhd flTr;nrhw;fis vOj;Jf;fs;> vz;fs; 

kw;Wk; rpd;dq;fspd; fyitAld; (Fiwe;jJ 12 

vOj;Jfs;) cUthf;fTk;. xt;nthU fzf;fpw;Fk; jdpg;gl;l 

flTr;nrhy;iyg; gad;gLj;jTk; kw;Wk; trjpf;fhf 

flTr;nrhy; epu;thfpiaf; fUj;jpy; nfhs;sTk;.

2. cq;fs; Game fis MuhAq;fs;:

xU Gjpa Nfikg; gjptpwf;Fk; Kd;> mJ ek;gfkhd Mg; 

];Nlhupy; ,Ue;jhYk;> kjpg;Giufisr; rupghu;j;J 

Md;iydpy; Muha;r;rp nra;tjd; %yk; mjd; 

rl;lg;G+u;tkhd jd;ikia rupghu;f;fTk;.

3. Multi-Factor mq;fPfhuj;ij (MFA) ,af;Fq;fs;:

Biometric my;yJ xU Kiw FwpaPLfs; Nghd;w Kiwfs; 

%yk; MFA cq;fs; fzf;FfSf;F $Ljy; 

ghJfhg;igr; Nru;f;fpwJ. cq;fs; fzf;Fg; ghJfhg;ig 

Nkk;gLj;j> fpilf;Fk; Nghnjy;yhk; mijg; gad;gLj;jTk;.

4. jhdpaq;F GJg;gpg;Gfis mikf;fTk;:

cq;fs; Nfkpq; Hardware kw;Wk; Software GJg;gpj;j 
epiyapy; itj;jpUf;f> jhdpaq;fp GJg;gpg;Gfis 

,af;Ftjd; %yk;>rkPgj;jpa ghJfhg;G ,izg;Gfisg; 

ngWtPu;fs;.
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5. Phishing  ,y; vr;rupf;ifahf ,Uq;fs;:
re;Njfj;jpw;fplkhd ,izg;Gfisf; Click nra;tijNah 
my;yJ njupahj %yq;fspypUe;J Nfhg;Gfisg; 

gjptpwf;FtijNah jtpu;f;fTk;> Vnddpy; mit jPk;nghUs; 

my;yJ Nkhrbfis epWt cq;fis Vkhw;Wk; Phishing 
Kaw;rpfshf ,Uf;fyhk;.
 

6. Credit Card fisg; gad;gLj;jTk;: 

rpwe;j Nkhrbg; ghJfhg;G kw;Wk; ru;r;irj; jPu;T fhuzkhf 

Md;iyd; nfhLf;fs; thq;fs;fSf;F Credit fhu;Lfisj; 
Nju;e;njLf;fTk;.

7. jdpg;gl;l jftiyg; ghJfhj;jy;:

Fiwe;jgl;r jdpg;gl;l tptuq;fis Md;iydpy; gfpuTk;> 

cq;fs; milahsk; kw;Wk; jdpAupikiag; ghJfhf;f 

me;epau;fSf;F jfty;fis ntspapLtjpy; vr;rupf;ifahf 

,Uq;fs;.

cq;fs; b[pl;ly; nrhj;Jfspd; mjpfgl;r ghJfhg;ig 

cWjp nra;tjw;fhf cq;fs; nel;nthu;f; kw;Wk; fpsTl; 

cs;fl;likg;ig tYg;gLj;j ehq;fs; mu;g;gzpj;Js;Nshk;. 

ghjpg;Gfisf; fz;lwptjw;fhf tpupthd ghJfhg;G 

kjpg;gPLfis toq;FfpNwhk; kw;Wk; mtw;iw jpwk;gl 

eptu;j;jp nra;a tbtikf;fg;gl;l jPu;Tfis 

tbtikf;fpNwhk;. tYthd mq;fPfhuk; kw;Wk; mZfy; 

fl;Lg;ghl;L topKiwfs;> kiwFwpahf;fg;gl;l juT 

gupkhw;wk; kw;Wk; epfo;Neu mr;RWj;jy; fz;lwpjy; 

mikg;Gfis nray;gLj;Jtjpy; vq;fs; epGzj;Jtk; 

cs;sJ. rpwe;j eilKiwfspy; ftdk; nrYj;Jtjd; 

%yk;> mq;fPfupf;fg;glhj mZfy; kw;Wk; juT kPwy;fisj; 

jLf;f Firewall> Router kw;Wk; Cloud ghJfhg;G 
Nritfis cs;sikj;J fz;fhzpf;fpNwhk;. vq;fSld; 

$l;LNru;tjd; %yk;> cq;fs; nel;nthu;f; kw;Wk; fpsTl; 

cs;fl;likg;G rhj;jpakhd ,iza mr;RWj;jy;fSf;F 

vjpuhf tYT+l;lg;gl;ljhf ePq;fs; ek;gyhk;> ,J cq;fs; 

tzpfj;ij ek;gpf;ifAlDk; kd mikjpAlDk; elj;j 

cjTfpwJ. ,J rk;ge;jkhf> vq;fs; epWtdk; toq;Fk; 

Nritfs; fPNo Fwpg;gplg;gl;Ls;sd

   ² cs; kw;Wk; ntspg;Gw nel;nthu;f; ghjpg;G kjpg;gPLfs;. 
   ² CLUty; Nrhjid> 
   ² fpsTl; ghJfhg;G kjpg;Giufs;. tau;ny]; nel;nthu;f; 

ghJfhg;G kjpg;Giufs;. 
   ² nel;nthu;f; fl;blf;fiy tpku;rdq;fs; /gau;thy; 

tpjp mbg;gilapyhd kjpg;Giufs;.  
   ² jpirtpfs; kw;Wk; Rtpl;Rfspd; cs;sikT 

     kjpg;Giufs;.
   ² ru;tu; OS fl;likg;G kjpg;Giufs;. 
   ² juT ika cly; ghJfhg;G kjpg;Giufs;.

8. ghJfhg;ghd Nfkpq; ngau;fisg; gad;gLj;jTk;: 

cq;fs; cz;ikahd milahsj;ij ntspg;gLj;jhj 

gadu;ngau;fis cUthf;fTk; kw;Wk; jdpg;gl;l 

Gifg;glq;fSf;Fg; gjpyhf Avatar gad;gLj;jTk;. 
jdpg;gl;l jfty;fisg; gfpu;tijj; jtpu;f;fTk;.

9. jLj;J Gfhuspf;fTk;:
 

NtnwhU tPuu; cq;fSf;F mnrsfupaj;ij 

Vw;gLj;jpdhy;> mtu;fisj; jLj;J> ek;gfkhd 

ngupatUf;Fj; njuptpf;fTk;. nfhLikg;gLj;Jgtu;fisf; 

ifahsTk; cq;fs; kd eyidg; ghJfhf;fTk; 

tpisahl;Lj; jLg;G mk;rq;fisg; gad;gLj;jTk;.

10. jdpAupik mikg;Gfisr; rupnra;aTk;:

ePq;fs; Gjpa Game my;yJ Console ngw;wTld; my;yJ 

Gjpa Nfik Kaw;rpj;jTld;> mjd; jdpAupik kw;Wk; 

ghJfhg;G mikg;Gfis mikf;fTk;. ePq;fs; ve;j 

tifahd juitg; gfpu ,Uf;fpwPu;fs; vd;gijg; gw;wp 

rpe;jpAq;fs;.

ghJfhg;ghd nel;nthu;f; kw;Wk; 

fpsTl; cs;fl;likg;G

Our Services

Pictuer Story

Njrpa irgu; ghJfhg;G nray;ghl;L 

ikaj;ij (NCSOC) epWt 

V S Information Systems (Pvt) Ltd kw;Wk; 

Dialog Broadband Networks Mfpait 

,yq;if CERT cld; ,ize;J 

nfhs;fpd;wd.

Njrpa irgu; ghJfhg;G nray;ghl;L 

ikak; (NCSOC)

www.cert.gov.lk
www.onlinesafety.lkreport@cert.gov.lk


