
Y%S ,xld i¾Ü (Sri Lanka CERT) 
fj;ska wk;=re we.ùula¡

Tn;a eSports j,g weíneys 
jqfjla kï m%fõifuka  

úúO nexl=, jdKsc wdh;k, wka;¾ cd;sl wdh;k 
kduhka Ndú;d lrñka mß;Hd. uqo,a ;E.s, Èkqï 
jdikd, /lsrlaId ,nd§ug ,shdmÈkaÑjk f,i 
okajñka tjkq ,nk jHdc mKsjqv j<ska m%fõiï jk 
f,i Y%S,xld i¾Ü (Sri Lanka CERT) wdh;kh 
uyck;djf.ka b,a,disáhs¡wkqldrl (Fake web) fjí 
wvú, iudc udOH(Social Media) fõÈldjka, SMS, 
WhatsApp, yryd tjkq ,nk mKsjqv u.ska fuu ihsn¾ 
cdjdrï lrejka Tn yd iïnkao ùug W;aiy orkq 
we;¡ Tjqka úiska ,ndfok links fj; msúiSfuka Bg 
iïnkaOjk mqoa.,hkaf.a mß.Kl cx.u ÿrl:k j, 
we;s o;a; fidrd .ekSfuka úúO wmpdr ioyd fukau 
uqo,a jxpd o isÿlrkq ,nhs¡  

fujeks wmrdO uE; ld,fha jeäfjñka mj;sk w;r tu 
wmrdOj,g f.dÿrejkakkaf.a m%udKho jeäfjñka mj;sk 
nj Y%S ,xld i¾Ü wdh;kh mjihs¡ ;jo úúO cd;sl yd 

wd.ñl W;aij uq,a 
lr.ksñka fuu 
jxpdlrejka lghq;= 
lrkq olakg ,efí¡ Y%S 
,xld i¾Ü wdh;kh 
we;=¿ úúO ixúOdk 
fuu ihsn¾ jxpdjka 
ms,sn| mq¿,a oekqj;a 
lsÍfï m%pdrKhla 
Èh;a fldg we;¡ 
fkdoekqj;a Ndjh yd 
fkdi,ld yeÍu ksid 
fuu wmrdOj,g 

f.dÿre jkakkaf.a meñKs,s Èkm;d jeäfjñka mj;S¡ 
ieliys; wka;¾cd, yd iudc udOH mKsjqv ,enqk fyd;a 
tajdg msúiSug fmr wod< wdh;k j, ks, fjí wvú j,g 
msúiSfuka fyda ks, ÿrl:k wxl Tiafia fyda lreKq úuid 
iy;sl lr.kakd f,i Y%S ,xld i¾Ü wdh;kh uyck;djf.
ka b,a,disáhs¡ tfia iy;sl lr.; fkdyels mKsjqv újD; 
lsÍfuka j,lsk f,i fyda fkdi,ld yßk f,i Y%S,xld i¾Ü 
wdh;kh ;jÿrg;a uyck;dj f.ka b,a,d isáhs¡

Tn;a eSports j,g weíneys jqfjlao@ tfia;a 
fkdue;skï l%Svdjla f,i Online Gaming j, 
ksr;jkafklao @ flfia fj;;a Tn bka ,l=Kq /ia 
lrkjd fiau ihsn¾ wdrlaIdj .eko is;sh hq;=j ;sfí¡ 
wdrlaIs;j isàu i|yd fuu bÕs Tng WmldÍjkq we;¡

1¡ ch.%yKh i|yd Yla;su;a Password!¡    
ch.%dylhska È.= ixlS¾K iy Yla;su;a uqrmo Ndú;d lrhs¡ 
Yla;su;au uqrmo wju jYfhka wlaIr 12 la È. jk w;r 
wl=re wxl iy ixfla; Bg we;=<;a fõ¡ tla tla ine¢ .sKqu 
i|yd  wkkH uqrmohla ;sìh hq;=h¡ uqrmo /ila u;l ;nd 
.ekSu wmyiqkï - fndfyda iaud¾Üf*daka iy fjí n%õi¾j, 
wvx.= password manager fiajdjla ,nd.ekSu iqÿiqhs¡

2¡ Tfí Game tl .ek oek.kak¡ 

Tnf.a cx.u ÿrl:kfha we;s ´kEu kj l%Svd fhÿula (App) 
nd.;lr .ekSug fmr th kS;Hdkql+, nj iy;sl lr .kak¡ 
nd.; lsÍug fmr ta ms,sn| we;s iudf,dapk mÍlaId lrkak¡   

3¡ nyq-idOl i;Hdmkh ^MFA&¡   

nyq-idOl i;Hdmkh ^MFA&, Tfí .sKqïj,g wu;r 
wdrlaIdjla tla lrhs oeka iuyr l%Svd iy l%Svd moaO;s MFA 
i|yd bv ,nd foa¡ iEu úgu MFA Ndú;d lsÍug wms ks¾foaY 
lruq¡  

4¡ hdj;ald,SklsÍï iajhxl%Sh lrkak¡ 

Tnf.a l%Svd ioyd fhdod .kakd cx.u ÿrl:k fyda mß.Kl  
oDvdx. iy uDÿldx. yels;dla hdj;ald,Skj ;nd .ekSug 
ie,ls,su;ajkak¡ ta ioyd iajhxl%Sh hdj;ald,Sk uDÿldx. 
,nd.; yelshs¡

5¡ f.dÿrla fkdjkak¡  

ihsn¾ wmrdOlrejka Cybercriminals fndfyda úg l%Svlhska 
yd ksrka;rfhka ine¢ Click lsÍug fyda wksIag f.dkq 
nd.; lsÍug fmd,nùfuka jxpd fyda yela lsÍï isÿlrhs¡ 
fuh phishing f,i ye¢kafõ¡ ine¢ u; la,sla lsÍfuka fyda 
kd÷kk whf.ka tk fyda Tn wfmalaId fkdl< ´kEu fohla 
nd.; lsÍfu§ m%fõYï jkak¡ la,sla lsÍug fmr th 
i;Hdmkh lrkak¡ 

6¡ Debit fkdj Credit¡
l%Svd moaO;shlg Tfí .sKqug ksYaÑ; f.ùfï l%uhla 
iïnkaO lsÍug wjYH kï, Debit ldâm;lg jvd Credit 
ldâm;la f;darkak¡ Credit ldâm;a Debit ldâm;aj,g jvd  
jeä mdßfNda.sl wdrlaIdjla iemfhk w;r jxpdjl§ Tfí 
uqo,a wdmiq ,nd .ekSug Tng fyd| wjia:djla ;sfí¡ 
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7¡ m%fõYfuka Share lrkak¡ 

Tn jeä jeäfhka f;dr;=re m< lrk ;rug, 
wmrdOlrefjl=g Tfí wkkH;djh fidrlï lsÍug, Tfí 
o;a;j,g m%fõY ùug fyda ¨yqne£u jeks fjk;a wmrdO 
lsÍug tu f;dr;=re Ndú;d lsÍu myiq úh yelsh¡ l%Svd 
.sKqï me;slvj, Tn fldmuK mqoa.,sl f;dr;=re 
imhkjdo hkak .ek is;kak¡ ;jo fuu f;dr;=re fnod 
.ekSug kd÷kk wfhl= Tfnka b,a,d isáhfyd;a, th 
m%;slafIam lrkak¡ 

8¡ fjiaj<d .;a l%Svdjla¡  
Tn fkdokakd wh iuÕ l%Svd lsÍfï§ Tjqkag Tfí ienE ku 
fyda fjk;a mqoa.,sl f;dr;=re oek .ekSug wjYH ke;, 
Tjqkag wjYH jkafka Tn l%Svdfõ§ fl;rï olaIo hkak 
fidhd ne,Suhs¡ tksid wdrlaIs; l%Svd kduhla Ndú;d lrkak¡ 
Tnf.a ienE PdhdrEmh fjkqjg Avatar tlla Ndú;d lrkak¡ 
kd÷kk flfkl= Tfnka PdhdrEmhla fnod .ekSug fyda Tfí 
fjí leurdj l%shd;aul lsÍug b,a,d isákafka kï, 
m%;slafIam lrkak¡ Tjqkag fi,a,ï lsÍug ñi Tnj oelSug 
wjYH ke;¡ 

9¡ lror ldÍ l%Svdlhkaf.ka wE;ajkak¡ 

fjk;a l%Svlfhl= Tng wmyiq;djhla we;s lrkafka kï, 
Tjqkaj wjysr lrkak¡ úYajdijka; jeäysáfhl=g lshkak¡ 
l%Svlfhl= ysßyer lrkafkl= kï fyda fjk;a wdldrhlska 

Our Services
wdrlaIs; cd,h iy fï> ^Cloud& 
há;, myiqlï 

Tnf.a äðg,a j;alïj, Wmßu wdrlaIdj iy;sl 
lrkq msKsi Tnf.a fkÜfjd¾la iy la,jqâ ^Cloud& 
há;, myiqlï Yla;su;a lsÍu i|yd wms wem lemù 
isáuq¡ wjodkï y÷kd .ekSu i|yd;a tajd M,odhS f,i 
úi÷ï ,nd §fï wruqKska .e<fmk úi÷ï ie,iqï 
lsÍu i|yd;a mq¿,a wdrlaIK ;lafiarejla wms Tng 
,nd fokafkuq¡

Yla;su;a i;Hdmkh iy m%fõY md,k hdka;%K, mßj¾;s; 
o;a; iïfma%IKh iy Real-Time  ;¾ck y÷kd.ekSfï 
moaO;s l%shd;aul lsÍu iïnkaOfhka wmf.a ld¾h uKav,h 
m%ùK;ajh ,nd isà¡ tfukau wms úYsIag mßphka flfrys 
wjOdkh fhduq lrñka, wkjir m%fõYhka iy o;a; 
W,a,x>kh lsÍï j<lajd .ekSu i|yd *h¾fjda,, rjqgr 
iy la,jqâ ^Cloud& wdrlaIK fiajd úkHdi lr wëlaIKh 
lrkafkuq¡ wm iu. yjq,aldÍ;ajh f.dvk.d .ekSu ;=<ska 
Tfí cd,h iy la,jqv ^network & cloud& há;, 
myiqlïj,g t,a, úh yels ihsn¾ ;¾ckj,g tfrysj tajd 
wdrlaId lr we;s njg úYajdih f.dvk.d .ekSug Tng 
yels jkq we;¡ tu.ska Tfí jHdmdßl lghq;= 
úYajikSh;ajfhka iy ieye,a¨ ukilska mj;ajd f.k hdug 
Tng yels jkq we;¡fï iïnkaOfhka wm wdh;kh u.ska 
,ndfok fiajd jka my; ioyka fõ¡

•	 wNHka;r iy ndysr cd,j, wdrlaIl iudf,dapkh lsÍu 

•	 la,jqv (cloud) wdrlaIl iudf,dapkh 

•	 /yeka rys; cd, wdrlaIKh ms<sn| iudf,dapkh 

•	 cd, ie,iqï úYaf,aIKh 

•	  Firewall Wmdx.ys úYaf,aIKhka  

•	 rjqgr iy iaúphkays úkHdi iudf,dapk  

•	 m%Odk mß.Kl fufyhqï moaO;s ^OS& ioyd úkHdi iudf,dapkh  

•	 o;a; uOHia:dkj, fN!;sl wdrlaIdj ms<sn| iudf,dapkh 

Tnj wmyiq;djhg m;a lrkafka kï Tng Tyqj l%Svdfjka 
bj;a l< yels nj u;l ;nd .kak¡ wka;¾cd,fha we;s is;a 
ßojk woyia Tfí udkisl fi!LHhg ienE n,mEula we;s 
l< yelsh¡ is;jq,a we;akï jeäysáhl=g lshkak¡
  

10¡ Tnf.a ieliSï mÍlaId lrkak¡ 

Tn kj l%Svd fldkafida,hla ,nd .;a jydu fyda kj 
l%Svdjla W;aidy l< jydu tys ryiH;d iy wdrlaIl 
ieliqï ilid .kak¡ Tng fnod .ekSug myiq jkafka l=uk 
wdldrfha o;a;oehs is;d n,kak¡

Pictuer Story

cd;sl ihsn¾ wdrlaIK fufyhqï 
uOHia:dkh ^NCSOC& msysgqùu i|yd 
Y%S ,xld CERT iuÕ V S Information 
Systems (Pvt) Ltd iy Dialog 
Broadband Network wdh;k tlafõ¡

cd;sl ihsn¾ wdrlaIK fufyhqï 
uOHia:dkh ^NCSOC&
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