
ek;gj;jfhj nkhigy; gad;ghLfs; cq;fs; ghJfhg;G 

kw;Wk; jdpAupikia vt;thW mr;RWj;Jfpd;wd.

eek;gj;jfhj nkhigy; gad;ghLfs; mtw;wpd; Njhw;wk;> k;gj;jfhj nkhigy; gad;ghLfs; mtw;wpd; Njhw;wk;> 

elj;ij my;yJ rupghu;g;G ,y;yhjjhy; rhj;jpakhd elj;ij my;yJ rupghu;g;G ,y;yhjjhy; rhj;jpakhd 

ghJfhg;G mghaq;fis Vw;gLj;Jk; gad;ghLfs; MFk;. ghJfhg;G mghaq;fis Vw;gLj;Jk; gad;ghLfs; MFk;. 

,e;j ,e;j AppsApps gadu;fSf;F jPq;F tpistpf;Fk; tifapy;  gadu;fSf;F jPq;F tpistpf;Fk; tifapy; 

tbtikf;fg;gl;bUf;fyhk;> jdpg;gl;l juit jpUlyhk; tbtikf;fg;gl;bUf;fyhk;> jdpg;gl;l juit jpUlyhk; 

my;yJ rhjdj;jpd; ghJfhg;ig rkurk; nra;ayhk;.my;yJ rhjdj;jpd; ghJfhg;ig rkurk; nra;ayhk;.

ek;gj;jfhj nkhigy; gad;ghLfs; vd;d kw;Wk; mit ek;gj;jfhj nkhigy; gad;ghLfs; vd;d kw;Wk; mit 

Vw;gLj;Jk; mghaq;fs; gw;wpa tpupthd ghu;it ,q;Nf:Vw;gLj;Jk; mghaq;fs; gw;wpa tpupthd ghu;it ,q;Nf:

ek;gj;jfhj nkhigy; gad;ghLfspd; rpwg;gpay;Gfs;

1. mwpag;glhj my;yJ rupghu;f;fg;glhj Mjhuq;fs;:

mjpfhuG+u;t Mg; ];Nlhu;fspy; (Google Play Store, Apple 
App Store) gad;ghLfs; fpilf;fhJ> mjw;Fg; gjpyhf 

%d;whk; jug;G ,izajsq;fs; my;yJ khw;W Mg; 

];Nlhu;fspy; fhzg;gLk;.

2. mjpfg;gbahd mDkjpfs;:

njhlu;Gfs;> nra;jpfs;> ,Ug;gplk;> Nfkuh kw;Wk; 

ikf;Nuh/NghDf;fhd mZfy; Nghd;w mtw;wpd; 

nray;ghl;bw;F Njitahdij tpl mjpfkhd 

mDkjpfisf; NfhUk; gad;ghLfs;.

3. jPq;fpiof;Fk; Nehf;fk;:

gadupd; rhjdj;jpy; malware, spyware, adware, 
ransomware I epWt tbtikf;fg;gl;l gad;ghLfs;.

4. Ms;khwhl;lk; my;yJ FNshdpq;:

gadu;fis Vkhw;wp jfty;fisj; jpULtjw;F Kiwahd 

gad;ghLfisg; gpujpgypf;Fk; Nghypahd gad;ghLfs;.

5. ghJfhg;gw;w FwpaPl;L Kiw:

jw;nrayhf gadu; juT my;yJ rhjd ghjpg;Gfis 

ntspg;gLj;jf;$ba Nkhrkhf Fwpaplg;gl;l gad;ghLfs;

ek;gj;jfhj nkhigy; gad;ghLfisg; gad;gLj;JtJ 

Fwpg;gplj;jf;f ghJfhg;G mghaq;fis Vw;gLj;jyhk;. 

mj;jifa gad;ghLfisg; gad;gLj;Jtjpy; njhlu;Gila 

Kjd;ikahd ghJfhg;Gf; ftiyfs; ,q;Nf cs;sd.

juT jpUl;L kw;Wk; jdpAupik gilnaLg;G

jdpg;gl;l jftYf;fhd mZfy;: ek;gfkw;w gad;ghLfs; 

njhlu;Gfs;> nra;jpfs;> Gifg;glq;fs; kw;Wk; ,Ug;gplk; 

Nghd;w jdpg;gl;l juit mZf mDkjp Nfhuyhk;. ,e;jj; 

juTfs; Nrfupf;fg;gl;L jtwhfg; gad;gLj;jg;glyhk;.

mq;fPfupf;fg;glhj juT Nrfupg;G: ,e;j gad;ghLfs; gadu; 

mDkjpapd;wp Kf;fpakhd jfty;fisr; Nrfupj;J %d;whk; 

jug;gpdUld; gfpu;e;J nfhs;syhk;> ,J jdpAupik 

kPwy;fSf;F toptFf;Fk;.

khy;Ntu; kw;Wk; ];igNtu;

jPq;fpiof;Fk; nkd;nghUs;: ek;gfkw;w gad;ghLfspy; 

itu];fs;> trojans kw;Wk; spyware cs;spl;l jPk;nghUs; 

,Uf;fyhk;> mit cq;fs; rhjdj;ijg; ghjpf;fyhk; 

kw;Wk; juitj; jpUlyhk; my;yJ Nrjj;ij Vw;gLj;jyhk;.

Keyloggers: rpy jPq;fpiof;Fk; gad;ghLfs;> 

flTr;nrhw;fs; kw;Wk; gpw Kf;fpaj; jfty;fs; cl;gl 

ePq;fs; jl;lr;R nra;Ak; midj;ijAk; ifg;gw;Wk; 

keyloggers fis epWtyhk;.

epjp mghaq;fs;

Phishing Attacks: ek;gfkw;w gad;ghLfs; phishing attacks 
fis vspjhf;fyhk;> fpnubl; fhu;L tptuq;fs; kw;Wk; 

tq;fpr; rhd;Wfs; Nghd;w epjpj; jfty;fis toq;f 

gadu;fis Vkhw;wyhk;.

mq;fPfupf;fg;glhj guptu;j;jidfs;: ,e;j gad;ghLfs; 

mq;fPfupf;fg;glhj guptu;j;jidfisj; njhlq;fyhk;> ,J 

epjp ,og;Gf;F toptFf;Fk;.

rhjdk; kw;Wk; nel;nthu;f; rkurk;

&l; mZfy; Ruz;ly;fs; (Root Access Exploits): rpy Mg;];

ghjpg;Gfis gad;gLj;jp cq;fs; rhjdj;jpw;fhd Root 
mZfiyg; ngwyhk;> jhf;Fgtu;fSf;F cq;fs; 

rhjdj;jpd; kPJ KOf; fl;Lg;ghl;il toq;FfpwJ.

nel;nthu;f; jhf;Fjy;fs;: jPq;fpiof;Fk; gad;ghLfs; 

gpiza mikg;Gfis ifahsyhk; my;yJ cq;fs; 

nel;nthu;f;fpy; jhf;Fjy;fis elj;jyhk;> kw;w 

,izf;fg;gl;l rhjdq;fis rkurk; nra;ayhk;.

Ransomware
juT Fwpahf;fk;: Ransomware gad;ghLfs; cq;fs; juit 

vd;f;upg;l; nra;J mjd; ntspaPl;bw;F kPl;Fk; 

njhifiaf; Nfhuyhk;> ,J kPl;Fk; njhif 

nrYj;jg;glhtpl;lhy; juT ,og;Gf;F toptFf;Fk;.

milahs jpUl;L

ew;rhd;wpjo; mWtil: ek;gfkw;w gad;ghLfs; gy;NtW 

NritfSf;fhd cs;EioTr; rhd;Wfisj; jpUlyhk;> ,J 

milahsj; jpUl;L kw;Wk; cq;fs; fzf;FfSf;F 

mq;fPfupf;fg;glhj mZfYf;F toptFf;Fk;.

Ml;Ntu; kw;Wk; Njitaw;w tpsk;guq;fs;

CLUTk; tpsk;guq;fs;: rpy gad;ghLfs; CLUTk;

tpsk;guq;fisf; fhl;lyhk; my;yJ Ml;Ntiu epWtyhk;> 
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ETF mjpfhupfSf;fhd irgu; ghJfhg;G tpopg;Gzu;T 

jpl;lj;ij CERT elj;JfpwJ

CERT rkPgj;jpy; gzpahsu;fspd; ek;gpf;if epjp thupaj;jpd; (ETF) Nju;e;njLf;fg;gl;l murhq;f mjpfhupfSf;F Vw;g irgu; ghJfhg;G tpopg;Gzu;T 

jpl;lj;ij topelj;jpaJ. ,k;Kaw;rpahdJ> NextGenGov mwf;fl;lisapd; jpwd; Nkk;ghl;Lj; jpl;lj;Jld; ,ize;J xUq;fpizf;fg;gl;l jpwd; 

Nkk;ghl;Lj; jpl;lj;jpd; (ICBA) fPo;> ,yq;if jfty; kw;Wk; njhlu;ghly; njhopy;El;g Kftu; epWtdj;jhy; (ICTA) Vw;ghL nra;ag;gl;Ls;sJ.

tptpupthd ghJfhg;G eltbf;iffs; kw;Wk; ,iza mr;RWj;-upthd ghJfhg;G eltbf;iffs; kw;Wk; ,iza mr;RWj;-

jy;fspypUe;J nkd;nghUs; gad;ghLfisg; ghJfhg;gjpy; ehq;fs; jy;fspypUe;J nkd;nghUs; gad;ghLfisg; ghJfhg;gjpy; ehq;fs; 

epGzj;Jtk; ngw;Ws;Nshk; mjpetPd njhopy;El;gq;fs;> vq;fs; epGzj;Jtk; ngw;Ws;Nshk; mjpetPd njhopy;El;gq;fs;> vq;fs; 

Nritfspy; gpd;tUtd mlq;Fk;:Nritfspy; gpd;tUtd mlq;Fk;:

	• ghjpg;G kjpg;gPLfs;: nkhigy; gad;ghLfSf;F 

(Android, iOS, Harmony)> nkd;nghUs; gad;ghLfs;> 
,iza gad;ghLfs; kw;Wk; fl;lz Eiothapy;fs;.

	• FwpaPL kjpg;Giufs; kw;Wk; CLUty; Nrhjid:cq;fs; 

gad;ghLfspy; rhj;jpakhd gytPdq;fis milahsk;

fhZjy;.

	• nray;jpwd; kpf;f ghJfhg;G eilKiwg;gLj;jy;: tYthd 

firewalls> CLUty; fz;lwpjy; mikg;Gfs; kw;Wk; 

Fwpahf;f newpKiwfs;.

	• ,zf;fk;: gzk; nrYj;Jjy; njhlu;ghd nkhigYf;fhd 

VAPT CBSL topfhl;Ljy;fspd; fPo; tpz;zg;gq;fs;.

	• ghJfhg;G gapw;rp kw;Wk; tpopg;Gzu;T: fy;tp kw;Wk; 

ghJfhg;G mr;RWj;jy;fisf; ifahs cq;fs; FOitr; 

rpj;jg;gLj;Jjy;.

	• ghJfhg;G epfo;T gjpy;: cldb eltbf;if ghJfhg;G 

rk;gtq;fisj; jzpf;fTk; jPu;f;fTk;.

vq;fSld; $l;LNru;tjd; %yk; cq;fs; nkd;nghUs; gad;ghLfs; 

cUthFk; ,iza mr;RWj;jy;fSf;F vjpuhf kPs;jd;ikAld; 

,Ug;gij cWjpnra;fpNwhk;> cq;fspd; kjpg;Gkpf;f juT 

xUikg;ghL kw;Wk; ufrpaj;jd;ikiag; ghJfhf;fpNwhk;.

,J jPq;fpiof;Fk; ,izajsq;fSf;Fj; jpUg;gptpLtjd; 

%yk; vupr;rY}l;Lk; kw;Wk; jPq;F tpistpf;Fk;.

Fiwf;fg;gl;l rhjd nray;jpwd;

Mjhu tbfhy;: jPq;fpiof;Fk; gad;ghLfs; Fwpg;gplj;jf;f 

mikg;G tsq;fis cl;nfhs;syhk;> cq;fs; rhjdj;ij 

nkJthf;fyhk; kw;Wk; Ngl;lupia tpiuthf tbfl;lyhk;.
 

cq;fis vt;thW ghJfhj;Jf; nfhs;tJ

1. mjpfhug;G+u;t Apps ];Nlhu;fspy; ,Ue;J gjptpwf;fk; nra;Ae;fs;: 

Google Play Store kw;Wk; Apple App Store Nghd;w 
ek;gfkhd Mjhuq;fspy; ,Ue;J kl;LNk gad;ghLfisg; 

gjptpwf;fTk;.

2. Mg;]; mDkjpfisr; rupghu;f;fTk;: Apps NfhUk; mDkjpfis 

kjpg;gha;T nra;J> mjd; nray;ghl;bw;F mit mtrpak; 

vd;gij cWjpg;gLj;jTk;.

3. kjpg;Giufs; kw;Wk; kjpg;gPLfisg; gbf;fTk;: 

gad;ghl;bd; ek;gfj;jd;ikia mstpl gadu; 

kjpg;Giufs; kw;Wk; kjpg;gPLfisr; rupghu;f;fTk;.

4. ghJfhg;G nkd;nghUis epWtTk;: cq;fs; rhjdj;ij 

];Nfd; nra;J ghJfhf;f> Gfo;ngw;w itu]; jLg;G kw;Wk; 

khy;Ntu; vjpu;g;G gad;ghLfisg; gad;gLj;jTk;.

5. cq;fs; rhjdj;ijg; GJg;gpj;j epiyapy; itj;jpUq;fs;: mwpag;gl;l 

ghjpg;Gfis rupnra;a cq;fs; ,af;f Kiwik kw;Wk; 

gad;ghLfis njhlu;e;J GJg;gpf;fTk;.

6. Jailbreaking my;yJ Rooting nra;tijj; jtpu;f;fTk;: ,J 

cq;fs; rhjdj;ij $Ljy; ghJfhg;G mghaq;fSf;F 

Mshf;Fk;.

7.,izg;Gfs; kw;Wk; gjptpwf;fq;fs; Fwpj;J vr;rupf;ifahf ,Uq;fs;: 

re;Njfj;jpw;fplkhd ,izg;Gfisf; fpspf; nra;tijNah 

rupghu;f;fg;glhj %yq;fspypUe;J gad;ghLfisg; 

gjptpwf;FtijNah jtpu;f;fTk;.

vr;rupf;ifahf ,Ug;gjd; %yKk;> jLg;G eltbf;iffis 

Nkw;nfhs;tjd; %yKk;> ek;gj;jfhj nkhigy; 

gad;ghLfSld; njhlu;Gila ghJfhg;G kPwy;fspd; 

mghaj;ijf; fzprkhff; Fiwf;fyhk;

tpupthd nkd;nghUs; ghJfhg;G Nritfs;

Our Services
,yq;if mgptpUj;jp epu;thf epWtdj;jpy; murhq;f 

mjpfhupfSf;F ,izag; ghJfhg;G njhlu;ghd ISC2 CC 
gapw;rpj; jpl;lj;ij ,yq;if CERT mz;ikapy; elj;jpaJ. 

,e;jg; gapw;rp ISC2 CC f;F gq;Nfw;ghsu;fSf;Fj; jFjp 

mspf;fpwJ rhd;wpjo;. nghJj;Jiwapy; ,iza 

ghJfhg;ig NkYk; guhkupf;f Njitahd Mjuit 

toq;FtNj ,jd; Nehf;fk; jPtpukhf. ,e;j jpl;lk; ISC2 
My; Mjupf;fg;gl;lJ nfhOk;G mj;jpahak;.

xU ISC2 CC gapw;rp jpl;lk;


