
cx.u Apps Tngu ;¾ckhla fjkafka 
fldfyduo @

úYajdi l<fkdyels uQ,dY%  u.ska ,efnk cx.u ÿrl:k 

ioyd jQ Apps Ndú;d lsÍfï§ tajdfha uQ,hka" l%shdldß;ajh 

yd i;Hdmkh jeks lreKq .ek ie,ls,su;a fkdjqk fyd;a 

wdrlaIl wjodkulg uqyqK§ug Tng isÿjKq we;¡ fuu 

fhÿï mßYS,lhskag ydks lsÍug" mqoa.,sl o;a; fidrlï 

lsÍug" fyda Wmdx.fha wdrlaIdjg ydks lsÍug ks¾udKh 

lrKq ,efí¡ tuksid úYajdi l<fkdyels cx.u fhÿï 

fudkjdo iy tajdhska we;s jk wjodkï fudkjdo hkak 

ms<sn| oekqula ,nd.ekSu jeo.;a¡

jHdc cx.u Apps ,laIK
1¡ fkdokakd fyda ;yjqre fkdl< uQ,dY%

fujeks Apps ks,jYfhka imhk uQ,dY% 

(Google play store,Apple app store) fïjd nd.; l, 

fkdyels w;r ta fjkqjg f;jk md¾Yùh fjí wvúj, fyda 

úl,am Apps .nvdj,ska imhkq ,efí¡

2¡ wjYH m%udKhg jvd Permissions b,a,Sï

iïnkaO;d" mKsúv" ia:dkh" leurdj iy uhsl%f*dakh fj; 

m%fõYùu jeks tajdfha l%shdldÍ;ajh i|yd wjYH m%udKhg 

jvd m%fõYhka fuu Apps b,a,d isáKq olakg mq¿jka ¡

3¡ oafõI iy.; wruqKq

fuu Apps ks¾udKhlr we;af; wksIag uDÿldx." T;a;= 

uDÿldx." weâfjhd¾" fyda lmamï uDÿldx. mßYS,lhdf.a 

Wmdx.hg we;=,a lsÍfï wruqfKks¡

4¡ mqoa.,dfrdamKh fyda laf,daklrKh

fuu Apps ks;Hdkql=, Apps fuka jHdc f,i fmksisáñka 

mßYS,lhka /jàu iy f;dr;=re fidrlï lsÍu isÿlrhs¡

5¡ wkdrlaIs; fla;SlrKh (Insecure Coding)
wkdrlaIs; fla;kh lrk ksid" fuu Apps u.ska 

wkfmalaIs;j mßYS,l o;a; fyda Wmdx. ÿ¾j,;d fy<sorõ 

lrhs¡fujeks úYajdi l<fkdyels cx.u Apps Ndú;d lsÍu 

;=<ska nrm;, wdrlaIl wjodkï we;s l< yelsh¡ tjeks 

fhÿï Ndú;d lsÍu yd iïnkaO uQ,sl wdrlaIl .eg¿ yÿkd 

.ksuq¡

o;a; fidrlï lsÍu iy ryiH f;dr;=re wdl%uKh

mqoa.,sl f;dr;=re fj; m%fõYh

fujeks jHdc Apps u.ska App iïnkaO;d" mKsúv" 

PdhdrEm" iy ia:dkh jeks mqoa.,sl o;a; fj; m%fõY ùug 

wjir b,a,d isáh yel¡tu.ska tu o;a; tl;= lr wksis f,i 

Ndú;d l< yelsh¡

wkjir o;a; tl;= lsÍu

fuu fhÿï mßYS,l wkque;shlska f;drj ixfõ§ f;dr;=re 

/ia lr tajd f;jk md¾Yjhka iuÕ fnod .; yels w;r" 

th ryiH;d lv lsÍïj,g ;=vq fohs¡

wksIag uDÿldx. iy T;a;= uDÿldx.
wksIag uDÿldx. (Malicious Software)
fuu jHdc Apps j, ffjria" fg%dacka iy T;a;= uDÿldx. 

we;=¿ wksIag uDÿldx. wvx.= úh yels w;r" tajd Tfí 

ÿrl;khg ydks l< yels w;r o;a; fidrlï lsÍug fyda 

ydks lsÍug fya;= úh yel¡
Keyloggers
fujeks wksIag fhÿï uÕska uqrmo iy wfkl=;a ixfõ§ 

f;dr;=re we;=¿j Tn ghsma lrk iEu fohlau .%yKh 

lr.; yels keyloggers ia:dmkh lrkq we;¡

uQ,H wjodkï
;;=nEï m%ydr (Phishing Attacks)
fujek Apps u.ska" fl%äÜ ldâ úia;r iy nexl= fYaim;% 

jeks uQ,H f;dr;=re ,nd.ekSug mßYS,lhka rjgd ;;=nEï 

m%ydrj,g myiqlï ie,ish yel¡

wkqu; fkdl< .kqfokq

fuu fhÿïj,g wkjir .kqfokq wdrïN l< yels w;r" 

tu.ska Tnf.a nexl= ;eïm;= meyer.kq we;¡

Wmdx.h iy cd, iïuq;sh
Wmdka.  iy cd, moaO;s fj; wkjir m%fõY

iuyr Apps Tnf.a mß.Kl Wmdx.hkg wkjir m%fõY 

,nd .ekSfuka" m%ydrlhkag Tfí Wmdx.fha mQ¾K md,kh 

,nd fohs¡

cd, m%ydr

jHdc Apps j,g cd, ieliSï yeisrùug fyda Tfí cd,hg 

m%ydr t,a, lsÍug" wfkl=;a iïnkaê; Wmdx.j,g ydks 

lsÍug yelsh¡

Ransomware
Data Encryption: 
Ransomware fhÿïj,g Tfí o;a; ixfla;kh l< yels 

w;r th uqod yeÍu i|yd lmamï uqo,la b,a,d isáh yel" 

lmamï uqo, fkdf.jkafka kï o;a; wysñ ùug fya;= úh

yel¡                                                        

wkkH;d fidrlu
wkkH;d m%fhdackhg .ekSu 

fuu Apps úúO fiajdjka i|yd wjYH wkkH;d fidrlï 

l< yels w;r" wkkH;d fidrlï lsÍug iy Tnf.a .sKqï 

fj; wkjirfhka m%fõY ùug tu.ska yelsfõ¡
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mq¿,a wdrlaIl l%ufõo iy w;s kùk ;dlaIKh Tiafia 

ihsn¾ ;¾ckj<ska uDÿldx. fhÿï wdrlaId lsÍu ms<sn|j 

úfYaI{ oekqfuka wms ikakoaOj isákafkuq¡ Tnf.a 

fhÿïj,g t,a, úh yels wk;=re y÷kd .ekSu i|yd 

wm úiska mq¿,a wjodkï ;lafiare" fla; iudf,dapk iy 

úksúohEï mÍlaIK mj;ajkq ,efí Tfí uDÿldx.h ihsn¾ 

m%ydrj,g Tfrd;a;= fok nj iy;sl lsÍu i|yd l%shdldÍ 

wdrlaIdj flfrys wjOdkh fhduq lrñka" Yla;su;a 

*h¾fjda,a" wdl%uK y÷kd.ekSfï moaO;s iy ixfla;dxlk 

fm%dfgdaflda, wm úiska l%shd;aul lrkq ,efí¡ wmf.a 

m%ùKhka kj;u wdrlaIK m%jK;d ms<sn|j hdj;ald,Sk 

oekqfuka ikakoaOj isák w;r" wLKav wëlaIK iy isÿùï 

i|yd laIKsl m%;spdr iemhSfï yelshdj wm i;= fõ¡ wm 

iuÕ f.dvk.d

.kakd yjq,aldÍ;ajh ;=<ska" mßKduh jk ihsn¾ ;¾ckj<ska 

Tfí uDÿldx. fhÿï wdrlaId ù we;s nj iy Tfí jákd 

o;a;j, wLKav;dj iy ryiHNdjh wdrlaId ù we;s nj 

;yjqre lr.; yelshs¡ 
• cx.u fhÿï i|yd wjodkï ;lafiarej ‐wekafrdhsâ 
   ^Android&" whs´tia ^IOS&" iy yduks ^Harmony&
• uDÿldx. fhÿï" fjí fhÿï iy f.ùï oajdr i|yd
   wjodkï ;lafiarej

 • CBSL ud¾f.damfoaY hgf;a f.ùï iïnkaO cx.ufhÿï
   i|yd VAPT
 • wdrlaIKh ms<sn| mqyqKqj iy oekqj;a lsÍu

• wdrlaIK isÿùïj,g m%;spdr oelaùu

fiajd kshqla;slhkaf.a Ndr wruqo,a uKav,fha ^ETF& f;dard.;a rdcH ks,OdÍka i|yd ihsn¾ wdrlaIdj ms,sn| oekqj;alsÍfï jevigykla 

miq.shod meje;aúKs¡ Y%S ,xld f;dr;=re yd  ikaksfõok ;dlaIK ksfhdað;dh;kh ^ICTA& u.ska" ixúOdkh l< taldnoaO Odß;d  m%j¾Ok 

jevigyk ^ICBA& hgf;a NextGenGov Odß;d m%j¾Odkh lsÍfï mokï jevigyk ^NextGenGov Foundation Capacity 
Building Program& iu. tlaj fuu oekqj;alsÍu isÿflßK¡ 

ihsn¾ m%ydrj<ska uDÿldx. fhÿï 
wdrlaId lr .ekSu

ETF ks,OdÍkag ihsn¾ wdrlaIdj .ek oekqj;a lsÍula' 

Our Services

wdl%uYS,s iy wkjYH oekaùï
wdl%uKYS,S oekaùï 

iuyr Apps u.ska wksIag fjí wvúj, we;s lrorldÍ iy ydkslr 

úh yels wdl%uKYS,S fj<| oekaùï fhduqlsÍfuka wkjYH lror 

we;sfõ¡

mß.Kl Wmdx.j, laßhdldß;ajh wvmklsßu¡
iïm;a .,dhï wksIag wmamaia u.ska Tnf.a cx.u 

ÿrl;kfha Odß;djka úYd, f,i mßyrKh lsÍu ksid" Tfí 

Wmdx.h ukao.dó lrhs iy negßh blaukska neihhs¡

Tnj wdrlaId jkafka flfiao
1¡ ks, Apps nd.;lr.kak¡ Google Play Store iy Apple Apps Store 
jeks úYajdiodhl uQ,dY%j,ska muKla fhÿï nd.;lr.kak¡
2¡ Apps m%fõYhka .ek mÍlaIdldßjkak¡ Apps b,a,d isák 
m%fõYhka tys l%shdldÍ;ajh i|yd wjYHuo hkak .ek mßlaId 

ldßjkak¡
3¡ m%;spdr iy fYa%Ks.; lsÍï lshjkak¡ Apps tfla
úYajdikSh;ajh uek ne,Sug mßYS,l iudf,dapk iy fYa%Ks.; 
lsÍï mÍlaId lrkak¡
4¡ wdrlaIl uDÿldx. ia:dmkh lrkak¡ Tnf.a ÿrl:kh" Wmdx.h 
ialEka lsÍug iy wdrlaId lsÍug ms<s.;a m%;s
jhsri iy m%;s‐wksIag uDÿldx. Apps fhÿï Ndú;d lrkak¡
5¡ Tnf.a cx.u ÿrl:kh hdj;ald,Skj ;nd.kak¡ 
wkdrlaIs;;d y÷kd .ekSug Tnf.a fufyhqï moaO;sh iy Apps 
ks;sm;d hdj;ald,Sk lrkak¡
6¡ ine¢ iy nd.; lsÍï .ek m%fõYï jkak¡ iel iys; ine¢ 
(Links) la,sla lsÍfuka fyda i;Hdmkh fkdl< uQ,dY%j,ska fhÿï 
nd.;lsÍfuka j<lskak¡

iqmÍlaIdldÍj isàfuka iy wdrlaIl mshjr .ekSfuka" Tng jHdc 
cx.u Apps yd iïnkaO wdrlaIl .eg¿ ie,lsh hq;= f,i wvq l< 
yelsh¡

rdcH ks,OdÍka ioyd ISC2 CC 
mqyqKq jevigykla¡

Y%S ,xld i¾Ü CERT wdh;kh iy ISC2 Colombo 
Chapter tlaj" rcfha ks,Odßka i|yd mj;ajKq ,nk 
ihsn¾ wdrlaIdj ms,sn| ISC2 CC mqyqKq jevigyk 
miq.shod Y%S ,xld ixj¾Ok mßmd,k wdh;kfha§ wdrïN 
lrk ,È¡ 

fuu.ska f;dard.;a rdcH ks,OdÍka ISC2 CCiy;slh ,eîug 
wjYH mqyqKqj ,nkq we;¡ rdcH wxYfha ihsn¾ wdrlaIdj 
jvd;a úêu;aj mj;ajd.k hdug wjYH iydh ,nd§u fuys 
wruqkhs¡ fïioyd  ISC2 iy ISC2 ys Colombo Chapter 
iydhfõ¡

fuu jevigyk u.ska f;dard.;a rdcH ks,OdÍka 1000la 
mqyqKq lsÍu yd ISC2 CC iqÿiqlu ,nd §ug wjYH lghq;= 
ie,iqï lr we;¡


