
,iza ghJfhg;G Fwpj;J muR mjpfhupfSf;F 

gapw;rp mspg;gjpy; jdpahu; Jiwf;F Mjutspf;fTk;

,yq;if CERT MdJ ,yq;if jfty; njhopy;El;g 

njhopw;rq;f rk;Nksdk; (FITIS) kw;Wk; ISC2 nfhOk;G 

mj;jpahaj;Jld; xU mw;Gjkhd gazj;ij 

Nkw;nfhs;fpwJ> Vg;uy; 3 Mk; jpfjp SLIDA ,y; xU 
Kf;fpakhd Gupe;Jzu;T xg;ge;jj;jpy; ifnaOj;jplg;gl;lJ. 

,e;j njhiyNehf;F xj;Jiog;G mLj;j ,uz;L 

Mz;Lfspy; 1>000 murhq;f mjpfhupfSf;F topfhl;Ljy; 

kw;Wk; gapw;rp mspg;gjw;Fk;> murhq;f epWtdq;fs; kw;Wk; 

gue;j tpepNahfr; rq;fpyp Rw;Wr;R+oYf;Fs;Sk; ,izag; 

ghJfhg;Gj; jpwid Nkk;gLj;Jtjw;Fk; fsj;ij 

mikf;fpwJ.

vg;NghJk; tsUk; b[pl;ly; epyg;gug;gpy;>xj;Jiog;G 

ntw;wpf;fhd jpwTNfhyhf ntspg;gLfpwJ. ,yq;if 

jfty; njhopy;El;g njhopw;rq;f rk;Nksdk; (FITIS) kw;Wk; 
ISC2 nfhOk;G mj;jpahak; Mfpatw;Wldhd vq;fs; 

$l;lhz;ik %yk;> GJik> mwpTg; gupkhw;wk; kw;Wk; $l;L 

tYT+l;ly; Mfpatw;wpd; fyhr;rhuj;ij ehq;fs; 

cau;j;JfpNwhk;. ,e;j Gupe;Jzu;T xg;ge;jk; ,izag; 

ghJfhg;Gf; fy;tpia Nkk;gLj;Jjy;> tpopg;Gzu;it 

mjpfupg;gJ kw;Wk; njhopy;Kiw tsu;r;rpia 

tsu;g;gjpy; vq;fspd; cWjpg;ghl;il mbf;Nfhbl;Lf; 

fhl;LfpwJ. xd;whf> b[pl;ly; nlhikdpd; rpf;fy;fis 

ek;gpf;ifAlDk; nefpo;r;rpAlDk; topelj;j> murhq;f 

mjpfhupfSf;Fk; rg;is nrapd; gq;Fjhuu;fSf;Fk; 

mjpfhuk; mspg;Nghk;.

ifnahg;gkpLk; epfo;tpy; fye;Jnfhz;l nfsut 

mjpjpfshd nfsut. fdf N`uj;> njhopy;El;g 

,uh[hq;f mikr;ru;> fyhepjp ju;k= FkhuJq;f> 

njhopy;El;g mikr;rpd; nrayhsu; jpU.ehyf fSntt> 

SLIDA ,d; gzpg;ghsu; ehafk;> ,yq;iff;fhd 

mnkupf;fj; J}jufj;jpypUe;J jpU.md;l;& \pd;> jpU. [df 

rk;gj; - ,yq;if CERT jiytu; (Actg)> CEO (Actg) Dr. 
fdp\;f fUzhNrd> FITIS ,d; jiytu; jpU. ,e;jpf 
b nrha;rh kw;Wk; ISC2 nfhOk;G gpuptpd; jiytu; jpU. 

R[pj; fpwp];b. FITIS ,d; gpujk epiwNtw;W mjpfhup jpU. 

n[arpwp mkuNrd.
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cj;jpNahfG+u;t flikfis 

epiwNtw;w gzpahsu;fs; jq;fs; 

jdpg;gl;l kbf;fzpdpfs;> 

];khu;l;Nghd;fs; kw;Wk; tabs 
gad;gLj;j epWtdk; 

mDkjpf;fhJ. ,Ug;gpDk;> ISC My; epu;zapf;fg;gl;l 

Fwpg;gpl;l R+o;epiyapy;> ISO ,d; Nkw;ghu;itapd; fPo;> 
cj;jpNahfG+u;t flikfisr; nra;a> Nju;e;njLf;fg;gl;l 

gzpahsu;fs; jq;fs; jdpg;gl;l rhjdq;fisg; gad;gLj;j 

mikg;G mDkjpf;fyhk;. ,JNghd;w R+o;epiyfspy;> 

mj;jifa rhjdq;fis epWtdj;Jld; rupahd 

Kiwapy; gjpTnra;J> me;j rhjdq;fs; ,e;jf; 

nfhs;ifAld; ,zq;Ffpd;wdth vd;gij 

cWjpg;gLj;JtJ mtrpak; MFk;.

vt;thwhapDk;> ve;jnthU R+o;epiyapYk; "ufrpak;" kw;Wk; 

"kiwthd" vd tifg;gLj;jg;gl;l jftiyr; 

nrayhf;fNth my;yJ Nrkpf;fNth gzpahsu;fspd; 

jdpg;gl;l rhjdq;fs; gad;gLj;jg;glkhl;lhJ.

cj;jpNahfG+u;t flikfisr; nra;a Copau;fspd; 

jdpg;gl;l rhjdq;fs; gad;gLj;jg;gLk; NghJ> gadu; 

fzf;Ffs; tiuaWf;fg;gl;l rYiffSld; 

mikf;fg;gLtijAk;> tYthd flTr;nrhw;fs; kw;Wk; 

Multifactour mq;fPfhuj;Jld; fzf;Ffs; 

ghJfhf;fg;gLtijAk;> Malware nkd;nghUs; epWtg;gl;L> 
Auto Updatefs; ,af;fg;gl;bUg;gijAk; epWtdk; cWjp 

nra;Ak;. gad;ghl;L nkd;nghUs; kw;Wk; 

gad;gLj;jg;gLk; gpw gad;ghl;L nkd;nghUs;fs; 

Njitahd Patch GJg;gpg;GfSld; nry;YgbahFk; 

cupkq;fisf; nfhz;Ls;sdth vd;gijAk; epWtdk; 

cWjp nra;Ak;.jlatpay; tprhuizapd; NghJ>flik 

Nehf;fq;fSf;fhfg; gad;gLj;jg;gLk; jdpg;gl;l 

rhjdq;fspy; jdpg;gl;l kw;Wk; epWtdj; jfty;fis 

tprhupf;f my;yJ tprhuiz Nehf;fq;fSf;fhf 

mj;jifa rhjdq;fisj; jf;fitj;J> rl;lj; Njitfspd; 

Ngupy; mtw;iw murhq;f Kftu; my;yJ fl;rpfSf;F 

tpLtpg;gjw;fhd cupikia epWtdk; nfhz;Ls;sJ. 

jdpg;gl;l rhjdj;jpd; ghJfhg;G rhjdj;jpd;

cupikahsupd; nghWg;ghFk;. rhjdj;ijg; 

gad;gLj;Jtjhy; jdpg;gl;l juT ,og;G cl;gl 

rhjdj;jpw;F Vw;gLk; ,og;G my;yJ Nrjj;jpw;F epWtdk; 

nghWg;Ngw;fhJ

,zf;fk;: midj;J muR epWtdq;fSf;Fk; nghUe;Jk;

Policy cj;jpNahfG+u;t Ntiyf;fhd jdpg;gl;l rhjdq;fisg; 

gad;gLj;Jtjw;fhd nfhs;if
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irgu; ghJfhg;gpw;F AI xU mr;RWj;jyh?

thbf;ifahsu;fs; jq;fs; md;whl tho;tpy; AI 
fUtpfis xUq;fpizf;Fk;NghJ> czit epu;tfpg;gJ 

Kjy; kUj;Jt MNyhrid ngWtJ tiu> ghJfhg;G 

kw;Wk; Nkhrb mghaq;fs; gw;wpa ftiyfs; vOfpd;wd. 

"KPMG Ma;T mwpf;ifapd; mbg;gilapy; jfty; 

ghJfhg;G ,jopd; fz;Lgpbg;Gfs;> ed;F nray;gLj;jg;gl;l 

AI gad;ghLfspy; $l rhj;jpakhd ghjpg;Gfis 
vLj;Jf;fhl;Lfpd;wd. Efu;Nthu; ,e;j mikg;Gfspy; 

Kf;fpakhd jfty;fis tpUg;gj;Jld; cs;sPL nra;J> 

jq;fisj; jPq;F tpistpf;ff; $ba rhj;jpaf;$Wfis 

ntspg;gLj;Jfpd;wdu;. ,J jdpegu;fis Mgj;jpy; 

Mo;j;JtJ kl;Lky;yhky; tzpfq;fs; kw;Wk; xl;Lnkhj;j 

,izag; ghJfhg;G newpKiwfisAk; ghjpf;fpwJ.

Efu;Nthupy; fzprkhd gFjpapdu;> AI fUtpfisg; 
gad;gLj;Jk; NghJ> ngUk;ghYk; gpd;tpisTfisf; 

fUj;jpy; nfhs;shky;> mghafukhd elj;ijapy; 

<LgLtjhf fzf;nfLg;G Rl;bf;fhl;LfpwJ. %d;wpy; xU 

gFjpapdu; (38%) epjpj; jftiy cs;spLtij 

xg;Gf;nfhs;fpwhu;fs;> mNj Neuj;jpy; 27% Ngu; Kftupfs; 

my;yJ gpwe;j jpfjp Nghd;w jdpg;gl;l tptuq;fis 

ntspapLfpd;wdu;. milahs jpUl;L> epjp Nkhrb kw;Wk; 

gpw Nkhrkhd eltbf;iffSf;F irgu; Fw;wthspfSf;F 

,j;jifa juT tpiykjpg;gw;wJ.

Efu;Nthupy; fzprkhd gFjpapdu;> AI fUtpfisg; 
gad;gLj;Jk; NghJ> ngUk;ghYk; gpd;tpisTfisf; 

fUj;jpy; nfhs;shky;> mghafukhd elj;ijapy; 

<LgLtjhf fzf;nfLg;G Rl;bf;fhl;LfpwJ. %d;wpy; xU 

gFjpapdu; (38%) epjpj; jftiy cs;spLtij 

xg;Gf;nfhs;fpwhu;fs;> mNj Neuj;jpy; 27% Ngu; Kftupfs; 

my;yJ gpwe;j jpfjp Nghd;w jdpg;gl;l tptuq;fis 

ntspapLfpd;wdu;. milahs jpUl;L> epjp Nkhrb kw;Wk; 

gpw Nkhrkhd eltbf;iffSf;F irgu; Fw;wthspfSf;F 

,j;jifa juT tpiykjpg;gw;wJ.

irgu; fpiukpdy;fs; Vw;fdNt jq;fs; jhf;Fjy; 

Kiwfis Nkk;gLj;j mstplf;$ba AI fUtpfisg; 
gad;gLj;Jfpd;wdu;. ufrpaj; jftiyg; gfpu;e;J 

nfhs;tjw;fhd Efu;Nthu; tpUg;gk; ,e;j mr;RWj;jiy 

mjpfg;gLj;JfpwJ. deep fake AI Nghd;w tsu;e;J tUk; 
mghaq;fSld; ,ize;J> b[pl;ly; epyg;gug;G tQ;rf 

jhf;Fjy;fSf;F mjpf ghjpg;ig vjpu;nfhs;fpwJ.

ngUk;ghyhd gadu;fs; (59%) njhopy;El;gj;ijg; gw;wp 
jq;fis mwpe;jtu;fshff; fUjpdhYk;> gyu; ,d;Dk; 

Mgj;jhd NkhrbfSf;F ,iuahfpwhu;fs;. ,JNghd;w 

rk;gtq;fSf;F Efu;Nthiu Fw;wk; rhl;LtJ 

rhjhuzkhfptpl;lJ> ,Ug;gpDk; epjpr; Nritfs; (25%)> 
Rfhjhuk; (18%)> kw;Wk; muR (15%) Nghd;w Jiwfs; 
fLikahd tpjpKiwfSf;F thjpLfpd;wd. Vwf;Fiwa 

20% midj;J JiwfSk; xNu juepiyia filgpbf;f 

Ntz;Lk; vd;W ek;Gfpd;wdu;. ,Ug;gpDk;> Mgj;Jf;fisj; 

jzpf;f tpopg;Gzu;Tld; b[pl;ly; njhopy;El;gq;fisg; 

gad;gLj;Jtjpy; Efu;NthUk; nghWg;Ngw;fpwhu;fs;."

jiyik jfty; njhopy;El;g mjpfhupfSf;fhd ,yq;if 

nru;l; epWtdk; Vw;ghL nra;j ,iza ghJfhg;G 

gapw;rp newpapy;;> mur epWtdq;fspd; cjtp jfty; 

njhopy;El;g mjpfhupfs; (ISO/AISO) Mfp mjpfhupfs; 

gq;Fgw;wpdu;. 37 muR epWtdq;fisr; Nru;e;j 60 

mjpfhupfs; tpohtpy; fye;J nfhz;ldu;. NkYk;> ,iza 

ghJfhg;G kw;Wk; ,iza ghJfhg;G rk;gtq;fis 

nghJkf;fSf;F jpwk;gl Gfhuspg;gJ Fwpj;J 

gj;jpupf;ifahsu;fSf;F fy;tp mspf;fg;gl;lJ. 

,e;epfo;r;rpapy; fye;J nfhz;l ehw;gJ 

Clftpayhsu;fSk; rhd;wpjo;fisg; ngw;wdu;.

njhopy;El;g ,uh[hq;f mikr;ru; jpU fdf N`uj; 

irgu; nrf;A+upl;bapy; gapw;rp Kbj;j muR mjpfhupfs; kw;Wk; 

gj;jpupifahsu;fSf;F rhd;wpjo;fs; toq;fg;gl;ld.
gpujk mjpjpahf fye;J nfhz;L rhd;wpjo; toq;Fk; 

epfo;T SLIDA ,y; ,lk;ngw;wJ. fye;Jnfhz;ltu;fspy;> 

njhopy;El;g mikr;rpd; nrayhsu; fyhepjp ju;k= 

FkhuJq;f> SLIDA ,d; gzpg;ghsu; ehafk; ehyf 

fSntt> ,yq;iff;fhd mnkupf;f J}jufj;ijr; Nru;e;j 

md;l;& \pd;> ,yq;if nru;l;bd; gjpy; jiytu; [hdf 

rk;gj;> Sri Lanka Cert ,d; CEO fyhepjp fdp\;f 

fUzhNrd> FITIS ,d; jiytu; ,e;jpf;f b nrha;rh 
kw;Wk; ISC2 nfhOk;G gpuptpd; jiytu; jpU. R[pj; fpwp];b 

MfpNahu; fye;Jnfhz;ldu;.


