
,yq;ifapd; ,iza ghJfhg;G %Nyhgha 
mgptpUj;jpf;F cyf tq;fpapd; MjuT.

,yq;ifapd; ,izag; ghJfhg;G %Nyhgha elbf;iffSf;F cyf tq;fp xj;Jiog;G toq;fpAs;sJ. 

,jw;fikthf ,yq;if CERT epWtfk; cyf tq;fpapd; xj;Jiog;Gld; 2024 2027 tiuapyhd 

mLj;j ehd;F Mz;Lfis ,yf;fhff; nfhz;L ,yq;ifapy; Njrpa ,izag; ghJfhg;G %Nyhghaj;ij 

Nkk;gLj;Jk; gzpfspy; jw;NghJ <Lgl;Ls;sJ. ,e;j %Nyhghaj;jpd; mbg;gil Nehf;fk; ,yq;ifapd; 

,izag; ghJfhg;ig tYg;gLj;JtJ kw;Wk; ,iza mr;RWj;jy;fSf;F <LnfhLf;Fk; Mw;wiy 

tYg;gLj;JtjhFk;.
mjw;fhf> ,yq;if CERT epWtfj;jpdhy; nghJ kw;Wk; jdpahu; epWtdq;fSf;F njhopy;> rl;lk; kw;Wk;

nfhs;is cs;spl;l gy;NtW Jiwfspy; nray;ghl;L uPjpayhd gq;fspg;Gld; njhlu; MNyhrid 

fUj;J gupkhwy; mku;Tfis elj;jptUfpwJ. ,jd; Clhf ,izag; ghJfhg;gpw;fhd xU gue;j %Nyhgha 

mZFKiwf;fhd mZfiy Kd;ndLf;ff; $bajhfTs;sJ. ,e;j %Nyhghaj;ij nray;gLj;Jtjd; %yk; 

milag;gl Ntz;ba Fwpf;Nfhs;fspy; (A) Kfhikj;Jt fl;likg;G kWMa;it nray;gLj;jy;> (B) 
jw;Nghija kw;Wk; vjpu;fhy njhopy;El;gj;jpw;fhd nfhs;iffis tFj;jy;> (C) tpopg;Gzu;it mjpfupj;jy;> 

(D) epGzj;Jt njhlu;Gfis Nkk;gLj;Jjy;> (E) rk;gtq;fs; njhlu;gpyhd gjpy;fis tYg;gLj;Jjy; kw;Wk; 

cs;slf;Fk; jpwd;fis Nkk;gLj;Jjy; (F) Njrpa ,iza ghJfhg;G eltbf;iffspd; cldb jpwd;fis 

mjpfupj;jy; (G) tpupTgl;l tifapy; gq;Fjhuu;fSf;F xj;Jiog;G toq;fy; (H) ru;tNjr njhlu;Gfis 
Nkk;gLj;Jjy; kw;Wk; ru;tNjr flikfis epiwNtw;Wjy; (I) cs;Shu; $l;lhz;ikfis Cf;Ftpj;jy; 

Kjyhdit Kf;fpakhFk;.

nrayw;w fzf;Ffis Google ePf;FfpwJ.
,uz;L Mz;Lfshf nray;glhky; ,Uf;Fk; 

midj;J Google fzf;FfisAk; nraypof;fr; 

nra;Ak; eltbf;if jw;NghJ Muk;gkhfpAs;sJ.

Google nfhs;iff;F mikthf> xU egu; ,uz;L 

Mz;LfSf;Fs; jdJ fzf;fpy; (Login Activity) 
cs;Eioatpy;iy vd;why; gaduhy; me;j fzf;F 

nrayw;wjhff; fUjg;gLfpwJ.

,jpy; cq;fs; Gmail fzf;ifr; rupghu;g;gJ 

kl;Lkpd;wp Youtube ghu;g;gJ my;yJ $Fs; 

Njly;fs;  my;yJ Playstore ,Ue;J; Apps 
gjptpwf;FtJ Mfpait mlq;Fk;.

,e;j Nehf;fq;fs; ehd;F Kf;fpa gFjpfshf 

tifg;gLj;jg;gl;Ls;sd. 
1- rl;l kw;Wk; xOq;FKiw fl;likg;Gfis 

Nkk;gLj;jy; 

2- mwpthw;wiy Nkk;gLj;Jjy;> 

3- nefpo;r;rp kw;Wk; gpd;D}l;lj;ij tYT+l;Ljy;

4- Gupe;Jzu;it Nkk;gLj;Jjy; KjyhditahFk;.

,e;j %Nyhgha mgptpUj;jp eltbf;iffSf;fhf> 

mikr;ruitapd; mq;fPfhuj;ij ngWtjw;F Kd;du;> 

,Jnjhlu;ghd tplaq;fs; nghJ kf;fspd; tpupthd  

MNyhridf;fhf Kd;itf;fg;gLk;. ,e;j ntsp-

g;gilahd mZFKiwapd; %yk;> KO ehl;bd-

Jk; Njitfs; kw;Wk; mgpyhi\fis gpujpgypf;Fk; 

tifapy; ,yq;iff;fhd Njrpa irgu; ghJfhg;G 

%Nyhghaj;ij (2024-2027) tFg;gjw;F vjpu;ghu;f;f-

g;gl;Ls;sJ.
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,JNghd;w fzf;Ffs; mfw;Wk; gzp Muk;gpf;fg;gLk; 

vd;W $Fs; fle;j Mz;L Nk khjk; vr;rupj;jpUe;jJ.

,e;jf; nfhs;iff;fhd mbg;gilf; fhuzk;>ghJfhg;G 

kPwy;fSf;F nrayw;w fzf;Ffspd; mjpfupj;j 

ghjpg;G kw;Wk; xOq;fikf;fg;gl;l Fw;wq;fspy; 

mtw;wpd; rhj;jpakhd jtwhd gad;ghLfNsahFk;.

$Ljyhd ghJfhg;igg; gw;wp mjpfk; rpe;jpf;fh-

ky; cUthf;fg;gLk; ,j;jifa fzf;Ffis irgu; 

Fw;wthspfs; vspjhfg;gad;gLj;jpf; nfhs;s KbAk;' 

vd;fpwhu; $Fs; epWtdj;jpd; Jizj; jiytu; &j; 

fpupl;r;yp. me;j fzf;Ffis jhf;Fgtu;fs; rpy 

Nfhupf;iffSf;F kpd;dQ;ry; mDg;g my;yJ 

egu;fspd; milahsq;fis jpUl gad;gLj;jyhk; 

vd;W epWtdk; NkYk; vr;rupf;fpwJ.

'gjpTnra;ag;gl;l vq;fs; Nritfis ePq;fs; ,dp 

gad;gLj;jhtpl;lhy;> fzf;fpw;F mq;fPfupf;fg;glhj 

mZfiyj; jLf;f' ,e;j eltbf;if 

vLf;fg;gl;ljhf gadu;fSf;F mwptpf;fg;gLtjhf 

Google njuptpj;Js;sJ.
gadu;fs; jq;fs; fzf;Ffis ePf;Ftjw;F 

Fiwe;jJ vl;L khjq;fSf;F Kd;dwptpg;ig 

toq;Ftjhf $Fs; $wpAs;sJ. xU fzf;if 

ePf;fpaTld;> mjDld; njhlu;Gila kpd;dQ;ry; ,dp 

fpilf;fhJ. NkYk; gioa kw;Wk; ,g;NghJ kPl;nlL-

f;fg;gl;l Kftupfis ahUk; jpUl KbahJ. 2022 

mwpf;iffspd;gb> jpdrup E -mail gad;ghL kl;Lk; 
121 gpy;ypaidj; jhz;bAs;sJ.

gy ngw;Nwhu;fs; jkJ gps;isfs; ,izaj;i-

jg; gad;gLj;Jtijg; gw;wp ftiyg;gLtJ mjd; 

%yk; Vw;glf;$ba ghjfkhd tpisTfspdhNyNa 

vd;gJ ,ufrpakhd tplaky;y. ,jdhy; cq;fs; 

gps;isfSf;F ,izaj;ij ghJfhg;ghd ,lkhf 

Nkk;gLj;Jtjw;F cq;fshy; kl;LNk KbAk;. vdNt 

,e;j eilKiwfis ePq;fNs gpd;gw;wyhk;.

1.cq;fs; gps;is ,izak; kw;Wk; r%f Clf

q;fis gad;gLj;Jk; NghJ mjid fz;fhzpf;fTk;.

2.Kd; gpd; mwpahj egu;fsplkpUe;J tUk; miog;G> 

FWQ;nra;jpfs; E-mail (kpd;dQ;ry;fs;) Fwpj;J 

ftdk; nrYj;Jq;fs;. 
3.r%f Clf ez;gu;fs; kw;Wk; jfty; gfpu;T gw;wp 

gps;isfsplk; NfSq;fs;. glq;fs; kw;Wk; tPbNah-

f;fis gfpu Ntz;lhk; vd mwpTWj;Jq;fs;.

4.ngw;Nwhu;fs; jkJ gps;isfspd; fzf;Ffspd; 

gadu; milahsq;fs; kw;Wk; flTr;nrhw;fisg; gw;wp 

mwpe;jpUf;f Ntz;Lk;. gy fhuzp Multi-factor 
Authentication mq;fPfhuk; Nghd;w ghJfhg;G 

eltbf;iffisAk; Nkw;nfhs;s Ntz;Lk;.

5.,izaj;Jld; njhlu;Ggl;l>itu]; vjpu;g;G 

nkd;nghUs; kw;Wk; tYthd flTr;nrhw;fs; 

cs;spl;l ghJfhg;G eltbf;iffs; midj;J 

rhjdq;fSf;Fk; gpd;gw;wg;gl Ntz;Lk;.

6.fw;wy; eltbf;iffs; cl;gl gpw Online nray;gh-
LfSf;Fg; gad;gLj;jg;gLk; Password flTr;n-
rhy;iy kw;wtu;fSld; gfpu;e;J nfhs;s Ntz;lhk;.

7.cq;fsJ kw;Wk; gps;isfspd; b[pl;ly; 

milahsj;ij r%f Clfq;fs; kw;Wk; gpw ,iza-

jsq;fspy; ntspg;gLj;Jk; vijAk; 

,Lifapl Ntz;lhk;.

8.gps;isapd; ,izag; ghJfhg;gpw;fhf ,iza 

toq;Feu;fspd; gupe;Jiuapd; Ngupy; mwpKfg;gLj;-

jg;gl;l rpwg;Gg; gad;ghLfis rupahd Kiwapy; 

gad;gLj;jTk;.

9.,iza mZfYf;Fg; gad;gLj;jg;gLk; fzpdpia 

midtUk; ghu;f;Fk; kw;Wk; cjtf;$ba ,lj;jpy; 

itf;fTk;. mjd; gad;ghl;bd; Neuj;ijf; fl;Lg;gLj;-

jTk; kw;Wk; gpw ntspg;Gw eltbf;iffspy; mijg; 

gad;gLj;jTk;.

10.,iza J\;gpuNahfk; VNjDk; ele;jhy; 

tpiutpy; rk;ge;jg;gl;l Jiwapduplk; KiwaplTk;.

Kaspersky ,d; gpuhe;jpa FO >,yq;if 
CERT epWtfj;jpw;F tp[ak;

Kaspersky ,d; gpuhe;jpa FOtpdu;> fle;j [dtup 

31Mk; jpfjp> ,yq;if CERT epWtfj;jpw;F tp[ak; 
nra;jdu;.gpuhe;jpa gzpg;ghsu; Genie Gan> murhq;f 

tptfhuq;fs; kw;Wk; nghJf; nfhs;if Kfhikah-

su; Siang Tiong> njd;fpof;F Mrpah kw;Wk; Mrpa 

tsu;e;J tUk; ehLfSf;fhd nghJ Kfhikahsu; 

Lee Heng> nghJ tptfhu Kfhikahsu; >(APAC) 
kw;Wk; Sam Yan- tpw;gidj; jiyik mjpfhup 

MfpNahu; ,e;j FOtpy; ,lk;ngw;wpUe;jdu;. gy;NtW 

jiyg;Gfspy; fye;JiuahlYf;fhd jskhf ,e;j 

re;jpg;G mike;jik Fwpg;gplj;jf;fJ.,e;j fye;Ji-

uahlypd; NghJ> Kaspersky gpujpepjpfs; mtu;spd; 

rkPgj;jpa Kd;Ndw;wq;fs;> mtu;fspd; murhq;f 

$l;lhz;ik jpl;lq;fs;> ,iza ghJfhg;G %Nyhgha 

Nkk;ghl;by; fhzg;gl;Ls;s Kd;Ndw;wq;fs; kw;Wk; 

jpwd; Nkk;ghl;bw;fhd jw;Nghija jpl;lq;fs; cl;gl 

Ez;zwpT Fwpj;j tplaq;fis gfpu;e;Jnfhz;ldu;. 

NkYk;> mtu;fs; kw;w ehLfspy; Njrpa mstpyhd 

Kaspersky apd; <LghLfisAk; tpupthff; 
njspTgLj;jpdu;.

,f;fye;Jiuahlypd; %yk; Kaspersky kw;Wk; 
Sri Lanka CERT epWtfj;jpw;fpilNa Gupe;Jzu;T 
tYg;gLj;jg;gl;lJld; ,iza mr;RWj;jy; 
Ez;zwpitg; gfpu;jy; Gydha;T jfty;fis 
gupkhwpf;nfhs;sy;>jpwd; Nkk;ghl;bw;F cjTjy;> 
%Nyhghak; kw;Wk; nfhs;if Nkk;ghl;bw;F epG-
zj;Jtk; toq;Fjy; cs;spl;l gy;NtW Jiwf-
spy; ,yq;if CERT epWtfj;jpw;F xj;Jiog;ig 
toq;fTk; tpUg;gk; njuptpf;fg;gl;lJ. ehl;bd; 
,iza ghJfhg;G jpwd; kw;Wk; jahu;epiy 
eltbf;iffis Nkk;gLj;Jtjw;fhf  ghJfh-
g;G jPu;Tfs; kw;Wk; Nrit toq;Feu;fs; kw;Wk; 
,j;Jiwapy; cs;s ,iza ghJfhg;G mik-
g;GfSf;F ,ilNaahd xj;Jiog;gpd; Kf;fpa-
j;Jtk; ,e;j fye;Jiuahlypd; NghJ typAWj;-
jg;gl;lJ.

cq;fs; gps;isf;F ,izaj;ij 

ghJfhg;ghd ,lkhf Mf;FNthk;

www.cert.gov.lk
www.onlinesafety.lkreport@cert.gov.lk


