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Y%S ,xldfõ ihsn¾ wdrlaIK uQf,damdh ixj¾Okhg 
f,dalnexl= ;dlaIKsl iydh

Y%S ,xld i¾Ü wdh;kh f,dal nexl=fõ iyh we;sj 2024-2027 olajd jQ bÈß jir y;r b,lal lr.kska cd;sl 
ihsn¾ wdrlaIK uQf,damdh ixj¾Ok jevigyka ls%hd;aul flf¾' fuu Wmdh ud¾.fha mrud¾:h jkafka 
cd;sfha ihsn¾ wdrlaIKh iy ihsn¾ ;¾ckj,g Tfrd;a;= §fï yelshdj Yla;su;a lsÍuhs' ta ioyd Y%S ,xld 
CERT wdh;kh úiska rdcH iy fm!oa.,sl jD;a;sl kS;suh m%;sm;a;s iy isú,a iudc we;=¿ úúO lafIa;%j, 
l%shdldÍ ueÈy;aùu we;sj WmfoaYk ieis ud,djla mj;ajk,§' fuuÕska ihsn¾ wdrlaIdj iïnkao mq¿,a Wmdh 
ud¾.sl m%fõYhla iys; bÈß oelaula ioyd m%fõYhla ,nd .ekSug yelsúh'

fuu uQf,damdh l%shd;aul lsÍu ;=<ska idlaId;a lr.ekSug wfmalaIs; wruqKq w;r ^A& md,k rduqj iudf,dapkh 
iy l%shd;aul lsÍu ^B& j;auka iy wkd.; ;dlaIKh i|yd m%;sm;a;s iïmdokh ^C& oekqj;aNdjh jeä lsÍu 
^D& jD;a;Sh ksmqKhka jeä ÈhqKq lsÍu ^E& isÿùï j,g m%;spdr oelaùu iy fufyhqï m%;sidOk yelshdjka 
j¾Okh ^F& cd;sl ihsn¾ wdrlaIK fufyhqïj, ;dlaIKsl yelshdjka jeä lsÍu ^G& wdrlaIs; ;SrKd;aul  
f;dr;=re há;,myiqlï j¾Okh ^H& md¾Yjldrejkg mq¿,a f,i iydhùu ^I& cd;Hka;r  
ls%hdldrlï jeä ÈhqKq lsÍu iy mejÍ we;s cd;Hka;r j.lSï bgq lsÍu iy ^J& foaYSh yjq,aldß;ajhka Èßu;a 
lsÍu uq,slfõ'

 m%Odk wruqKq 

1 -kS;suh iy kshduk rduq jeä ÈhqKq lsÍu

2 -oekqu jeä ÈhqKq lsÍu 

3 -iQodku iy m%;spdr oelaùfï Odß;dj Yla;su;a lsÍu

4 -iyfhda.S;dj jeä lsÍu

fuu uQf,damdh ixj¾Ok lghq;af;a ó<Õ mshjr jkafka 
wud;ah uKav,fha wkque;sh ,nd .ekSug fmr uyck 
woyia úuiSu i|yd fuh bÈßm;a lsÍuhs' úksúo 
Ndjfhka hq;= fuu m%fõYh ;=<ska iuia; cd;sfha 
wjYH;d iy wNs,dYhka ms<sìUq lrk Y%S ,xldj i|yd 
jk cd;sl ihsn¾ wdrlaIK uQf,damdhla ^2024-2027& 
ilid.ekSu wfmalaId flf¾'

wl%sh GOOGLE .sKqï bj;g¡
jir foll ld,hla mßyrKh fkdlr wl%sh ;;ajha 
mj;sk ish¨u Google .sKqï wl%sh lsÍu fïjkúg  
wdrïNlr ;sfí¡ Google m%;sm;a;sh wkqj mqoa.,hl=  
jir folla we;=<; ish .sKqug f,d.a fkdjkafka kï  
Google .sKqula mßYS,lhd úiska Ndú;d fkdlrk 
tlla f,i i,lhs¡ tys§ Gmail .skqïfj; tk ,sms 
ne,Su muKla fkdj Youtube keröu fyda Google 
fiùï lsÍug fyda  Play Store fj;ska fhÿï nd.; 
lsÍu o wod,fõ¡



.+.,a úiska fujeks .sKqï uld oeóu wdrïN lrk njg 
miq.sh jif¾ uehs udifha§ wk;=re weÕùh¡th tfia 
lrkafka tu wl%sh .sKqï wjodkug ,laùug jeä bvla 
we;s ksid iy fjk;a ud¾..; wmrdO i|yd Ndú;d 
l< yels njhs Tjqka mjikafka¡fufia Ndú;hg 
fkd.kakd fyda wu;l jQ .sKqï fndfydaúg 
r|dmj;skafka merKs fyda kej; Ndú; lrk ,o uqrmo 
u; yd idOl foll i;Hdmkhla ilid fkdue;sùuhs 
¡jeä wdrlaIdjla ms<sno is;dn,Sula fkdue;sj 
wdrïNlrk ,o tjeks .sKqï ihsn¾ wmrO lrejkag 
b;d f,fyisfhka m%fhdackhg .; yelsnj .+.,a ys 
Wm iNdm;s rE;a l%sfp,s mjihs¡ tu .sKqï u.ska 
m%ydrlhskag hï hï b,a,Sï ioyd ;emE, heùug fyda 
mqoa.,hskaf.a wkkH;d fidrlï lsÍug Ndú;d l< yels 
nj iud.u  ;jÿrg;a wk;=re weÕjhs¡
mßYS,lhskag okajd isákafka Tn ,shdmÈxÑjQ  wmf.a 
fiajdjka ;jÿrg;a Ndú;d fkdlrkafka kï tu .sKqug 
fjk;a flfkl=g wkjirfhka msúiSu je<elaùug fuu 
l%shd ud¾.h f.k we;s njhs¡ mßYS,lhkag  Tjqkaf.a 
.sKqï bj;a lsÍug wju jYfhka udi wgl 
mq¾jld,hla ,nd fokq we;s nj .+.,a iud.u mjihs¡
.sKqula uld oeuQ miq ta iuÕ iïnkaê; úoHq;a ;emE, 
;jÿrg;a Nd ú;hg .;yels fkdjkq we;¡  tfukau 
merKs iy oeka  m%;sidOkh lr we;s ,smsk fidrlï 
lsÍug lsisfjl=g  fkdyels jkq we;¡ 2022 jd¾;djkag 
wkqj Èkm;d Gmail Ndú;h muKla ì,shk 121 
blaujd f.dia we;¡

Tfí orejdg wka;¾cd,h 
wdrlaIs; ;ekla lruq¡

fndfyda foujqmshka ish orejka wka;¾cd,h Ndú;d 
lsÍu ms<sno lkiai¨jkafka tu.ska isÿúh yel 
wys;lr w;aoelSï ksid nj ryila fkdfjhs¡ kuq;a Tfí 
orejdg wka;¾cd,h wdrlaIs; ;ekla njg m;alsÍu  
l,yelaflao Tnguhs¡ ta i`oyd fuu l%shd ms<sfj;a 
Tngu wkq.ukhl, yelshs¡
1. Tfí orejd wka;¾cd, iy iudc udOH Ndú;d lrk 
iEuúgu wjOdkfhka isákak¡
2. kdÿkk mqoa.,hkaf.ka ,efnk werhqï flá mKsjqv 
Email ms,sn| ie,ls,su;ajkak¡
3. iudc udOH ñ;=rka yd f;dr;=re yqjudre iïnkaO
fhka orejkaf.ka úuikak¡ mska;=r ùäfhda yqjudre isÿ 
fkdlrk f,i okqj;alrkak¡
4. foujqmshka orejkaf.a .sKqïj, mßYS,l wkkH;d   
iy uqrmo ms<sn|j oekisáh hq;= w;r 
Multi-factor Authentication  jeks wdrlaIs; l%u 
wkq.ukh l, hq;=h¡

5. wka;¾cd,hg iïnkao jk ish¨ Wmdka. ioyd  
m%;sffjri uDÿldx. yd Yla;su;a uqrmo we;=¿ 

wdrlaIs; l%u wkq.ukh l,hq;=h¡

6. bf.kqï lghq;= we;=¿ wfkl=;a Online ino;d   
ioyd Ndú;d lrk Password wkawh iu. 
fnodfkd .kak¡
7. Tfí iy Tfí orejdf.a äðg,a wkkH;dj 
fy<sjk lsisjla iudc udOH yd wfkl=;a fjí 
wvúj, m,fkdlrkak¡
8. wka;¾cd, iemhqï lrejkaf.a ks¾foaYh u; 
yÿkajd § we;s úfYaI fhojqï  orejdf.a ihsn¾ 
wdrlaIdj ioyd iqÿiq mßÈ Ndú;d lrkak¡
9. wka;¾cd, Ndú;hg .kakd mß.klh ieug 
fmfkk iy iydh ùug yels ia:dkhl ;nkak 
¡th Ndú;d lrK ld,h iSud lr fjk;a Ndysr 
l%shdldrlï j, fhdojkak¡
10. wka;¾cd, wjNdú;djla ie,jQ jydu wod< 
wxY fj; jd¾;d lrkak¡ 

Kaspersky ksfhdað;hka iy 

Y%S,xld i¾Ü yuqjla
wka;¾cd;sl ihsn¾ wdrlaIK iy m%;sjhsri  
imhkakl=jk Kaspersky wdh;kfha  l,dmSh ksfhdað; 
lKavdhula miq.shod Y%S ,xld CERT wdh;kfha 
ksfhdað;hka iu. idlÉpdjlg tlajqy¡
fuu idlÉpdfõ§ Kaspersky ksfhdað;hka 
Tjqkaf.a uE;ld,Sk rdcH yjq,aldß;aj jevigyka 
ihsn¾ wdrlaIK Wmdh ud¾. ixj¾Okfha ÈhqKqj iy 
Odß;d ixj¾Okh ioyd f.khk wLKav jevigyka  
we;=¿j ixúOdkh ;=< isÿflfrk kj;u j¾Okhka 
ms<sn| wjfndaOhla ,nd fok,§¡ tfukau Tjqka fjk;a 
rgj, cd;sl uÜgfï ihsn¾ wdrlaIK lghq;= i|yd   
ueÈy;aùï  ms<sn|j o  wjfndaohla ,ndfok,§¡

fuu idlÉpdj ;=<ska Kaspersky iyCERT 
wdh;kh w;r iyfhda.S;djh j¾Okh lr.ekSug  
yelsjQ w;r ihsn¾ ;¾ck nqoaê f;dr;=re yqjudre 
lr.ekSu Odß;d ixj¾Okh ioyd iydhùu Wmdh 
ud¾. iy m%;sm;a;s  ixj¾Okhg iydh ùu i|yd 
úfYaI{ oekqu ,nd §u we;=¿ úúO wxY i|yd 
Y%S,xld CERT fj; iydh ,nd §ug leue;a; 
m<lrK,§¡
rfÜ  ihsn¾ wdrlaIK yelshdj iy iQodku by< 
kexùu i|yd tu wxYfha wdrlaIK úi÷ï iy fiajd 
imhkakka iy ihsn¾ wdrlaIK ixúOdk w;r 
iyfhda.S;djfha jeo.;alu fuu idlÉpdfõ§ 
wjOdrkh flßk¡

Kaspersky l,dmsh wOHlaIGenie Gan-m%dfoaYSh 
wOHlaI ^rcfha lghq;= iy rdcH m%;sm;a;s&-
idudkHdêldÍ Siang Tiong ^ol=Kq wdishdj iy 
wdishdj& uyck iïnkaO;d l<ukdlre Lee Heng 
^APAC& iy wdishdfõ ke.S tk rgj, úl=Kqï m%OdkS- 
Sam Yam hk wh fuu lKavdhug tlaúh'

www.cert.gov.lk
www.onlinesafety.lkreport@cert.gov.lk


