
fzpdp Hackers CLUtpahsu;fspd; ,yf;F

ifalf;f njhliyNgrp

Ransomware (gzaj; jPepuy;) gzk; gwpg;gtu;fsplk; 

vr;rupf;ifahf ,Uq;fs; 

rkPgj;jpa mwpf;iffspd;gb> ifahy; vLj;Jr;nry;yf;$ba 

ifalf;f njhiyNgrp nlg; (Tap) - jj;jy; jdpg;gad; fzpdp   

Nghd;w rhjdq;fisNa fzpdp CLUtpahsu;fspd; ,yf;fhf 

,Ug;gjhf rkPgj;jpa mwpf;iffs; Rl;bf;fhl;bAs;sd.

ifalf;f njhiyNgrpfspd; mjpfupg;G kw;Wk; mit ngUk;ghYk; 

jdpg;gl;l juT flTr;nrhw;fs;> $l;L tzpf epWtdq;fis 

rhu;e;jpUg;gjhy; irgu; Fw;wthspfSf;F flTr;nrhw;fisj; 

jpULtjw;Fk; gpd;du; epWtd tiyg;gpd;dy;   mZfiyg; 

ngWtjw;Fk; trjpahd vspjhd mZFKiwahf khwpAs;sJ 

vd;gij ,e;j mwpf;iffspy; Rl;bf;fhl;lg;gl;Ls;sd.

ngUk;ghyhd epWtd Copau;fs; jq;fs; epWtd 

tiyg;gpd;dy;fis mZf jq;fs; ifalf;f njhiyNgrp 

rhjdq;fisg; gad;gLj;Jfpwhu;fs;.

ifalf;f njhiy Ngrp njhlu;ghd ,iza top Gs;sptptu 

mwpf;ifapd; Finance Online Statistics Report gb> ,j;njhif  

39% tiuapyhd  mjpfupg;ig vl;bAs;sJ. xU fUtpia 

(Device) N`f;fpq; nra;tjd; %yk;> irgu; Fw;wr;nray;fspy; 

<LgLNthUf;F  epWtdj;jpd; juit mZFtij vspjhf 

mDkjpf;Fk;.

ifalf;f njhiyNgrpfspy; cs;s juTfsp mjpfk; vd;gjpdhy; 

mit N`f; nra;ag;gl;lhy;> fld; ml;il (fpnubl; fhu;l;) 

jfty;fs;>; r%f Clf fzf;Ffs; cs;spl;l Kf;fpa 

jfty;fSf;fhd mZfiyg; ngwTk;> mtw;wpy; cs;s   Nfkuh 

kw;Wk; xypthq;fp (ikf;Nuh/Nghd;) ia fl;Lg;gLj;Jtjd; %yk; 

ufrpa ciuahly;fisf; $l 'xl;LNfl;f" KbAk;.

ifalf;f rhjdq;fis gad;gLj;Jgtu;fspy; ngUk;ghyhdtu;fs; 

Fwpg;gplj;jf;f msTf;Fk;  mjpfkhNdhu; ghJfhg;gw;w tiyg;gpd;dy; 

nel;nthu;f;Ffs; kw;Wk; tzpf tiyg;gpd;dy;fSf;F mg;ghy;>  

ghJfhg;gw;w ,lq;fs; Clhf (cjhuzkhf FreeWiFi) ,iza 

jsj;ij  mZFfpd;wdu;. /Nghu;g;]; Forbes Magazine  vd;w 
rQ;rpif ,t;thwhd nraw;ghl;il 80% vdf; Fwpg;gpl;Ls;sJ. 
,iza top  Nkhrbfspy; fpl;lj;jl;l 70%  ifalf;f 

njhiyNgrp jsq;fs; %yk; ,lk;ngWtjhf ,tu;fs;  

$Wfpd;wdu;. gy epiyaq;fspd; epWtd nraw;ghLfSf;fhd   

Bring-your-own-device (BOYD) nfhs;ifia njupT nra;fpd;wd.  

fzpdp CLUtpahsu;fSf;F   mtw;wpd; Clhf  epWtdq;fspd; 

tiyg;gpd;dy; mZfiy  ngWtjw;fhd trjp  cz;L.

Ransomware vd;gJ jPq;fpiof;Fk; 

nkd;nghUshFk;. ,J kPl;Fk; njhif 

nrYj;jg;gLk; tiu xU jdpegu; my;yJ 

epWtdj;jpd; juTfis gzaf;ifjpia 

Nghd;W   itj;jpUf;ff;$baJ. ,e;j 

irgu; Fw;wj;jpy;> fzpdp tiyg;gpd;dy; 

Computer networks> elkhLk; mobile 
rhjdq;fspy; jfty;fis mZff;$baJ. 

,t;thW Klf;fp itf;fg;gLk; juTfis 

kPsg;ngWtjw;F mjhtJ toikNghd;w  

vkJ nray;ghl;L ,af;fj;jpw;fhf ,jw;fhd 

nfhLg;gdit Bitcoin  vz;zpk ehzaf; 

FwpaPL: BTC   %yk;ngw Kaw;rpg;ghu;fs;. 

mNjNtis ,e;j Cryptocurrencies 
– kpe;ehzak;/ nkd;ehzaj;jpw;F ahu; 

cupikahsu; vd;gij vspjpy; fz;lwpa 

KbahJ.

Ransomware vd;w ,e;j ituR Nghd;w 

njhw;wpypUe;J cq;fs; rhjdq;fis 

vg;gbg; ghJfhf;fyhk;?

Spam Email kpd;dQ;ry; nra;jpfspNyh 

my;yJ mwpag;glhj ,izajsq;fspNyh 

cs;s ,izg;Gfisf; fpspf; (clicking)   
mOj;Jtij jtpu;j;Jf;nfhs;Sq;fs;. 

jPq;fpiof;Fk; ,izg;Gfis ePq;fs;   

fpspf; nra;jhy;> xU jhdpaq;fp gjptpwf;fk; 

njhlq;fg;glyhk; kw;Wk; cq;fs; fzpdp 

ghjpf;fg;glyhk;.

jdpg;gl;l jfty;fis ntspapLtijj; 

jtpu;f;fTk;: jdpg;gl;l jftiyf; Nfl;L 

ek;gj;jfhj %yj;jpypUe;J   Untrustworthy 
source miog;G> FWQ;nra;jp my;yJ 

kpd;dQ;riyg; ngw;why;>mtw;Wf;F 

gjpyspf;ff;$lhJ. re;Njfj;jpw;fplkhd 

kpd;dQ;ry; ,izg;Gfisj; jpwf;f 

(Avoid opening) Ntz;lhk;.  ,NjNghd;W    

re;Njfj;jpw;fplkhdjhfj; Njhd;Wk; 

,izg;GfisAk; jtpu;f;f Ntz;Lk;. 

A+.v];.gp (USP) my;yJ ek;gj;jfhj 

(Other storage media)    Kiwapy; 

ePq;fs; ngw;w kw;w Nrkpg;G rhjdq;fis  

cq;fs; fzpdpAld; ,izf;f Ntz;lhk;. 

ek;gpf;iff;Fupa ,izg;Gfis kl;Lk; 

jpwf;fTk; mj;NjhL gjptpwf;fk; nra;a 

rupghu;f;fg;gl;l kw;Wk; ek;gfkhd 

,izajsq;fis khj;jpuk; ek;gpapUg;gij 

ftdj;jpw;nfhs;s Ntz;Lk;. vy;yh 

Kf;fpakhd jfty;fisAk; fhg;Gg; 

gpujp vLf;fTk;. mitfs; jtwhky; 

Kiwahf njhopy;gLfpd;wjh vd;gij 

rupghu;j;Jf;nfhs;s Ntz;Lk;. rkPgj;jpa 

,izg;GfSld; cq;fs; ,af;f Kiwik 

kw;Wk; nkd;nghUis GJg;gpj;j epiyapy; 

itj;jpUq;fs;. GJg;gpj;j itu]; vjpu;g;G 

nkd;nghUisg; guhkupj;J (Up-to-
date Anti-virus)    ,izaj;jpypUe;J 

gjptpwf;fk; nra;ag;gl;l midj;J 

nkd;nghUl;fisAk; (Software)  
nray;gLj;Jtjw;F Kd; ];Nfd; tUL 

(Scan) nra;Jnfhs;tJ Kf;fpakhdJ. 

kpd;dQ;ry; ,izg;GfspypUe;J Macros   
Mizj;njhFg;Gfis   ,af;Ftijj; 

jtpu;f;fTk;.

 

,iza ghJfhg;G tpopg;Gzu;T gapw;rpapy; 

Copau;fis gq;Fnfhs;tjw;Fk; ,e;j 

tplaq;fis njspTgLj;jp mtu;fis 

Cf;Ftpf;f Ntz;Lk;.
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ngz;fSf;F 

kl;Lk;
tpNrlkhf> ePq;fs; xU ngz;zhf ,izaj;jpw;Fs; gpuNtrpf;Fk; 

NghJ   MZf;F Vw;glhj ghJfhg;Gr; rpf;fy;fs; kw;Wk; 

jilfis ePq;fs; vjpu;nfhs;s NeupLk;. ghypay; Jd;GWj;jy;> 

mr;RWj;jy;fs;> jdpg;gl;l Gifg;glq;fs; kw;Wk; tPbNahf;fis 

mq;fPfupf;fg;glhJ gfpu;jy; Nghd;wit ngz;fs; vjpu;nfhs;Sk; 

gy gpur;ridfshf ,d;W ,iza cyfpy;  mike;Js;sd. 

,it ,iza cyfpy;  ngz; kw;Wk; Mzpd; cwit 

mbg;gilahff; nfhz;l ghypay; J\;gpuNahfq;fs;.

ePq;fs; xU Gj;jprhypg; ngz; vd;w uPjpapy;  ,iza ntspapy; 

Vw;gLk; Mgj;Jfs; Fwpj;J ePq;fs; vg;NghJk; njspTld; 

tpopg;Gld; ,Ug;gJld;> ghypd mbg;gilapyhd ,iza 

J\;gpuNahfj;jpypUe;J cq;fisg; ghJfhj;Jf; nfhs;s mit 

njhlu;ghd  cq;fs; jpwikfis tsu;j;Jf; nfhs;s Ntz;Lk;. 

xU ngz;zhf ePq;fs; vjpu;nfhs;sf;$ba rpy ,iza 

mr;RWj;jy;fs; gpd;tUkhW:

Cyber bullying ,iza cyf mlhtbj;jdq;fs;

Cyber bullying irgu; Gy;ypq;> vd;gJ xU egiu rq;flg;gLj;j> 

mtkhdg;gLj;j> mr;RWj;j my;yJ tha; jpwf;fhJ  mikjpg;gLj;j 

r%f Clfq;fs;> kpd;dQ;ry; my;yJ nkhigy; Nghd; ifalf;f 

njhiyNgrp fisg; gad;gLj;Jk; nraw;ghlhFk;. Facebook, 
WhatsApp, Viber, Instagram kw;Wk; gpw r%f Clfq;fs; %yk; 

gpd;tUk; gpur;ridfs; Vw;glf;$Lk;.

Doxing nlhf;rpq; 

Doxing vd;gJ cq;fs; mDkjpapd;wp cq;fs; tPl;L Kftup 

njhiyNgrp vz;> kpd;dQ;ry; Kftup my;yJ gzpaplk; Nghd;w 

cq;fspd; jdpg;gl;l jfty;fisg; gfpUk; ,izr; nraw;ghL. 

,JNghd;w jdpg;gl;l cq;fsJ jfty;fis xU Fw;wthsp 

cq;fis kpul;l my;yJ cq;fisg; Nghd;W Ms;khwhl;lk; 

nra;a gad;gLj;j KbAk;.

Cyber-stalking irgu;-];lhf;fpq;

Cyber-stalking irgu;];lhf;fpq; vd;gJ cq;fisj; 

Jd;GWj;Jtjw;fhf my;yJ cq;fisj; njhlu;Gnfhs;tjw;fhf 

,izaj;jpy; cs;s cq;fs; jdpg;gl;l juit (cq;fs; 

epjp tptfhuq;fs;> r%f njhlu;Gj; jfty;> jdpg;gl;l kw;Wk; 

njhopy; tho;f;ifj; juT> cq;fs; gazq;fs; gw;wpa jfty;fs; 

Nghd;wit) Nrfupg;gjhFk;.

Revenge Porn gopthq;F tjw;fhf  Mghr fhl;rpfis  

gad;gLj;jy;

Revenge Porn vd;gJ  ,iza jsq;fs; Clhf  xU 

ngz;zpd; epu;thz my;yJ ghypay; glq;fis tpepNahfpf;Fk; 

eltbf;ifahFk; . ngUk;ghYk; ,JNghd;w rk;gtq;fs; Kd;dhs; 

fhjyu;fshy; gopthq;Fk; Nehf;fj;Jld; my;yJ J\;gpuNahfk; 

nra;Ak; Nehf;fj;Jld; nra;ag;gLtjhf njuptpf;fg;gLfpwJ. 

,JNghd;w mr;RWj;jy;fis ePq;fs; vjpu;nfhz;lhy;> mit 

,iza kpul;lyhf milahsg;gLj;jg;gLfpwJ. me;jr; 

rpf;fy;fisj; jLg;gjw;Fk;> njhlu;Gila r%f Clfq;fspy; 

Gfhu; nra;tjw;Fk;> NkYk; mLj;j eltbf;iffSf;Fk; ePq;fs; 

rl;lj;jpd; cjtpia ehl KbAk;.

flTr;nrhy; (Password) 
jdpg;gl;l kw;Wk; 
me;juq;fkhdJ  

r%f Clfq;fs; - cq;fs; 

xOf;fk; njhlu;gpyhd rhd;wpjo;

r%fj;jpd; xt;nthU gpui[Ak;  b[pl;ly; r%fj;jpd; cWg;gpdu;fs; 

vd;w uPjpapy;> ,iza gadhsu;fis ghJfhf;Fk; njhopy;El;gkhd   

(Cyber Security)   ,iza ghJfhg;gpy; filgpbf;fg;gl Ntz;ba  

mbg;gil tplaq;fs; njhlu;gpy;  ,izag; ghJfhg;G khjj;jpy;  

gy ehLfs; ftdk; nrYj;jptUfpd;wd. tYthd flTr;nrhy;iyg; 

gad;gLj;JtJ Kf;fpakhd tplakhFk;. flTr;nrhw;fis 

mt;tg;NghJ khw;WtJk; Kf;fpakhdJ. xNu flTr;nrhy;iy gy 

,iz js ,aq;Fjsq;fs; my;yJ fzf;FfSf;F gad;gLj;jf; 

$lhJ.  xU flTr;nrhy; ngupa vOj;Jfs; rpw;nwOj;Jfs; 

(letters, lowercase letters)> ,yf;fq;fs;> cl;gl Fiwe;jJ gj;J 

vOj;Jfisf; nfhz;bUf;f Ntz;Lk;. mj;Jld; mit typikf;fhd 

rpwg;G vOj;Jf;fshfTk; ,Ug;gJ mtrpak;. ,uz;L fhuzp   

Two-factor Authentication mq;fPfhuj;ij nray;gLj;jg;gLtJ 

cWjpg;gLj;jg;gLtJ Kf;fpakhdjhFk;. ,NjNghd;W > cq;fs; 

nkd;nghUis mt;tg;NghJ GJg;gpj;Jf;nfhs;StJld; (Regular 
Software Updates) jd;dpaf;f GJg;gpg;Gfis nray;gLj;Jtjpy;> 

cq;fis jahu;gLj;jpf;nfhs;tJk; ghJfhg;ghd ,izajsq;fis 

Secure Web Browsing kl;LNk gad;gLtjpYk; ftdk; nrYj;j 

Ntz;Lk;. ghJfhg;ghd ,izajsq;fis kl;LNk gad;gLj;JtJk;  

Firewalls kw;Wk; Network Security ghJfhg;Gfis nfhz;bUg;gJk;> 

ghJfhg;ghd ,iza cyhtYf;F HTTPS  Ig; gad;gLj;Jjy; 

re;Njfj;jpw;Fupa Nfhg;G ,izg;Gfisj; jpwg;gijj; jtpu;g;gJk; 

Kf;fpakhdJ.

,NjNtis kpd;dQ;ry;fisg; gad;gLj;Jk; NghJ re;Njfj;jpw;fplkhd 

,izg;Gfis Attachment jpwg;gij jtpu;g;gJk;> tof;fkhd 

ghJfhg;Gf;fhd Nrkpg;Gf;fhd fhg;Gg;gpujpfis itj;jpUg;gJ 

Nghd;wit nghJ kf;fspd; ,iza (cyber security ghJfhg;Gf;F 
mj;jpahtrpakhdit.

jw;NghJ kpfTk; gpugykhf tpsq;Fk;  /Ng];Gf;  Facebook>  Nghd;w 
r%f Clfq;fisg; gad;gLj;Jk;  NghJ Kf;fpakhf ftdpf;f 

Ntz;ba rpy tplaq;fspy; ftdk; nrYj;jtJ mtrpakhFk;.

kpd;dQ;ry; Kftup> njhiyNgrp vz;> Gifg;glq;fs; kw;Wk; 

cq;fs; Ratptuj; jfty;fis ahu; ghu;f;fyhk; vd;gijj; ePq;fs; 

jPu;khdpf;f Ntz;baJ kpf mtrpak;.,J ez;gu;fSf;fhf kl;LNk 

mikf;fg;gl;lJ vd;gJ Kf;fpakhFk;.

tpNrlkhf ePq;fs; nghJtpy; gfpu tpUk;ghj Gifg;glq;fs; my;yJ 

gpw cs;slf;f tplaq;fspy; $Ljy; ftdk; nrYj;j Ntz;Lk;. 

r%f Clfq;fspy; ePq;fs; gfpUk; jfty;fspd; mbg;gilapy; ePq;fs; 

vg;gbg;gl;ltu; vd;gij r%fk; jPu;khdpf;Fk;. ,J cq;fSf;fhd 

nrhe;j vOj;J %ykhd rhd;wpjo; vd;gij Gupe;Jnfhs;s Ntz;Lk;.

,Jtiuapyhd cq;fs; jfty; mwpf;iffs; cq;fs; gpk;gj;ijf; 

fhl;Lk; fz;zhbahf ,Ug;gjhy;> mit vjpu;fhyj;jpy; cq;fSf;F 

vjpuhfg; gad;gLj;jg;glyhk; vd;gijf; ftdj;jpy; nfhs;s Ntz;Lk;.

xU Gjpa njhopiy ePq;fs; NjLk; NghJ> cq;fsJ tUq;fhy 

Kjyhsp cq;fisg; gw;wpa jftiyf; fz;lwpAk; Kjy; ,lk; ,J 

vd;gij ePq;fs; epidtpy; nfhs;s Ntz;Lk;. 

,e;jg; tplaq;fs; njhlu;gpy; kpFe;j  tpopg;Gzu;Tld; nray;gLtjd; 

%yk;> ehl;bd; b[pl;ly; tsu;r;rp kpfTk; ghJfhg;ghf Kd;ndLf;fg;gLk; 

jpwidj; jPu;khdpf;Fk; vd;gjpYk; ftdk; nrYj;JtJ rpwg;ghdjhFk;.
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