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Online idmamq hkak fmr 
fï .ek;a  ys;kak'

wêlrK lghq;=j,§ wjYH äðg,a 
idlaIs wkdjrKh lr .ekSug iy 
úYaf,aIKh lsÍug iydh ùu › ,xld 
CERT wdh;kh i;=  ;j;a  jeo.;a 
lrh Ndrhls' tA ioyd úfYaI{ 
oekque;s msßila w;s kùk l%u wkqj 
úu¾Yk fiajd iemhSug iqodkïj isá;s' 

ixlS¾K ihsn¾ isoaëka" o;a; lvlsÍï 
iy wkjir m%fõYhka ms<sn| isoaê  
úi£fï§  mqoa.,hkag iy ixúOdkj,g 
›,xld CERT iydh fjhs'  wmf.a 
wêlrK fjdaydßl  úfYaI{hska úúO 
uQ,dY%j,ska äðg,a o;a; ,nd .ekSug" 

ixrlaIKh lsÍug iy úYaf,aIKh 
lsÍug w;s kùk fuj,ï iy l%ufõo 
Ndú;d lrhs' th ihsn¾ m%ydrhl 
uQ,dY%h y÷kd .ekSu" uld oeuQ 
f.dkq m%;sidOkh lsÍu fyda kS;suh 
l%shdoduhkays§ úfYaI{ idlaIs bÈßm;a 
lsÍu ioydjQ úYajdiodhl fiajdjls'

wmf.a äðg,a wêlrK ffjoH fiajd 
iuÕska" Tng äðg,a isÿùï ms<sn| 
;SrKd;aul wjfndaOhla ,nd .ekSug" 
iqÿiq l%shdud¾. .ekSug" iy Tfí 
iuia; ihsn¾ wdrlaIK l%shdjka 
jeäÈhqKq lsÍug yelsh' payment

wo wfma rfg;a jeämqr u ;reK wh 
w;r online l%uhg NdKav ñ,§ .ekSu 
ckm%shhs' fï W;aij iufha úúO ñ, 
wvqlsÍï jeks fjf<o Wml%u jeäjk ksid  
ihsn¾ wmrdOlrejka fndfyda úg Tka,hska 
idmamq hkakka b,lal lr Tjqkaf.a uqo,a 
fyda Tjqkaf.a mqoa.,sl f;dr;=re fidrlï 
lsÍu jeäùh yelshs' Tjqka fuh lrkafka 
jHdc ir, fjí wvú msysgqùu" fkdmj;sk 
ksIamdok úlsŒu" Tjqkag wjYH fkdjk 
mqoa.,sl iy f.ùï f;dr;=re b,a,d isàu 
iy Tfí Wmdx.fha wksIag uDÿldx. 
malawar ia:dmkh lsÍu we;=¿ úúO l%u 
yryd h' fï ksid Tn wka;¾cd,h yryd 
idmamq ijdß hdfï§ wjÈfhka isàu iy 
wdrlaIs;j isàu jeo.;a fõ'

ihsn¾ wmrdOlrefjl=g Tfí uQ,H 
f;dr;=re iy uqo,a ,enqKq miq Tng 
Tfí uqo,a wdmiq ,nd .ekSug wmyiqh' 
Tfí NdKav lsisod fkdmeñŒu .ek Tn 
l,lsÍug m;ajkjd muKla fkdj" Tn 
NdKav i|yd f.jQ uqo,ao Tng wysñ jkq 
we;'

wka;¾cd, idmamq ijdß i|yd mqoa.,sl 
Wmdx. ^Wod( iaud¾Ü f*daka" geí,Ü" 
mß.Kl iy ,emafgdma& Ndú;d lrk úg 
is;sh hq;= fndfyda foa we;' Tnf.a ine¢ 
idmamq ijdß w;aoelSu iqrlaIs; nj iy;sl 

lr .ekSug my;  wdrlaIl bÕs wkq.ukh 
lrkak'

wdrlaIs; Wmdx. Ndú;fhka NdKav ñ,§ 
.ekSï lrkak' Tn ine¢ idmamq ijdß i|yd 
Ndú; lrk Wmdx.j, kj;u hdj;ald,Sk 
ia:dmkh lr we;s nj;a úYajdiodhS 
cd,hlg iïnkaO ù we;s nj;a iy;sl 
lr .kak' WodyrKhla f,i" fmdÿ Wi-Fi 
fjkqjg Tfí ksjfia Wi-Fi fyda (4G / 5G) 
fi,shq,¾ Ndú;d lrkak' Tnf.a f.ùï 
f;dr;=re iy .sKqï wdrlaId lrkak' 
úYajdijka; úl=Kqïlrejka Ndú;d lrkak'

wk;=re weÕùfï ix{d oek .kak'

b;d wvq ñ, .Kka" iDcq nexl= 
;ekam;= yryd f.ùï" iy b;d w¨;a 
fyda fnodyeÍu" wdmiq meñŒu iy 
fm!oa.,sl;aj m%;sm;a;s ms<sn| iSñ; 
f;dr;=re we;s wka;¾cd, fj<|ie,a ish,a, 
jxpdjl i,l=Kq úh yels nj isys;nd 
.kak'
 
wdrlaIs; f.ùï l%u Ndú;d lrkak

iDcq nexl= ;ekam;=" uqo,a udre lsÍï fyda 
ìÜfldhska jeks äðg,a uqo,a j<ska 

lsis úfgl;a fkdf.jkak' ukao fï 
wdldrfhka hjk ,o uqo,a kej; ,nd .ekSu 
ÿialrjqjls' Tn PayPal u.ska fyda Tfí 

fl%äÜ ldâmf;ka f.úh hq;=h'

jxpkslhkag yiq fkdjkak' iel iys; 
iïnkaO;d jd¾;d lrkak

ine¢ weKjqï .ek Tng ,efnk wuq;= 
ÿrl:k weu;=ï" m‚úv fyda Bfï,a .ek 
oekqj;a jkak' th Tnf.a mqoa.,sl fyda uQ,H 
f;dr;=re fnod .ekSug Tnj fmd<Ujd 
.ekSug W;aidy lrk flfkl= úh yelsh' 
Tng u;l ke;s weKjqula .ek hful= 
Tnj iïnkaO lr .kafka kï" th jxpdjla 
úh yelsh' iïnkaO;dj kj;ajd mÍlaId 
lsÍug Tjqkaf.a ks, fjí wvúfha úia;r 
Ndú;d lrñka .nvdj fj; <Õd jkak'

jHdc fnodyeÍï jxpd .ek úuis,af,ka 
isákak

Tfí NdKav meñfKk f;la Tn n,d isák 
w;r;=r Tfí wdrlaIdj wvq fkdlrkak' 
ihsn¾ wmrdOlrejkag wksIag uDÿldx. 
nd.; lsÍug fyda Tfí mqoa.,sl f;dr;=re 
,nd §ug Tnj /jáh yels ine¢ iuÕ 
jHdc md¾i,a fnod yeÍfï oekqï §ï heúh 
yel' Tng tjeks m‚úvhla ,efnkafka 
kï" ine¢h la,sla fkdlrkak' m‚úvh 
jydu ulkak'

Hot Line -101 report@cert.gov.lk www.cert.gov.lk
www.onlinesafety.lk

SECURITY

Services device fraud act yd iïnkaO úu¾Yk 
j,§ äðg,a fjdaydßl mÍlaIK ioyd 
iynd.súu" úoHq;a ;emE, iïnkaO 
äðg,a wêlrK fjdaydßl" úu¾Yk" 
CCTV ùäfhda o¾Yk jeäÈhqKq lsÍï" 
o;a; m%;sidOkh" yd o;a; úkdi lsÍu 
jeks wjia:dj, idlaIs úu¾Ykhg  
iydhùu fuu.ska isÿflf¾'



wka;¾cd,fha w;ruka fkdjkak

jHdc m‚jqvj,ska wdrËd jkak'

mqoa.,sl o;a;mqoa.,sl o;a; (Data)
lshkafka fudkjo@

fudloao fï
VPN

jHdc m‚úv .ek wjÈfhka isàu 
wka;¾cd,h ;=, Tnj wdrlaId lr 
.ekSug fyd| l%uhls' m‚úvh 
kS;Hdkql+, fkdúh yels hehs Tn 
is;kafka kï tjeks ine¢ u; la,sla 
fkdlrkak' fndfyda úg" jxpdlrejka 
Tn úYajdi lrk mqoa.,fhl= fyda 
ixúOdkhla f,i fmkS isáhs'

Tn n,dfmdfrd;a;= jQ fohg jvd fjkia 
link to folder  È.=jla ;sfí kï f.dkq 
nd.; fkdlrkak ^WodyrKhla f,i" 
Tn PDF fyda  bfïÊ tlla wfmalaId 
lrk úg exe fyda .msi j,ska wjika 
jk f.dkqjla&'

úYajdiodhl fkdjk uQ,dY%j,ska Tfí 
Bfï,aj, tk bfïÊ  fj; msúiSfuka 
j,lskak' jhsria j,g tu mska;+r yryd 
iïnkaO úh yelsh' Tn Ndú;d lrk 
jevigyfka ieliqï fyda úl,am j,§ 
fuh wl%sh l< yel'

kS;Hdkql+, hehs mq¿,a f,i fkdokakd 
f;jk md¾Yùh nd.ekSï wvú j,ska 
fhÿï nd.; fkdlrkak' tA fjkqjg 
Tnf.a Wmdx.h i|yd ks, nd.;lsÍï 
.nvdj Ndú;d lrkak' WodyrKhla 
f,i" Apple App Store, Google Play 
Store fyda Microsoft Store fhÿï 
nd.; lsÍu i|yd ine¢ oekaùï u; 
la,sla fkdlrkak" iy oekaùï wjysr 
lsÍfï uDÿldx. Ndú;d lrkak'

peer-to-peer cd, j,ska fhÿï nd.; 
lr ia:dmkh fkdlrkak¦ f.dkq fjkia 
lf<a ljqoehs Tng lsisod oek.; 
fkdyel' Bfï,a fyda laI‚l m‚úvj, 
we;s ine¢ la,sla fkdlrkak" fyda 
weuqKqï kS;Hdkql+, nj Tng úYajdi 
kï ñi tAjd l%shd;aul fkdlrkak'

wksIag m‚úv j,ska Tnj wdrlaId 
lr .ekSug whdÑ; ;eme,a spam 
filter fmryk Ndú;d lrkak' Tng 

fiajdjlg fyda .sKqulg f,d.a 
ùug wjYH kï" kS;Hdkql+, fkdjk 
ine¢hla la,sla lrkjdg jvd fl,skau 
Tjqkaf.a fjí wvúhg msúfikak'
iïnkaO;d j<ska ,efnk fhÿï" Bfï,a 
fyda USB iaála yryd ,nd.kakd foaj,a   
m<uqj Tfí m%;s-jhsri fhÿfuka 
tAjd mßf,dalkh fkdlr ia:dmkh 
fkdlrkak'

wo fndfyda fofkla mqoa.,sl o;a; wdrlaIdj .ek l;d 
lrkjd' we;a;gu fï .ek Tn okakjo@

th jHjydr niska jvd;a ir,j fufia m%ldY l< yelshs' 
hï mqoa.,fhl= y÷kd.; yels ´kEu fohla o;a;hla f,i 
jk w;r thg ku" y÷kd .ekSfï wxlh" ia:dk o;a; 
we;=<;a jk w;r fN!;sl" ldhsl" cdkuh" ufkdaúoHd;aul" 
wd¾Ól" ixialD;sl fyda iudc y÷kd .ekSu i|ydjQ úfYaIs; 
idOl o we;=<;a fõ' o;a; wdrËdj hkq mqoa.,fhl=f.a 
mqoa.,sl o;a; fkdoek Ndú;d lsÍu" yqjudre lsÍu fyda 
kv;a;= fkdlsÍu iy;sl lsÍfï whs;shls' fï ioyd jk 
ish¨u kS;suh /ljrK 2022 wxl 09 orK mqoa.,sl o;a; 
wdrlaIK mk; u.ska imhkq ,nhs' 

úYajdikSh fkdjk cd, yryd wka;¾cd,hg iïnkaOùfï§ 
ixfõ§ f;dr;=re wdrlaId lsÍu i|yd .=ma; fla;kh  
cryptography lrk ,o VPN iïnkaO;d Ndú;d lrhs' 
fuys§ ießirk o;a; j, ryiHNdjh yel¾jrekafka 
muKla fkdj" Tfí wka;¾cd, fiajd iemhqïlrefkao 
wdrlaId lsÍug VPN u.ska Tfí f;dr;=re cryptography 
.=ma;fla;kh lrhs'

fuu.ska Tn ud¾..;j lrk ikaksfõok ms<sn| f;dr;=re 
ksÍlaIKh lsÍu iy /ia lsÍu wka whg wmyiq jk w;r 
fmdÿ cd, Public Wi-Fi Ndú;d lrk úg Tfí wdrlaIdj 
jeä lrhs' VPN virtual private network tlla Ndú;d lrk 
w;ru Tn ish¨ wdrlaIl meÉ ,nd f.k we;snj iy;sl 
lsÍu i|yd kj;u hdj;ald,Sk lsÍï ld,Skj ia:dmkh l< 
hq;= w;r oaú-idOl i;Hdmkh È.gu Ndú;d l, hq;=h'


