
2000 murhq;f mjpfhupfSf;F ,iza 2000 murhq;f mjpfhupfSf;F ,iza 

ghJfhg;G Cyber security ghJfhg;G Cyber security 

njhlu;ghd  nrayku;Tfs;njhlu;ghd  nrayku;Tfs;

irgu; ghJfhg;Gf;fhd 10 gb Kiwfs;irgu; ghJfhg;Gf;fhd 10 gb Kiwfs;
1. ,ilA+W>  ,d;dy;fis  jLg;gjw;fhd  1. ,ilA+W>  ,d;dy;fis  jLg;gjw;fhd  
nray;Kiwapyhd epUthf  Kiwnray;Kiwapyhd epUthf  Kiw
cq;fs; epWtdj;jpy; rpNu\;l 
Kfhikahsu;fs; kw;Wk; gzpg;ghsu;fs; 
FOTld; ,ize;J ,ilA+W  
,d;dy;fis  jLg;gjw;fhd  
nray;Kiwapyhd epUthf  Kiwia 
epWTtJ mtrpak;.  ,ilA+W 
,d;dy;fis   jLf;Fk;  Kfhikj;Jt 
nray; Kiwapd;  mbg;gilapy;> cq;fs; 
jfty; kw;Wk; jfty; njhopy;El;g 
mikg;Gf;fhd ghjpg;Gf;fis  kjpg;gpl;L 
ghJfhg;gjw;fhd Kfhikj;Jtk;  
,lk;ngWk;.

2. jPq;Fepu (Malware) iy 2. jPq;Fepu (Malware) iy 
jLj;jy;jLj;jy;
jPk;nghUshy; (Malware) cq;fs; 
epWtdj;jpw;F ghjpg;G  Vw;gLtijj; 
jLf;f> rupahd vjpu;g;G nkd;nghUis 
epWtp nray;gLj;JtJ mtrpak;.

3. ghJfhg;ghd miktbthf;fk;3. ghJfhg;ghd miktbthf;fk;
vg;NghJk; cq;fs; fzpdp nkd;nghUs; 
jfty; mikg;G kw;Wk; cgfuzq;fis 
rkPgj;jpa ,izg;Gld; Patch 
GJg;gpj;Jf;nfhs;s Ntz;Lk;.

4. ntspg;Gw ,izg;Gf; 4. ntspg;Gw ,izg;Gf; 
fUtpfisg; gad;gLj;Jtijf; fUtpfisg; gad;gLj;Jtijf; 
fl;Lg;gLj;Jjy;fl;Lg;gLj;Jjy;
fzpdpfSf;fhd ntspg;Gw ,izg;Gf; 
fUtpfis (cjhuzkhf: USB 
sticks> External Hard 
Disk) gad;gLj;Jtij vg;NghJk; 
fl;Lg;gLj;Jq;fs;. mtw;iw ,izj;J 
,af;Fk; Kd;>   jPk;nghUs; vjpu;g;G 

nkd;nghUisf; nfhz;L Scan 
];Nfd; nra;tij cWjpnra;J 
nfhs;Stjw;fhd top Kiwia 
cWjpg;gLj;jpf;nfhs;Sq;fs;.

5. gad;gLj;JgtUf;fhd fy;tp 5. gad;gLj;JgtUf;fhd fy;tp 
kw;Wk; tpopg;Gzu;tkw;Wk; tpopg;Gzu;t
ngUk;ghyhd irgu; ghJfhg;G 
Fwpj;j mr;RWj;jy;fs; mwpahikahy; 
Vw;gLfpd;wd.  ,jdhy;  
cgNahfpg;gtu;fSf;F jfty;>  fy;tp 
Mfpa tplaq;fspy; Nghjpa mwpTk; 
kw;Wk; gapw;rpAk; mspf;f Ntz;baJ 
mtrpak;.

6. mZfy; epu;thf mikg;G6. mZfy; epu;thf mikg;G
epWtdj;jpy; cs;s fzpdpfs; kw;Wk; 
fl;likg;GfSf;fhd mZfiyf; 
fl;Lg;gLj;j milahs Kfhikj;Jt 
nray;Kiw guhkupf;fg;gLtJld;> ,jd; 
Clhf  juT kw;Wk; mikg;GfSf;fhd 
mq;fPfhukw;w mZfiy  jtpu;f;fyhk;. 
NkYk;  vg;NghJk;  vz;fs; kw;Wk; 
rpwg;G FwpaPLfisf; (Lowercase 
letters> Special 
Characters> Numbers) nfhz;l 
flTr;nrhw;fisg; gad;gLj;jTk; > 
Fiwe;jJ 8 vOj;Jfs; my;yJ mjw;F 
Nkw;gl;ltw;iwg; gad;gLj;j Ntz;Lk;.

7. fhg;G %Nyhghak;7. fhg;G %Nyhghak;
epWtdj;jpy; cs;s juT kw;Wk; 
nraw;ghl;L Backup gjpTfis 
njhlu;r;rpahf   gpujhd mikg;gpypUe;J 
jdpj;jdpahf Nrkpg;gJld; mtw;iw  
gpujhd fl;likg;gpy; jdpj;jdpahf 
ghJfhf;f Ntz;Lk;.

8. epfo;Tfis Kfhikj;Jk; 8. epfo;Tfis Kfhikj;Jk; 
nra;tjw;fhd  jpl;lk;nra;tjw;fhd  jpl;lk;
xU rk;gtj;jpw;F gjpyspg;gjw;fhf 
mikg;Gf;F nghUj;jkhd rk;gt 
Kfhikj;Jt jpl;lk; tFf;fg;gLtJld;> 
mjd; nray;jpwd; njhlu;e;J kjpg;gPL 
nra;ag;gl Ntz;Lk;.
 
9. tPl;by; ,Ue;jthNw flikfspy; 9. tPl;by; ,Ue;jthNw flikfspy; 
<LgLjy;<LgLjy;
 tPl;by; ,Ue;jthNw ,izaj;jsk; 
%yk; flikfis  nra;tjw;fhd 
nfhs;ifia cUthf;fp> mjw;Nfw;g 
nray;gl Copau;fSf;F gapw;rp 
mspf;fTk;. ,t;thW njhiyJ}uj;jpy; 
Ntiy nra;Ak; NghJ juT kw;Wk; 
rhjdq;fisg; ghJfhf;f mbg;gil 
ghJfhg;G Kiwfis mwpKfg;gLj;j  
Ntz;Lk;.

10. ghJfhg;G kjpg;gPLfs;10. ghJfhg;G kjpg;gPLfs;
epWtdj;jpdhy; mjd; fzpdp 
fl;likg;Gfs; kw;Wk; juitg; ghJfhf;f> 
ghJfhg;G jzpf;ifia Nkw;nfhs;tJld; 
mjd; %yk; milahsk; fhzg;gl;l 
ghJfhg;G FiwghLfs; rup nra;ag;gl 
Ntz;Lk;.,e;j jzpf;iffis fzpdp 
fl;likg;gpy; nray;gLj;Jtjw;F Kd; 
my;yJ jw;NghJ ,aq;Fk; fzpdp 
mikg;gpy; khw;wj;ij Vw;gLj;jpa gpd; 
my;yJ fzpdp mikg;G epWtg;gl;Ls;s 
Clfj;jpy; (nkhopapy;)  khw;wk; nra;j 
gpwF my;yJ ,iza jhf;FjYf;Fg; 
gpwF nra;ag;gl Ntz;Lk;.

,yq;if ru;l; epWtdk; (Sri Lanka CERT Sri 

Lanka CERT) jfty; ghJfhg;G mjpfhupfs; (ISO)> 

cjtp jfty; ghJfhg;G mjpfhupfs; (AISO) kw;Wk; 

Vida murhq;f mjpfhupfSf;F ,iza ghJfhg;G 

(mbg;gilfs; kw;Wk; Nfhl;ghl;L tplaq;fs;) njhlu;ghd 

nray; mku;Tfis elj;jp tUfpwJ. ,e;j mku;Tfspd; 

Kf;fpa  Nehf;fk;> ,iza ghJfhg;G cj;jpfs;> gad;ghL 

Fwpj;J ,tu;fSf;F njspTgLj;JtjhFk;

,yq;if fzpdp mtru jahu;epiyak;  (CERT) Gjpjhf 
epakpf;fg;gl;l ICT Mrpupau;fSf;fhd gapw;rp nray; 

mku;it elj;jpaJ. 

fy;tp mikr;rpdhy; Vw;ghL nra;ag;gl;l ,e;epfo;tpy; 

midj;J khfhzq;fisAk; gpujpepjpj;Jtg;gLj;jp Rkhu; 

130 ICT Mrpupau;fs; fye;Jnfhz;ldu;. ,uz;lhk; fl;lg; 

gapyuq;fpy; Rkhu; 100 Mrpupau;fs; fye;Jnfhz;ldu;.
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Gjpa ICT Mrpupau;fSf;f-Gjpa ICT Mrpupau;fSf;f-

hd ,izag; ghJfhg;Gg; gapw;rp hd ,izag; ghJfhg;Gg; gapw;rp 

nray; mku;Tnray; mku;T



,yq;if ru;l; epWtdj;jpd; nghWg;G

Gmail (mQ;ry; Kiwia) 
iy gad;gLj;Jgtu;fisg; 
ghJfhg;gjw;fhd Gjpa 

topfhl;Ljy;fs;

,yq;if fzpdp mtru jahu;epiy 

(CERT)  my;yJ National Center 
for Cyber Security  vd;gJ irgu; 

ghJfhg;gpw;fhd Njrpa epiyakhFk;. 

,J ehl;bd; ,izantspia ,iza 

mr;RWj;jy;fspypUe;J ghJfhf;Fk; 

Njrpa nghWg;igf; nfhz;Ls;sJ. 

jw;NghJ njhopy;El;g mikr;rpd; fPo; 

nray;gl;LtUfpwJ. mj;NjhL ,J 2006 

Mk; Mz;L murhq;fj;jpw;F nrhe;jkhd 

xU jdpahu; epWtdkhf mikf;fg;gl;lJ.

,yq;ifapd; CERT epWtdk;  ,d;W  

tiyaikf;fg;gl;l cyfshtpa ,iza 

rk;gtq;fSf;F  gjpy; mspf;ff;$ba 

epiyakhf Nkk;gl;Ls;sJ. ed;F 

gapw;Wtpf;fg;gl;l kw;Wk; jFjptha;e;j 

,iza ghJfhg;G ty;Yeu; gzpahsu;fis 

,J nfhz;Ls;sJ. ,yq;if CERT  
epWtdk; Global CERT networks  
tiyaikg;Gfspd; gq;FjhuuhfTk; 

nray;gl;LtUfpwJ. ru;tNjr FIRST (The 
International FIRST (Incident Response 
Forum)>   INuhg;gpa xd;wpak; kw;Wk; 

cyf tq;fp Mfpatw;wpd; Asia Pacific 
CERT, Cyber4Dev European Union  Mrpa 

grpgpf; CERT> Cyber4Dev cWg;gpduhf 

,ize;J ehl;bw;F rpwe;j ,iza 

ghJfhg;G R+oiy cUthf;Fk; gzpia 

Kd;ndLj;JtUfpwJ.

,yq;ifapy; ,izaj; jhf;Fjy;fspd; 

jhf;fj;ijj; jLg;gjw;F my;yJ 

jzpg;gjpy; cyfshtpa murhq;f 

epWtdq;fSf;F cjt ,yq;if 

nru;l; epWtdk; nray;gLfpwJ. ,jw;F 

Nkyhf Njrpa ,izag; ghJfhg;Gf; 

nfhs;if kw;Wk; eilKiwfSk; 

mwpKfg;gLj;jg;gl;Ls;sd. Fwpg;ghf 

,izaj; jhf;Fjy;fspy; ,Ue;J muR 

epWtdq;fisj;  ghJfhj;Jf; nfhs;s 

mtw;iw jahu;gLj;Jjy; kw;Wk; jhf;Fjy; 

ele;jhy;> mtw;Wf;F  gjpybia toq;FtJ 

CERT  epWtdj;jpd; Kjd;ikg; nghWg;ghf 

mwpKfg;gLj;jyhk;. ,NjNghd;W> ,izag; 

ghJfhg;gpy; murj;Jiwapy; tYthd 

gzpahsu;fis cUthf;Fjy;> gy;NtW 

r%fg; gpupTfSf;F njspTgLj;jy; kw;Wk; 

,iza mr;RWj;jy;fis vjpu;nfhs;Sk; 

epWtdq;fs; kw;Wk; jdpegu;fs; jq;fs; 

gpur;rpidfisj; jPu;f;f cjTjy; ,jd; 

gad;fshf mike;Js;sd.

murhq;fj;jpd;

cj;jpahfG+u;t mYty;fSf;F 

gov.lk

jfty;> jfty; njhopy;El;gk; kw;Wk; 

,izag; ghJfhg;G njhlu;ghd fl;lis  

rl;lq;fs; 

midj;J murhq;f epWtq;fSk; jq;fsJ cj;jpahfG+u;t 

jfty; njhlu;GfSf;F mjpfhug;G+u;t kpd;dQ;ry; 

Kftupfis gad;gLj;j Ntz;Lk;;. ,e;j cj;jpNghfG+u;t 

kpd;dQ;ry; (E-Mail) jdpg;gl;ltpl q;fSf;fhf gad;gLj;jf; 

$lhJ. mj;NjhL> murhq;f epWtdq;fSf;fhd ghJfhg;G 

kw;Wk; ,dzg; ghJfhg;Gf; nfhs;ifapd; fPo; ,e;j 

tplak; mwptpf;fg;gl;Ls;sJ. [hjpgjpapd; nrayhsu; 

ntspapl; SP/SB/10/13 Rw;wwpf;ifapd; Clhf ,J 

cWjpg;gLj;jg;gl;Ls;sJ. cj;jpNahfG+u;t kpd;dQ;ry; 

vd;gJ murhq;fj;jhy; toq;fg;gLk; gov.lk kpd;dQ;ry; 

MFk;.

kpd;dQ;ry; juT jpUl;L kw;Wk; jPq;fpiof;Fk; jPk;nghUs; 

nkd;nghUs; tpepNahfj;jpypUe;J kpd;dQ;riyg; 

ghJfhg;gjw;Fk; tYg;gLj;Jtjw;Fkhf kpd;dQ;ry;fis 

mDg;Ggtu;fspd; eyd; fUjp Gjpa topfhl;Ljy;fis 

vjpu;tUk; ngg;utup khjk; mwpKfg;gLj;j $Fs; Goole 

epWtdk;  jahuhfp tUfpwJ.

kpd;dQ;ry; Nkhrb kw;Wk; juT jpUl;Lf;F vjpuhd 

ghJfhg;ig tYg;gLj;j kpd;dQ;ry; gad;gLj;JNthupd;  

fzf;FfSf;F SPF/DKIM and DMARC mq;fPfhuk;   

mwpKfg;gLj;jg;gLk;. ,J juTfs; jpUlg;gLtij 

jLf;f cjTtJld;>  flj;jy; kw;Wk; jPq;fpiof;Fk; 

nkd;nghUspd; Rw;Nwhl;lj;ij jLf;fTk; gad;gLfpwJ. 

er;rupg;ghd tzpf kpd;dQ;ry;fisj; jtpu;f;fTk; Icons   
- rpd;dq;fspy; ,Ue;J gjpT ePf;fiyAk; Nkw;nfhs;s 

KbAk;. mj;NjhL me;j tzpf epWtd tpahghuq;Sld;> 

,uz;L ehl;fSf;Fs; njhlu;ig jLf;f eltbf;if 

vLf;f Ntz;Lk;. ,g;NghJk; $l> [pnkap (Gmail) ypd;  
nraw;if Ez;zwpT mbg;gilapyhd ghJfhg;G 99.9% 
f;Fk; mjpfkhd juT jpUl;L kw;Wk; jPk;nghUs; %ykhd 

kpd;dQ;ry; njhlu;GfisAk; jLf;fg;gLtjhf  $Fs; 

epWtdk; njuptpj;Js;sJ. mjd;gb> xU ehisf;F 

fpl;lj;jl;l 15 gpy;ypad; Njitaw;w kpd;dQ;ry;fis 

ntw;wpfukhfj; jLf;f KbfpwJ.

 x 2007 Mk; Mz;bd; 24 Mk; ,yf;f. fzpdp topf;Fw;wr; 
rl;lk; 

 x 2006 Mk; Mz;bd; 30 Mk; ,yf;f nfhLg;gdT 
cghaq;fspd; Nkhrbfs; rl;lk;

 x 2022 Mk; Mz;bd; 9 Mk; ,yf;f> jdpg;gl;l juTg; 
ghJfhg;Gr; rl;lk;

 x 2006 Mk; Mz;bd; 19 Mk; ,yf;f ,yj;judpay; nfhLf;fy; 
thq;fy; rl;lk;

 x muR epWtdq;fSf;fhd jfty; kw;Wk; irgu; ghJfhg;Gf; 
nfhs;if 2023.
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