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ihsn¾ wdrlaIdjg oi YslaIdjla
1 wjodkï l<ukdlrK l%ufõohla'
(Risk Management)
Tfí wdh;kfha uq,H fyda fufyhqï 
f;dr;=rej,g we;s wjodkï yÿkd 
.ekSu ioyd fÊIaG l<ukdlrejkaf.a 
iydfhka wjodkï ;lafiare l%ufõohla 
ilia lrkak' tA wkqj f;dr;=re ;dlaIK 
moaO;s iy o;a; ioyd we;s wjodku 
;lafiarelr tAjd iqrlaIs; lsÍug iqÿiq 
wdrlaIl l%ufõo wkq.ukh lrkak'

2 wksIag uDÿldx. je<elaùu'
(Prevention from Malware)
Tnf.a wdh;khg wksIaG uDÿldx. 
(Malware) u.ska jk ydks je<elaùu 
ioyd ksis m%;s wksIaG uDÿldx. ia:dmkh 
lrkak'

3 wdrlaIs; úkHdihla
(Secure Configuration)
Tnf.a mß>kl uDÿldx. f;dr;=re 
moaO;s iy WmlrK ieuúgu kj;u 
Patch u.ska hdj;ald,sk lr.kak' 
;jo tAjdfha wdrlaIdj ;yjqrejk mßÈ 
úkHdi.; lrkak'

4 msg;ska iïnkaO lrK fuj,ï 
Ndú;h isud lsÍu
(Removable Media)
iEuúgu mß>kl ioyd msg;ska iïnkao 
lrK fuj,ï (Wod USB sticks, External 
Hard Disk) Ndú;h isudlrkak' tu 

Wmdx. iïnkaO lsÍfï§ wksjdh–kau 
m%;s wksIaG uDÿldx.hla u.ska Scan 
lsÍu ioyd m%;sm;a;shla ilia lrkak' 
tAjd iïnkaOlr l%shd;aul lsÍug fmr 
ialEka lrkak'

5 mßYS,l wOHdmkh yd oekqj;a Ndjh
(User Education and Awareness)
ihsn¾ wdrlaIK ;¾ck fndfyduhla 
isÿjkafka fkdokqj;anj ksidfjks' tu 
ksid mßYS,lhka okqj;a lsÍu"wOHdmkh 
,nd§u " mqyqKqj ,nd§u w;HdjYHfõ'

6 wkkH;d l,ukdlrKh
(Access Management System)
wdh;kh ;=< we;s mr>Kl iy moaO;s 
ioyd msúiSï iSud lsÍug wkkH;d 
l<ukdlrK l%shdoduhla mj;ajd .; 
hq;= w;r tu.ska o;a; iy moaO;s ioyd 
jk wkjir msúiqï u.yrjd .; yel' 
;jo iEuúgu wlaIr" b,lalï iy 
úfYaI ixfÄ; j,ska iukaú; uqrmo 
Ndú;d l< hq;= w;r wju jYfhka 
tys wlaIr 8 la fyda Bg jeä m%udKhla 
fhdod .; hq;=fõ'

7 Wmia: ie,eiau
(Backup Strategy)
wdh;kh ;=< we;s o;a; iy f,d.a 
ksr;=rej Wmia: Backup l,hq;= w;r 
tAjd wdrlaIdldÍj m%Odk moaO;sfhka 
fjkaj .nvd l< hq;=fõ'

8 isoaê l<ukdlrK ie,eiau
(Incident Management)
isoaêhlg m%;spdr oelaùu ioyd iqÿiq 
isoaê l<ukdlrK ie,eiaula wdh;kh 
ioyd ksudkh l,hq;= w;r tys 
l%shdldß;ajh ksr;=rej we.hSug ,la 
l, hq;=fõ'

9 ksjfia isg rdcldß lghq;=j, ksr;ùu
(Policy on Work from Distance)
ÿria:j ldh–d,lghq;= lsÍu ioyd 
m%;sm;a;shla ilialr Bg wkq.;j 
lghq;= lsrug ld¾h uKav,h mqyqKq 
lrkak' ÿria:j lghq;= lsÍfï§ o;a; 
yd Wmdx. wdrlaId lr.ekSfï uq,sl 
wdrËs; l%ufõohka yÿkajd fokak'

10 wdrlaIK ú.Kkhka
(Security Assessments)
wdh;kh úiska ish mß>kl moaO;s" o;a; 
wdrlaId lsÍug wdrlaIK ú.Kkhla 
isÿl,hq;= w;r tu.ska yÿkd .kakd 
wdrËs; fodaI ksjerÈ l,hq;= fõ' fuu 
ú.Kkhka mß>kl moaO;sfha l%shd;aul 
lsÍug fmr fyda oekg l%shd;aul jk 
mß>kl moaO;shl fjkia lsÍula 
isÿlsÍfuka miq fyda tu mß>kl moaO;sh 
ia:dmkh lr we;s udOHfha fjkila 
isÿlsßulska miq fyda ihsn¾ m%ydrhlska 
miq wdrlaIK ú.Kkh l, hq;=h'

› ,xld i¾Ü wdh;kh úiska rdcH wdh;kj, f;dr;=re 
wdrËl ks,OdÍka (ISO) iyldr f;dr;=re wdrËl ks,OdÍka 
(AISO) iy wfkl=;a ks,Odßka i|yd ks¾udKh lrk ,o 
ihsn¾ jevigyka u,a,jla ixúOdkh lr;sfí' fï wkqj 
2000l  muk ks,OdÍkag fuu mqyqKqj ,nd§ug ie,iqï lr 
we;' fuu ieisfha uQ,sl mrud¾:h jkafka rdcH wdh;kj, 
ixfõ§ f;dr;=re j;alï wdrlaId lsÍu i|yd wjYH oekqu 
,nd§uhs'

Sri Lanka CERT úiska w¨;ska m;a jQ ICT .=rejreka i|yd 
mqyqKq ieishla mj;ajk ,§' fuu jevigyk wOHdmk 
wud;HdxYh úiska ixúOdkh lr ;snQ w;r fï i|yd ish¨u 
m<d;a ksfhdackh lrñka f;dr;=re yd ikaksfõok ;dlaIK 
.=rejreka 130lg wdikak msßila iyNd.s jQy'fuu jevuq¿fõ 
fojk wÈhr ioyd .=rejreka 100 muK iynd.s úh'
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www.onlinesafety.lk
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› ,xld i¾Ü wdh;kfha ld¾hNdrh 

Gmail
mßYS,lhkaf.a wdrlaIdjg

kj ud¾f.damfoaY 

› ,xld mß.Kl yÈis m%;spdr ixioh 
fyj;a Sri Lanka CERT hkq ihsn¾ 
;¾ck j<ska  ihsn¾ wjldYh wdrlaId 
lsÍfï cd;sl j.lSu ork wdh;kh fõ'  
th jd¾;udkfha ;dlaIK wud;HxYh 
hgf;a l%shd;aul jk w;r ukd mqyqKqjla 
iy iqÿiqlï ,;a ihsn¾ wdrlaIK 
jD;a;slhkaf.ka iukaú; fõ' › ,xld 
CERT wfkl=;a úfoaYSh mß>kl yÈis 
m%;spdr ixio iu. iïnkao fjñka 
lghq;= lrK w;r th FIRST, Asia 
Pacific CERT hk wka;¾cd;sl mß>kl 
yÈis m%;spdr ixiohkays idudðl;ajh 
orhs'

› ,xldj ;=< isÿjk ihsn¾ m%ydr j,g 
laI‚l m%;spdr olajñka tu m%ydr 
je,elaùu g fyda tAjdfha  n,mEu wju 
lsÍug  f.da,Sh  rdcH wdh;kj,g iydh 
ùug › ,xld i¾Ü wdh;kh lghq;= 
lrhs' ;jo f.da,Sh yd foaYSh ihsn¾ 
;¾ck ms<snoj ksrka;rj ksÍlaIKh 
lrñka wod< md¾Yjhka oekqj;a lsÍu yd 
;¾ckj<ska uqod.ekSu ioyd ;dlaI‚l 
iyho ,ndfoa' tfukau cd;sluh 
jYfhka ihsí¾ wdrlaIdj ms<sno 
m%;sm;a;s yd ud¾f.damfoaI yÿkajd§u 
o   isÿlrhs' › ,xld i¾Ü l%shdldß;ajh 
fya;=fjka f.da,Sh jYfhka t,a,jk 

;¾ck j,lajd.ekSug fukau wys;lr 
n,mEï  j,lajd .ekSug o  yelsù ;sfí' 
úfYaIfhkau rdcH wdh;k ihsn¾ m%ydr 
j,ska wdrlaId lsÍug iqodkï lsÍu yd 
m%ydrhla t,a, jqjfyd;a wjYH m%;spdr 
oelaùu i¾Ü wdh;kfha uq,slu j.lSula 
f,i yÿkajd Èh yelshs' tfukau 
ihsn¾ wdrlaIdj ms<sn| rdcH wxYfha 
Yla;su;a Y%un,ldhla f.dvke.Su" 
úúO iudc fldgia oekqj;a lsÍu;a 
ihsn¾ ;¾ckj,g ,lajk wdh;k yd 
mqoa.,sl .eg¿ úiod.ekSug iydh 
ùu;a isÿlrhs'  

rdcH ks, lghq;= ioydrdcH ks, lghq;= ioyd

gov.lk

f;dr;=re" f;dr;=re ;dlaIK yd ihsn¾
wdrlaIdj iïnkaOfhka jk wK mk;a

ish¨u rdcH wdh;k ish ks, ikaksfõok lghq;= ioyd ks,  
úoHq;a ,smsk Ndú;d l,hq;=fõ' mqoa.,sl lghq;= ioyd fuu 
ks, B fï,a Ndú;d fkdl< hq;= njg;a rdcH wdh;k ioyd  
f;dr;=re yd ihsn¾ wdrlaIK m%;sm;a;sh u.ska olajd we;'    
;jo ckd êm;s f,alï jrhd  úiska ksl=;a l< SP/SB/10/13 
pl%f,alh u.ska o fï nj ;yjqre fldg ;sfí'

ks, úoHq;a ;eme,a ,smskhla hkq gov.lk hgf;a rch úiska 
ksl=;alrk ,oaols' th rch i;= j;alula jk w;r th 
wdrlaIdldÍj mßyrKh lsÍu rdcH ks,OdÍkaf.a j.lSuls'   
tu úoHq;a ,smsk  Ndú;d  lsrfï§ wkq.ukh l,hq;= wdrlaIK  
Wmfoia o fuu m%;sm;a;sfha olajd we;' 

o;a; fidrlï lsÍï yd wksIaG Malware uDÿldx."  email 
u.ska fnodyeßug tfrysj úoHq;a ;emE, wdrlaIdfldg 
Yla;su;a lsÍug email hjkakka ioyd kj ud¾f.damfoaY 
,nk fmnrjdßfha isg yÿkajd §ug Google iud.u iqodkï 
fjhs' fï wkqj email jxpd lsÍï iy o;a; meyer .ekSï 
j,g tfrysj wdrlaIdj Yla;su;a lsÍug mßYS,lhkaf.a 
.sKqï ioyd SPF/DKIM iy DMARC i;Hdmk yÿkajdfokq 
we;' o;a; fidrd.ekSï meyer.ekSï j,lajd,Sug;a ydkslr 
uDÿldx. ixirKh ksYaÑ;ju yÿkd.ekSug;a tu.ska 
yelsjkq we;'

lrorldÍ fjf<o email j,lajd .ekSu ioyd tys we;s 
tla whslkhla click lsÍfuka tu ino;d unsubscribe l, 
yelsh' Bg wu;rj  Èk folla we;=,; ino;d je,elaùu 
l%shdjg ke.sug tu jd‚c jHdmdrhkag isÿfõ' fï jk úg;a 
Gmail ys lD;Su nqoaêh u; mokïjQ wdrlaIdj u.ska 99'9] 
lg jvd o;a; fidrlï lsÍï iy wksIaG uDÿldx.email 
iu. iïnkaOùu id¾:l f,i j,lajk nj Google iud.u 
mjihs' tA wkqj Èklg wkjYH email ì,shk 15 lg wdikak 
m%udKhla id¾:l f,i wjysr lsÍug yelsú;sfí'

Tn email wdrlaIK m%ñ;Skaf.a ixlS¾K;d .ek lror 
úh hq;= ke;' kuq;a Tng úoHq;a ;eme,la uq,dY%hla f,i 
úYajdYh ;eìh yels úh hq;=h' flfia fj;;a fuu.ska lsishï 
ÿ¾j,;djlska fyda isÿúh yls ;¾ck j,ska fíÍisàug email 
Ndú;d lrkakkag yelsjkq we;'  
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