
ihsn¾ ysxikh msgqolsuq
.=re Wmfoia ix.%yh



wka;¾cd,h wdY%s; ´kEu wmfhdackhla ihsn¾ ysxikhls¡ my; ioyka wjia:d ihsn¾ ysxikhka 
f,i ie<lsh yel¡ 

•	 mqoa.,fhl= wmyiq;djg m;ajk mßÈ fm!oa.,sl f;dr;=re PdhdrEm iy ùäfhda m< lsÍu¡ 

•	 ydksodhl fyda wmydid;aul fyda ;¾ckd;aul fyda mska;+r, ùäfhda mKsjqv wdÈh ks;r heùu¡ 

•	 iudc udOH .sKqïj,g wkjirfhka we;=¿ù wmydid;aul fyda ydksodhl mKsjqv m< lsÍu¡

•	 mqoa.,hska wmyiq;djg m;ajk mßÈ wka;¾cd, l%Svd fyda iudc ixio (social media groups) 
wdÈfhka Tjqka bj;a lsÍu¡

•	 wka;¾cd,h Tiafia hul= iïnkaOfhka lgl;d m;=rejd yeÍu¡

•	 fjk;a whl=f.a PdhdrEm iy iïnO;d f;dr;=re Ndú;d lrñka fjk;a  
wfhl= f,i jHdc iudc udOH .sKqï ieliSu¡

•	 wka;¾cd,h Tiafia mqoa.,hska ¨yq ne§u ^stalking&¡

ihsn¾ ysxikh hkqq l=ulao@ 
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idïm%odhsl ysßyer lsÍï fuka fkdj ojfia meh 24 mqrd u ihsn¾ 
ysxikj,g ,laùfï yelshdj mj;S¡

tu.ska we;sjk wys;lr n,mEï u.ska udkisl fi!LHg yd 
hymeje;aug ydksúh yelsh¡ úYajdih wysñ ùu, udkisl 
wjmSvkhg ,laùu, l<yldÍ l%shd ioyd fhduqùu iy whym;a 
yeisÍï fï hgf;a ksÍlaIKh l< yelsh¡

fuu.ska we;slrk wys; lr n,mEï nrm;, yd È.=ld,Sk jk 
w;r tu.ska úkaÈ;hd yqol,d ùu, wirKNdjhg iy ìhg m;aùu 
isÿúh yelsh¡

ihsn¾ ysxikh úys¿jla fkdfõ¡ 
ihsn¾ ysxikh nrm;, f,i ie,lsh hq;= lreKls. th úkaÈ;hdg nrm;, 
n,mEula we;s l< yels m%pKav;ajhls¡
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•	 ;kslulska fyda yqol,d njlska isák nj fmkaùu¡
•	 yeisÍu rgdfõ yd fm!reI;ajfha fjkialï fmkaùu¡
•	 wjOdkh fjk;lg fhduq lr we;s nj fmkSu¡
•	 wOHhk lghq;=j,g ÿ¾j, ùu¡
•	 fya;=jla rys;j ks;r yeãu¡
•	 laIKsl j ñ;=rka fjkia lsÍu¡
•	 ndysr l%shdldrlï ms<sn| Wkkaÿj wju ùu¡
•	 mdi,g meñKSfï meyeÈ,s fjkila fmkaùu¡
•	 wd;au wNsudkh ySk ùu¡
•	 ksr;=rej u wikSmfhka, lkiai,af,ka, ìfhka fyda udkisl wd;;shlska fyda miqùu¡

isiqjl= ihsn¾ ysxikhg ,laùu yÿkd .kafka flfiao@ 
ihsn¾ ysßyerj,g ,lajk isiqjl= yÿkd.; yels ,laIK

Tfí isiqka by; ,laIK fmkakqï lrkafka kï Tjqka tu 
;;ajfhka uqojd .ekSug ihsn¾ ysxikh ms<sn| j Tjqka iu. 
idlÉPd lrkak¡

ihsn¾ ysxikh keje;aùu ioyd yels blaukska Tn ueÈy;a jkak¡

ihsn¾ ysxikh je,elaùu ioyd wkq.ukh l< hq;= iqÿiqlu 
úiÿu jkafka ta iïnkaOfhka isiqka oekqj;a lsÍuhs¡
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.=rejrfhl= f,i Tn lsishï isiqfjl= ihsn¾ 
ysxikhlg ,lajk nj ÿgqjfyd;a ta ioyd 
fkdmudj ueÈy;aùula isÿ l< hq;= w;r ta ioyd 
,ndÈh yels Wmfoia lsysmhla my; oelafõ¡

•	 ysßyer lrkakka wjysr lsÍug Wmfoia §u¡
•	 wkjYH mKsjqv yqjudre lsÍu fyda m%;spdr 

oelaùu fyda isÿ fkdlrk f,i Wmfoia §u¡
•	 ysxidldÍka yÿkkafka kï th wkqu; fkdlrk 

nj oekqï § tfia fkdlsÍug wjjdo lsÍu¡
•	 lsisúfgl;a ihsn¾ ysxik ioyd fhduq fkdùug 

yd tjeks l%shd ioyd iïnkaO fkdùug Wmfoia 
§u¡

•	 ñ;=frl= ysßyerhg ,lajk nj ÿgqjfyd;a,  bka 
ñ§ug iyfhda.h ,nd fok f,i isiqka oekqj;a 
lsÍu¡

•	 wkjYH mKsjqv ioyd m%;spdr fkdolajk f,i 
isiqkag Wmfoia §u¡

•	 ysxikhlg ,laùfï§ ta ms<sn| oekqï Èh 
hq;af;a ldgo, flfiao wdÈh ms<sn|j oekqj;a 
lsÍu¡

Wmldr l< yels l%u lsysmhla¡ 
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ihsn¾ ysxikj,ska je<elaùu ioyd fmdÿ Wmfoia  

fndfyda úg mqoa.,hska wka;¾cd,fha yqjudre lrk 

f;dr;=re iy l%shdldrlï ksid ysxikhg ,la ùu 

isÿ fõ, tneúka, 

•	 fkdokakd mqoa.,hska isÿlrk ñ;=re wdrdOkd 
(friend requests) ms<s.ekSfuka j<lskak¡

•	 Tn j wmyiq;djg m;alrk mqoa.,hska wjysr 
lrkak$bj;a lrkak¡ tfiau Tfí .sKqfï m< lr 

we;s wkjYH f;dr;=re$m%;spdr uld oukak¡

•	 wka wh wmyiq;djg m;a jk wdldrfha mKsjqv, 
woyia, PdhdrEm fyda ùäfhda wdÈh iïnkaOfhka 
wod< md¾Yaj fj; fkdmud j jd¾;d lrkak¡
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Wmfoia bÈßhg;a 

Tn fydÈka yÿkk$úYajdijka; mqoa.,hskag muKla Tfí .sKqfï 
wka;¾.; mßYS,kh lsÍug, Tng Rcq mKsjqv tùug fyda 
Tfí m< lsÍïj,g woyia oelaùug yels jk mßÈ iudc udOH 
.sKqïj,g privacy settings ilikak¡

Tnf.a .sKqu mqoa.,sl jqjo, Tnf.a ñ;=rkaf.a .sKqï fj; msúfik 
´kEu whl=g Tfí m< lsÍï mßYS,kh fyda yqjudre lsÍu fyda isÿ 
l< yels nj u;l ;nd .kak¡
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wdrlaIdldÍ j wka;¾cd, l%Svdj, ksr;ùu 

•	 lsisÿ wjia:djl l%Svd fõÈldj, ^online gaming platforms& Tfí 
iïmQ¾K ku yd fm!oa.,sl f;dr;=re we;=<;a fkdlrkak¡ 

•	 Tnf.a .sKqfï uqrmo yqjudre lr.ekSfuka j<lskak¡

•	 wka;¾cd, .sKqï ioyd iqÿiq wdrlaIs; Wml%u we;=<;a 
lrkak¡ WodyrKhla f,i wka;¾cd, .sKqï ioyd ^multi factor 
authentication& il%Sh lrkak. fuu.ska uqrmo ksrdjrKh ùul § 
Tnf.a .sKqug wu;r wdrlaIdjla tu.ska iemfha¡ 

•	 jeä wdrlaIdjla ioyd, tla tla l%Svd fõÈld ^gaming platforms& 
ioyd úúO mßYS,l kdu Ndú;d lrkak¡ 

•	 wka whg Tfí ienE ku oek .ekSug, ñ;=re ,ehsia;=j 
mßYS,kh lsÍug, iy Rcq j mKsjqv tùug fkdyels jk f,i 
privacy settings ilikak¡ 

•	 lsisúfgl;a ÿ¾j, uqrmo fyda fmrksñ (default password) Ndú;d 
lsÍfuka j<lskak¡
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Tnf.a ÿjd orejkaf.a ihsn¾ wdrlaIdj
 fjkqfjka Y%S ,xld mß.Kl yÈis m%;spdr 

ixiofhka msfok ;s<sKhls 

ihsn¾ wdrlaIdj iïnkaO .eg̈ jl§ Y%S ,xld i¾Ü
Ŝri Lanka CERT& wdh;khg ÿrl:k weu;=ula ,nd§ug 

miqng fkdjkak¡


