
rdcH wdh;k i|yd Yla;su;a 
f;dr;=re iy 

ihsn¾ wdrlaIK m%;sm;a;shla
äðg,a wdrlaIdj jeä ÈhqKq lsÍu iy ixfõ§ f;dr;=re wdrlaId lsÍu i|yd 
l%shdldß bÈß mshjrla ;nñka" › ,xldfõ mß.Kl yÈis m%;spdr ixioh (CERT) 
rdcH wdh;k i|yd mq¿,a f;dr;=re iy ihsn¾ wdrlaIK m%;sm;a;shla bÈßm;afldg 
;sfí' rdcH wdh;k ioyd jQ f;dr;=re yd ihsn¾ wdrlaIK m%;sm;a;shg 2022 
jif¾ wf.daia;= udifha§ wud;H uKav, wkque;sh ,enqk w;r th fï jif¾ isg 
l%shd;aul lsÍug ;dlaIK  wud;HxYh mshjrf.k we;' › ,xld i¾Ü CERT furg 
ihsn¾ wdrlaIK isoaê ioyd m%;spdr olajk wdh;kh jk w;r ihsn¾ wdrlaIdj 
iïnkaofhka jQ m%;sm;a;s ks¾udKh yd iïnkao fiajdjka imhk rdcH wdh;kh 
o fõ' fuu ihsn¾ wdrlaIK m%;sm;a;sh ish¨u rdcH wdh;k ioyd n,meje;afõ'

uq,sl wruqKq 

ihsn¾ ;¾ck ioyd iQodku
› ,xld CERT ;dlaIK wud;HdxYfha 
iyfhda.S;djfhka" ihsn¾ ;¾ckj,g 
tfrysj rcfha wdh;k iQodkï lsÍfï 
jevigykla l%shd;aul lrk w;r Bg 
ihsn¾ ;¾ck úYaf,aIKh" wjodkï 
;lafiare lsÍï iy l%shdYS,S wdrlaIl 
mshjr we;=<;a fõ'

m%;sm;a;s rduqj
rdcH wxY yryd  f;dr;=re iqrlaIs;;dj 
i|yd meyeÈ,s ud¾f.damfoaY" m%ñ;Ska 
iy fyd|u Ndú;hka ia:dms; lsÍug 
Yla;su;a m%;sm;a;s rduqjla ixj¾Okh 
fldg we;' fuu m%;sm;a;s rduqj o;a; 
wdrËdj" isoaê ioyd m%;spdrh iy Bg 
.kakd  l%shdud¾. we;=,;afõ'

l=i,;d j¾Okh
ihsn¾ ;¾ck M,odhS f,i y÷kd 
.ekSug iy wju lsÍug wjYH l=i,;d 
j,ska rdcH fiajlhska ikakoaO lsÍu 
i|yd mqyqKq iy l=i,;d j¾Okh 
lsÍfï jevigyka l%shd;aul flf¾' 
fuu l%shdj,sh  ihsn¾ wdrlaIK ms,sn| 
oekqj;a lsÍfï ixialD;shla ìyslsÍu 
wfmalaIs;hs'

rdcH-fm!oa.,sl wxYfha iyfhda.S;dj 
mqoa.,sl wxYh iy cd;Hka;r ihsn¾ 
wdrlaIK wdh;k iuÕ iyfhda.S;djh 

› ,xldfõ ihsn¾ wdrlaIK l%shdj,sh 
Yla;su;a lsÍug fhdod .efka' th oeKqu 
yqjudrej" ihsn¾ ;¾ck ms<sno oeKqu 
fnod .ekSu iy oekqj;aNdjh j¾Okh 
lrkq we;'

rdcH ixúOdk iún, .ekaùu
fuu m%;sm;a;sh l%shd;aul lsÍu rcfha 
o;a;" fiajd iy mqrjeis f;dr;=re 
iqrlaIs; lsÍu i|yd w;HjYH mshjrls' 
th › ,xldfõ äðg,a ixj¾Ok 
l%shdj,sh Yla;su;a lrk w;ru ihsn¾ 
isÿùï i|yd m%;spdr oelaùug  l%shdYS,s 
iïnkaëlrK" jevms<sj,la iy;sl 
lrhs'

mqrjeishka iuÕ iïnkaO ùu
ihsn¾ wdrËdj iïnkaOfhka l%shdldÍ 
N+ñldjla bgq lsÍug › ,xld CERT 
mqrjeishka Èßu;a lrhs' iel iys; 
ine¢ l%shdldrlï jd¾;d lsÍu iy 
wdrlaIs; äðg,a mqreÿ mqyqKq lsÍu 
cd;sl ihsn¾ wdrlaIdj mj;ajd .ekSu 
i|yd w;HjYH fõ'

› ,xld CERT iy ;dlaIK 
wud;HxYh w;r tAld noaO m%h;akh 
;=,ska ihsn¾ wdrlaIKh i|yd 
rcfha lemùu wjOdrkh lrhs' fuu 
m%;sm;a;s l%shd;aul lsÍfuka iy ihsn¾ 
iqmÍlaIdldÍ ixialD;shla fmdaIKh 
lsÍfuka" › ,xldj wdrlaIs; äðg,a 
rgla f,i iy;sl jkq we;'

SecurityPolicies 

Virus Guards 
mß.Kl wdrlaIdjg 
äðg,a uqrlrefjla

iS.%fhka  bÈßhg hk  ;dlaI‚l  
mßj¾;k  ;=<" Tfí äðg,a Ôú;h 
iqrlaIs; lsÍu i|yd mß.Kl  
ffjria wdrlaIlhska w;HdjYHj 
we;' fndfyda úg m%;s-jhsri 
uDÿldx.  fyda  wdrËl lÜg, f,i 
y÷kajk fuu jevigyka mß.Kl 
ffjria" ydkslr uDÿlx. iy ihsn¾ 
;¾ck meñŒug fmr tfrysj 
mq¾j.dñ wdrlaIlhka f,i fiajh 
lrhs'

ffjria wdrlaIlhska" Tfí 
mß.Klh wLKavj wëlaIKh lrhs" 
ksrka;rfhka ydkslr uDÿldx. 
y÷kd .ekSu iy tAjd l%shd;aul 
ùu j<lajhs' kj ;¾ck meñŒu 
je,elaùug iy y÷kd.;a ;¾ck 
bj;a lsÍug wdrlaIdj iemhSu 
hdj;ald,Sk lrhs' ffjria wdrlaIl 
uDÿldx. mej;sh;a" mßYS,lhka 
iel iys; fjí wvú iy weuqKqï 
uÕyrjd .ksñka m%fõYïldÍj 
wka;¾cd,h Ndú;d lsÍu jeo.;afõ' 
úfYaIfhkau               jHdmdr rdcH 
wdh;k" ixfõ§ o;a; wdrlaId lr 
.ekSu jeo.;ajkafka th  Tjqkaf.a 
lS¾;sh kduh mj;ajd .ekSugo 
fya;=jla jk neúks'

fláfhka lshf;d;a Virus Guards 
hkq äðg,a uqrlrejka jk w;r" 
Èfkka Èk j¾Okh jk äðg,a 
f,dalfha Tnf.a Wmdx. iy o;a; 
wdrlaId lrhs'
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wefußldfõ ihsn¾ wdrlaIdj ms<no oekqj;a lrkak  
udihl úfYaI jevigyka

wkdrlaIs; Ndysr o;a; .nvd 
oDvdx. Ndú;fha

wjodku

ihsn¾ wjldYfha Tnf.a 
fm!oa.,sl;ajh

wdrlaId lr.kafka fldfyduo@
äðg,a myiqlï nqla;súÈk Tn wksjd¾hfhkau"  o;a; yqjudre 
lsÍu i|yd ndysr o;a; .nvd oDvdx. Ndú;d lrkq we;s' 
flfia fj;;a" tA ksid u tys we;s wjodku ms<snojo Tnf.a 
wjOdkh fhduqlsÍu jeo.;a'

ndysr o;a; .nvd oDvdx. Odjlhka" f;dr;=re o;a; tyd fuyd 
f.khdug myiqjla jqj;a tu.skau Tnf.a uDÿldx. iy o;a; 
j,g ydks isÿùug we;s bvlvo jeäù we;' fuu ndysr o;a; 
.nvd oDvdx. Odjl iu. úkdildÍ ffjria .uka lsÍfuka 
wdrlaIs;j mej;s Tnf.a mß.Klj,g iïnkaO l< úg" tys 
we;s Tfí f.dkq iy ixfõ§ f;dr;=re wk;=rg ,lafõ' 

fmdÿ wjodkï

wys;lr Malware uDÿldx. u.ska ydkshg ,lajQ  ndysr o;a; 
.nvd  oDvdx. Odjl Ndú;dfjka ffjria" Ransomware fyda  
T;a;= uDÿldx. Spyware tla Wmx.hlska ;j;a Wmx.hlg 
me;sr hd yels w;r tuÕska ie,lsh hq;= ydkshla isÿ fõ'

o;a; fidrlï lsÍu

Tnf.a ndysr o;a; .nvd oDvdx. Odjlhla ke;sùu fyda 
fidrlï lsÍu u.ska f,fyisfhkau Tni;= ryiH o;a; fjk;a 
flfkl= w;g m;aúh yels w;r" tu.ska Tnf.a mqoa.,sl 
f;dr;=re fyda wdh;ksl f;dr;=rej, ryiH Ndjh ke;súh 
yelshs' 

wjodkï wju lsÍu

wjodkï wju lsÍu ioyd Tng úYajdikSh iy m%ñ;sfhka hq;= 
ndysr o;a; .nvd oDvdx. muKla Ndú; lrkak' ieuúgu 
wys;lr ffjri iy mer‚ jhsria bj;alsÍu ioyd ialEka 
lrkak' ndysr o;a; .nvd oDvdx. ;=< we;s ixfõ§ o;a; 
wdrlaIs;j ;nd .ekSug tAjd ixfla;kh Encrypt lsÍu i,ld 
n,kak' fiajlhska fyda mjqf,a wh w;r fïjdfha wdrlaIdj 
ms<sn| oekqj;a lsÍu m%j¾Okh lrkak' iqmÍlaIdldÍj iy 
wdrlaIs; Ndú; ms<sfj;a wkq.ukh lsÍfuka" Tng Tnf.a  
äðg,a Wmx. yd  iïnkaO wjodkï wju lr .; yelshs'

2004 jif¾ isg Tlaf;daïn¾ ihsn¾ wdrlaIdj ms<sno udih 
f,i wfußldkq fldka.%ih úiska m%ldYhg m;afldg ;sfí' tA 
wkqj fuu udih ;=< äðg,a wdrlaIdj ms<sn| oekqj;a lsÍu 
iy mqoa.,sl o;a; äðg,a wdldrfha wmrdO j<ska wdrlaId lr 
.ekSfï jeo.;alu oekqj;alsÍu ioyd wefußldkq rdcH iy 
fm!oa.,sl wxY tlaj isáhs'

o;a; kS;s lvlsÍï fukau yel¾m%ydr ms,snoj fndfyda mqj;a 
wefußldj ;=< m<jkq olakg we;s kuq;a o;a; wdrlaId lr 
.ekSug wjYH ish¨u wdldrfha l%ufõohka we;s neúka bka 
miqng fkdjk f,i Tjqyq b,a,d isá;s' fï ksid jeo.;au 
foh ihsn¾ wdrlaIdj ms<sno jQ oekqj;a Ndjh nj wefußldkq 

ihsn¾ wdrlaIdj yd tA ms<no jQ há;, myiqlï tAckaish 
CISA wjOdrKh lrhs'

fï jif¾ uyck oekqj;a lsÍfï§ my; lreKq flfrys 
wjOdrkh fhduqlsÍug Tjqka ;SrKh lr we;'
 x Yla;su;a uqrmo iy uqrmo l<ukdlrKh (Use strong 

passwords and a password manager)
 x nyq idOl i;Hdmkh l%shd;aul lsÍu (Turn on multifactor 

authentication)
 x ;;=nEï y÷kdf.k jd¾;d lsÍu (Recognize and report 

phishing)
 x uDÿldx. hdj;ald,Sk lsÍu jeo.;alu (Update software)

Tnf.a úoHq;a ;emE, iy wfkl=;a iïnkaO;d f;dr;=re 
m%isoaêfha fnod fkd.kak'

Tnf.a iudc udOH .sKqïj, fiáka mÍlaId lrkak¦ ÿrl:k 
wxlh" fnod .;a f;dr;=re" Pdhd rEm jeks Tnf.a cSjo;a;  
f;dr;=re ne,sh yelafla ldgo@ th ñ;=rkag muKla n,d 
.; yels f,i ieliSug j.n,d .kak'

iEu flfkl=gu n,d .ekSug wjYH fkdjk Pdhd rEm 
fyda fjk;a wka;¾.;hka iïnkaOfhka úfYaIfhka 
m%fõYï jkak' wka wh iïnkaO f;dr;=re fnod .ekSfï§o 
m%fõYï jkak' Tn Tfí ñ;=rkaf.a iy mjqf,a Pdhd rEm 
iïmQ¾Kfhkau kd÷kk wh iuÕ fnod .kafka kï Tjqkag 
fï .ek l=uk wdldrfha woyila we;s fõoehs is;d n,kak'

Tn iudc udOH j, m< lrk iy fnod .kakd foa ;=<ska Tfí 
fmdÿ m%;srEmh ksremkh jk nj is;kak' kj /lshdjla 
fidhk úg" hï fiajd fhdaclhl= Tn .ek f;dr;=re fidhd 
.kakd m<uq ia:dkh fuh nj is;kak'

Tka,hska m%Yakdj,sh iy ;rÕ meje;aùu .ek ie,ls,su;a 
jkak' fïjd ydkslr fkdjk úfkdaohla f,i fmfkkakg 
mq¿jk' kuq;a Tjqka Tn .ek" Tfí reÑl;ajhka wd§ foaj,a 
,ndf.k wf,úlrK iud.ïj,g úl=Kk nj oek.kak' 
Tjqkaf.a wruqK uqo,a bmhSuhs'

Tnf.a fkdjk mß.Kl Wmdx.hla Ndú;d lrkafka kï" 
incognito m%fõYhlska th Ndú;d lsßu m%fjiïldÍ fõ'

fhÿï nd .ekSfï§" ia:dk fiajd" ,smsk ^ÿrl:k ,ehsia;=j&" 
PdhdrEm iy ùäfhda wdÈh fj; m%fõYh ,nd fok f,i 
Tfnka ks;r wikq we;' m%fõYh ,nd §ug fmr fudfyd;la 
is;d n,kak - fuu fhÿug m%fõYh ;sîu we;af;kau 
wjYHo@ 

hï wjia;djl Tng ysxidldÍ m‚úvj, Pdhd rEm 
,efnkafkakï tAjdfha ial%Ska fIdÜ tlla f.k jd¾;d lrkak'
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