
murhq;f epWtdq;fSf;fhd tYthd jfty;murhq;f epWtdq;fSf;fhd tYthd jfty;

kw;Wk; irgu; ghJfhg;Gf; nfhs;ifiakw;Wk; irgu; ghJfhg;Gf; nfhs;ifia

Kd;ndLg;gjpy; ,yq;if Kd;ndLg;gjpy; ,yq;if (CERT)(CERT) kw;Wk; kw;Wk;

njhopy;El;g mikr;R Mfpad $l;L rf;jpfs;njhopy;El;g mikr;R Mfpad $l;L rf;jpfs;

Kf;fpa Nehf;fk;Kf;fpa Nehf;fk;

,iza mr;RWj;jiy vjpu;nfhs;tjw;fhd ,iza mr;RWj;jiy vjpu;nfhs;tjw;fhd 

(irgu;) jahu;epiy:(irgu;) jahu;epiy:

,yq;if (CERT)>  njhopy;El;g 

mikr;rpd; xj;Jiog;Gld; ,iza 

mr;RWj;jy;fSf;F vjpuhf murhq;f 

epWtdq;fisj; jahu;gLj;Jtjw;fhd 

jpl;lj;ijr; nray;gLj;JtJld;>  ,jpy; 

,iza mr;RWj;jy; gFg;gha;T> ,lu; 

kjpg;gPLfs; kw;Wk; nraY}f;fkhd 

ghJfhg;G eltbf;iffs; MfpaitAk; 

mlq;fpAs;sd.

nfhs;if fl;likg;G: nfhs;if fl;likg;G: 

murhq;f epWtdq;fs; Clhd KO 

jfty;fs; njhlu;gpyhd ghJfhg;gpw;fhd 

njspthd topfhl;Ljy;fs;> juepiyfs; 

kw;Wk; rpwe;j eilKiwfis epWt 

tYthd Nkk;gLj;jg;gl;l nfhs;if 

fl;likg;G cUthf;fg;gl;Ls;sJ. ,e;jf; 

nfhs;if fl;likg;G juT ghJfhg;G> 

rk;gtq;fSf;fhd gjpy; mspf;Fk;  

eilKiwfis cs;slf;fpAs;sd.

jpwd; Nkk;ghL:jpwd; Nkk;ghL:

,iza mr;RWj;jy;fis jpwk;gl 

fz;lwpe;J jzpf;f Njitahd 

jpwd;fis muR Copau;fSf;F 

toq;Ftjw;fhd gapw;rp kw;Wk; jpwd;fis 

Nkk;gLj;Jtjw;fhd jpl;lq;fSk; 

Kd;ndLf;fg;gLk;. ,e;j eltbf;if irgu; 

ghJfhg;G tpopg;Gzu;T fyhr;rhuj;ij 

cUthf;Fk; vd;gNj vjpu;ghu;g;ghFk;.

mur - jdpahu; Jiw xj;Jiog;G:mur - jdpahu; Jiw xj;Jiog;G:

jdpahu; Jiw kw;Wk; ru;tNjr 

,iza ghJfhg;G epWtdq;fSldhd 

xj;Jiog;G> ,yq;ifapy; ,iza 

ghJfhg;G nray;Kiwia tYg;gLj;j 

gad;gLj;jg;gLk;. ,J mwpTg; gfpu;T  

kw;Wk; ,iza mr;RWj;jy;fs; gw;wpa 

tpopg;Gzu;it Cf;Ftpf;f toptFf;Fk;.

murhq;f epWtdq;fis tYg;gLj;jy;: murhq;f epWtdq;fis tYg;gLj;jy;: 

,e;jf; nfhs;ifia eilKiwg;gLj;JtJ 

murhq;fj;jpd; juT> Nritfs; kw;Wk; 

gpui[fspd;  jfty;fisg; ghJfhg;gjpy;  

,d;wpaikahj Kjy; gb eltbf;ifahFk;. 

,J  ,yq;ifapd; b[pl;ly; mgptpUj;jpr; 

nray;Kiwia tYg;gLj;JtJld;> 

,izar; rk;gtq;fis jLg;gjw;fhd 

xUq;fpizf;fg;gl;l nraY}f;fkhd 

Ntiyj;jpl;lkhFk;.

gpui[fSld; njhlu;ig Vw;gLj;jy;:gpui[fSld; njhlu;ig Vw;gLj;jy;:

,iza ghJfhg;G njhlu;gpyhd 

nray;ghl;by; gpui[fs; epiw 

Ntw;Wtjw;fhd nghWg;Gf;fis  ,yq;if 

CERT epWtdk;  Fbkf;fis Cf;Ftpf;Fk;. 

Njrpa ,izag; ghJfhg;igg; 

NgZtjw;F> re;Njfj;jpw;fplkhd 

,izaj;js  nray;ghl;L jfty;fis 

KiwapLjy;   kw;Wk; ghJfhg;ghd 

b[pl;ly; gof;ftof;fq;fis gapw;Wtpj;jy;  

Kjyhdtw;iw  gpd;gw;WtJ mtrpakhFk;. 

,yq;if CERT epWtdk; kw;Wk; 

njhopy;El;g mikr;Rf;F ,ilapyhd $l;L 

Kaw;rpahdJ ,iza ghJfhg;Gf;fhd 

murhq;fj;jpd; mu;g;gzpg;ig Nfhbl;Lf; 

fhl;LfpwJ. ,e;jf; nfhs;ifia 

eilKiwg;gLj;Jtjd; %yKk; ,iza 

tpopg;Gzu;tpd; fyhr;rhuj;ij tsu;g;gjd; 

%yKk;> ,yq;if ghJfhg;ghd b[pl;ly; 

ehL vd;gJ cWjp nra;ag;gLk;.

SecurityPolicies 

fzpdp ghJfhg;gpw;fhd fzpdp ghJfhg;gpw;fhd 

xU b[pl;ly; xU b[pl;ly; 

fz;fhzpg;G nghwp Kiwfz;fhzpg;G nghwp Kiw

Ntfkhf tsu;e;J tUk; njhopy;El;g 

Kd;Ndw;wj;jpy; cq;fs; b[pl;ly; njhopy; 

El;gj;jpd; ,Ug;ig ghJfhf;f fzpdp 

itu]; vd;w   “fhtyu;” ,d;wpaikahjJ. 

,j; jpl;lk; ngUk;ghYk; itu]; 

jLg;G nkd;nghUs; my;yJ ghJfhg;G 

njhFg;Gfs; vd Fwpg;gplg;gLk;> ,e;j 

epuy;fs; fzpdp itu];fs;> khy;Ntu; 

kw;Wk; irgu; (Malware and Cyber 
threats)  mr;RWj;jy;fs; Vw;gLtjw;F 

Kd;G mitfSf;F vjpuhf Kd;Ndhb 

fhtyu;fis Nghd;W nray;gLk;. 

itu]; fhl;]; (Virus Guards) vd;gJ  

fhtyu;fs; Nghd;W  cq;fs; fzpdpia 

njhlu;e;J fz;fhzpf;Fk;. jPq;fpiof;Fk; 

nkd;nghUisf; fz;lwptJld; mit 

nray;gltplhky; jLf;fpwJ. Gjpa 

mr;RWj;jy; mZfiyj; jLg;gjw;Fk;> 

fz;lwpag;gl;l mr;RWj;jy;fis 

mfw;Wtjw;Fk; /gau;thy;fs; ghJfhg;G 

nghwpKiwia ,af;Ffpd;wd. itu]; 

jLg;G nkd;nghUs; ,Ue;jhYk;  

,izg;Gfisj; jtpu;g;gjd; %yk; 

,izaj;ij vr;rupf;ifAld; 

gad;gLj;JtJ Kf;fpak;. tpNrlkhf 

tzpf eltbf;iffSld; njhlu;Ggl;l 

murhq;f epWtdq;fs;  Kf;fpaj; juitg; 

ghJfhj;Jf; nfhs;tjd; Kf;fpakhtJ 

Vd; vd;why; ,J mtu;fspd; ew;ngaiu 

Kd;ndLg;gjw;F  xU fhuzkhFk; 

vd;gjpdhNyNa ahFk;. itu]; Virus 
Guards vd;w nghwp Kiwapyhd  

fhtyu;fs; MtJld;> ehshe;jk; 

tsu;r;rpf; fz;LtUk; b[pl;ly; 

fl;likg;gpy; cq;fs; rhjdq;fs; 

kw;Wk; juitg; ghJfhf;Fk; ,ae;jpuf; 

fhtyu;fs; vd;W RUf;fkhf $wyhk;

Hot Line -101 report@cert.gov.lk www.cert.gov.lk
www.onlinesafety.lk

b[pl;ly; ghJfhg;ig Nkk;gLj;Jtjw;Fk;> Kf;fpakhd jfty;fisg; ghJfhg;gjw;Fk; 

Kd;Ndhf;fpr; nray;gLk; eltbf;ifapd; fPo; ,yq;if fzpdp mtru jahu;epiy 

mzp (CERT) murhq;f epWtdq;fSf;fhd tpupthd jfty; kw;Wk; ,iza ghJfhg;G 

nfhs;ifia Kd;itj;Js;sJ. murhq;f epWtdq;fSf;fhd jfty; kw;Wk; ,izag; 

ghJfhg;Gf; nfhs;iff;F 2022 Mz;L Mf];l; khjk;  mikr;ruitapd; mq;fPfhuk; 

fpilj;jJ. mj;Jld; ,e;j Mz;L Kjy; mjid eilKiwg;gLj;Jtjw;F mikr;R Jupj 

eltbf;iffis Nkw;nfhz;Ls;sJ. ,yq;if nru;l; (CERT) vd;gJ ehl;by; ,iza 

ghJfhg;G mr;RWj;jy; rk;gtq;fSf;F cldb gjpyspf;Fk; jahu; epiy epWtdkhtJld; > 

,iza (irgu; ghJfhg;G) ghJfhg;Gf; nfhs;ifia tFj;jy; kw;Wk; mjDld; njhlu;Ggl;l 

Nritfis toq;Fk; murhq;f epWtdkhFk;. ,e;j ,iza ghJfhg;G nfhs;if midj;J 

muR epWtdq;fSf;Fk; Vw;GilaJ.



mnkupf;fhtpy; ,iza cyf (Cybersecurity) 
ghJfhg;G tpopg;Gzu;T khjk;

ghJfhg;gw;w juT Nrkpg;G 

kw;Wk; nkd;nghUisg; 

gad;gLj;Jtjhy; Vw;gLk; 

ghjpg;Gfs;

,iza ,iza (Cyberspace)(Cyberspace) cyfpy;  cyfpy; 

juTfis ufrpakhf juTfis ufrpakhf PrivacyPrivacy  
ghJfhg;gJ vt;thWghJfhg;gJ vt;thW

b[pl;ly; trjpfis mDgtpf;Fk; ePq;fs; fz;bg;ghf juT 

gupkhw;wj;jpw;fhf ntspg;Gw juT Nrkpg;gf td;nghUis 

gad;gLj;jyhk;. ,Ug;gpDk;> ,jdhy; Vw;glf; $ba ghjpg;G  

njhlu;gpy; ePq;fs; ftdk; nrYj;j Ntz;baJ Kf;fpakhFk;.

ntspg;Gw Nrkpg;gf td;nghUs; ,af;fpfs; mjpf mstpyhd 

juit efu;j;Jtjw;F trjpahf ,Ue;jhYk;> mit cq;fs; 

nkd;nghUs; kw;Wk; juTfis Nrjg;gLj;Jtjw;fhd tha;g;Gfs; 

$LjyhfNt cz;L. ,e;j ntspg;Gw juT Nrkpg;gf `hu;l; 

biut;fis cq;fs; fzpdpfSld; ,izf;Fk; NghJ>  mtw;wpd; 

gutyhd gad;ghL> ekJ ftdj;ij NfhUk; cs;shu;e;j 

ghjpg;Gf;fSld;  ,lk;ngwf;$Lk;.

nghJthd ghjpg;Gf;fs;nghJthd ghjpg;Gf;fs;

jPq;fpiof;Fk; Malware nkd;nghUs; Clhf ghjpf;fg;gl;l  

ntspg;Gw juT Nrkpg;G td;nghUs; ,af;fpfs; itu];fs;> 

Ransomware my;yJ ];igNtu; Spyware xU rhjdj;jpypUe;J 
kw;nwhU rhjdj;jpw;F gutp> Fwpg;gplj;jf;f Nrjj;ij Vw;gLj;Jk;.

juTfis fsthLjy;juTfis fsthLjy;

cq;fs; `hu;l; biutpd; ,og;G my;yJ jpUl;L cq;fs; ufrpaj; 

juit NtnwhUtupdhy; vspjhf ngw;Wf;nfhs;s top tFf;Fk;. 

,jd; %tk;  cq;fs; jdpg;gl;l jfty; my;yJ tzpf jftypd; 

,ufrpaj;jd;ikia ,of;f Neuplyhk;.

ghjpg;Gfis Fiwj;Jf; nfhs;sy;ghjpg;Gfis Fiwj;Jf; nfhs;sy;

ghjpg;Gfis Fiwj;Jf; nfhs;Stjw;fhf cq;fSf;F 

ek;gpf;ifahd kw;Wk; juj;ijf;nfhz;l ntsp juT epiyahd 

ntspg;Gw Nrkpg;gf td;nghUis kl;LNk gad;gLj;jTk;. ituRfs; 

kw;Wk; gioa itu];fis vg;NghJk; ];Nfd; nra;aTk;. ntspg;Gw 

Nrkpg;gf td;nghUisg; ghJfhg;ghf itj;jpUg;gjw;F> mjpy; 

cs;s Kf;fpaj; juit Encrypt (FwpaPl;Lr;nrhw;fshy; kiwj;jy;)  

nra;tjpYk; ftdk; nrYj;j Ntz;Lk;. ,Jnjhlu;gpy; Copau;fs; 

my;yJ FLk;g cWg;gpdu;fspilNa ghJfhg;G tpopg;Gzu;it 

Cf;Ftpf;f Ntz;Lk;. vr;rupf;ifAld; nray;gLtjd; %yKk;> 

ghJfhg;ghd gad;ghl;L eilKiwfisg; gpd;gw;Wtjd; %yKk;> 

cq;fs; b[pl;ly; rhjdq;fSld; njhlu;Gila ghjpg;Gfis  

Fiwj;Jf;nfhs;syhk;.

vz;zpay; (Digital) njhopy; El;gj;ij gad;gLj;JNthu; kj;jpapy; 

b[pl;ly; Fw;wq;fspy; ,Ue;J ghJfhj;Jf;nfhs;tjw;fhd tpopg;Gzu;it 

Vw;gLj;Jtjw;fhf> ,iza ghJfhg;G Cybersecurity Awareness 
tpopg;Gzu;T  khjk; eilKiwapy; ,Ue;JtUfpwJ.

b[pl;ly; njhopy; El;gj;ij gad;gLj;JNthu; b[pl;ly; tbt 

Fw;wq;fspy; jdpg;gl;l juitg; ghJfhf;f midtUf;Fk; trjp 

nra;Ak; tifapy; muR kw;Wk; jdpahu; njhopy;Jiwf;F ,ilapyhd 

xU $l;L Kaw;rpahf jw;NghJ mnkupf;fhtpy; ,e;j jpl;l epfo;Tfs;  

Nkw;nfhs;sg;gl;LtUfpd;wd.

,jd; fPo; ,iza cyf ghJfhg;G Kftu; epiyak; kw;Wk; (CISA)   
ne\dy;> irgu; nrf;A+upl;b miyad;]; vd;w gq;Fjhuu; epWtdq;fs; 

jq;fs; gzpahsu;fs; kw;Wk; thbf;ifahsu;fs; ,izajsj;ij  

ghJfhg;ghf gad;gLj;Jtjw;fhd fye;JiuahLtjw;nfd  Mjhuq;fYld; 

jfty; njhlu;GfisAk; cUthf;Ffpd;wd. ngUk;ghyhd ,iza 

ghJfhg;G nra;jpf; fl;Liufs; ghupa juT kPwy;fis cs;slf;fpajhf 

mike;Js;sd. n`f;fu;fs;> kpfg;ngupajhfj; Njhd;wyhk; kw;Wk; mjw;F 

vjpuhf ePq;fs; rf;jpaw;wtu; Nghy; ,Ug;gjhff;$l czuyhk;. Mdhy; 

irgu; nrf;A+upl;b tpopg;Gzu;T khj epfo;tpy; cq;fsJ juTfis  

ghJfhg;gjw;fhd top Kiwfs; Fwpj;J tpsf;fkspf;fg;gLfpwJ. ,izag; 

ghJfhg;gpd; mbg;gilfisg; gapw;rp nra;tjd; %yk; ,J xU ngupa 

khw;wj;ij Vw;gLj;j KbAk; vd;gJ Fwpg;gplj;jf;fJ.

,e;jtUlj;jpy; nghJkf;fs; tpopg;Gzu;it Vw;gLj;Jk; jpl;l epfo;tpy; 

gpd;tUk; tplaq;fs; njhlu;gpy; ftdk; nrYj;j jPu;khdpj;Js;sdu;.

	x tYthd flTr; nrhw;fisAk;> flTr;nrhy; epu;thf nraw;ghl;il 

Nkw;nfhs;sy; Use strong passwords and a password manager
	x gy fhuzp cWjpg;gLj;jy; Kiwia Nkw;nfhs;sy; Turn on 

multifactor authentication
	x r%f nghwpapay; nghwpKiwia milahsq; fz;L Kiwg;ghL 

nra;jy;  Recognize and report phishing
	x nkd;nghUis Nkk;gLj;JtJ Kf;fpakhFk; Update software

	x cq;fs; kpd;dQ;ry; kw;Wk; gpw njhlu;Gj; jftiyg; 

gfpuq;fkhfg; gfpu;tijj; jtpu;f;fTk;.njhiyNgrp vz;fs; 

cl;gl cq;fs; r%f Clf fzf;Ffspd; mikg;GfisAk;>  

Gifg;glq;fs; Nghd;w cq;fs; jdpg;gl;l jftiy ahu; 

ghu;f;fyhk; vd;gij kWrPuha;T nra;aTk;. ez;gu;fs; 

kl;LNk ,e;j jftiy mZf KbAk; vd;gij 

cWjpg;gLj;Jq;fs;.

	x midtUf;Fk; nghUe;jhj Gifg;glq;fs; my;yJ gpw 

cs;slf;fj;ijg; gfpUk; NghJ vr;rupf;ifAld; nray;gl 

Ntz;Lk;.

	x vy;NthUk;   ghu;f;f tpUk;ghj Gifg;glq;fs; my;yJ gpw 

cs;slf;fq;fspy; Fwpg;ghf ftdkhf nray;gl Ntz;Lk;.

	x kw;wtu;fisg; gw;wpa jfty;fisg; gfpUk; NghJ 

mtjhdj;Jld; nray;gLq;fs;. cq;fs; ez;gu;fs; 

kw;Wk; FLk;gj;jpdupd; Gifg;glq;fis KOikahf 

me;epau;fSld; gfpu;e;J nfhz;lhy; - mijg; gw;wp mtu;fs; 

vg;gb czUthu;fs; vd;gij fw;gid nra;J ghUq;fs;.

	x cq;fs; r%f Clf ,Liffs; kw;Wk; gfpu;Tfspy; 

gpujpgypf;Fk; cq;fs; ,iza top MSik Fwpj;J 

ftdkhf nray;gl Ntz;Lk;.  njhopYf;fhf cq;fis 

kjpg;gpLk;NghJ> rhj;jpakhd Kjyhspfs; cq;fs; ,iza 

,Ug;ig Muhayhk;   vd;gij fw;gid nra;J ghUq;fs;. 

	x ,izatop tpdhb tpdh kw;Wk; Nghl;bfspy; <LgLk; NghJ 

vr;rupf;ifahf ,Uf;f Ntz;Lk;. ,jpy; fye;Jnfhs;gtu;fs; 

nghOJNghf;fhfj; Njhd;wpdhYk;> mtu;fs; cq;fisg; 

gw;wpa jfty;fisr; Nrfupg;gijf; ftdj;jpy; nfhs;tJ 

mtrpak;. cq;fs; Mu;tq;fs; cl;gl midj;Jk; ,yhg 

Nehf;fj;Jld; mtw;iw re;ijg;gLj;Jk; epWtdq;fSf;F 

tpw;fg;glyhk;.

	x cq;fSf;Fr; nrhe;jkpy;yhj fzpdpia gad;gLj;Jk; NghJ  

Nkk;gl;l ghJfhg;gpw;fhf ed;dk;gpf;ifahdtw;iwNa 

njupT nra;a Ntz;Lk;.

	x cq;fSf;F Njitahdtw;iw gjptpwf;Fk; NghJ> mjw;fhd  

mDkjpfis toq;Ftjw;F Kd;> cq;fs; ,Ug;gplk;> 

Kftup> Gifg;glq;fs;> tPbNahf;fs; Nghd;wtw;Wf;fhd 

mZfy; mtu;fSf;F cz;ikapNyNa Njitah vd;gij 

ftdkhf kjpg;gPL nra;Jf;nfhs;tJ mtrpak;. 

	x ePq;fs; VNjDk; re;ju;g;gj;jpy; jtwhd glq;fs; my;yJ 

nra;jpfisg; ngw;why;> mtw;wpd; jpiu Gifg;glj;ij 

(Screenshot) vLj;J  mJ njhlu;gpy; rk;ge;jg;gl;l 

gpupTf;F Kiwg;gL nra;a KbAk;.
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